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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
required to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may
be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > >




Table of Contents

0 T 7
Summaryof Changes.............oooiiiiiiiiiiiiii 7
Terminology.........ooiiiiiii i 7
Additional Resources. ........o.vvuiiiiiiii i 8
Chapter 1
Digital Safety 1/0 Module OVEIVIEW .+ e ettt ettt e e 10
OPeration in a Control System Controller and Software Compatibility ...................... 11
Opverall System Safety Function..........c...cooviiiiiiii... 12
Determine Conformity ......c.ovviiiiiiiiiiiiinaen... 12
1756-1B16S Single-channel Point Operation Type ........... 14
1756-OBVS8S Single-channel or Dual-channel
Point Operation Type ...t 14
Obtain Firmware . .. ..oovint i 15
Safety Precatitions . . ..o .veueiin et 16
Safety Application Requirements ..................cooooa. 17
Safe State oot 18
Configuration Signature and Ownership .................... 19
Reset 1756 ControlLogix Digital Safety I/O Modules to
Out-of-Box State . ..ot 20
Aboutthe Modules. . ......coovvrinii i 21
Local I/O Modules or Remote I/O Modules .................... 23
Local I/OModules ......c.ovvinii i 23
Remote I/OModules........covviiiiiiiiiiiiiiinn.. 24
Ownership ...ovuviii 24
Construct a SyStem. .. ..ovvuiiit i 25
Local I/OModules .......cooovuiniiiiiiiiiiin.. 25
Remote [/OModules. ..o 26
Configure the Modules ... 26
Connections with 1756 ControlLogix Digital Safety I/O
Modules . ...o.oneii 27
Requested Packet Interval ..., 30
Connection Over an EtherNet/IP Network ................. 31
Input Module Operation ..o, 31
Local 1756 ControlLogix Digital Safety Input Modules. . ...... 31
Remote 1756 ControlLogix Digital Safety Input Modules . ... 32
Output Module Operation ............cooviiiiiiiiiiii... 32
Local Safety Output Modules. ..., 33
Remote Safety Output Modules ..............o.oooiiia... 33
External Means ......o.uiurintii e i 35
Protected Operations. .......uveuueiineiineiiieiieeaeenaenn. 36

Rockwell Automation Publication 1756-UM013B-EN-P - October 2019 3



Table of Contents

Features Common to 1756
ControlLogix Digital Safety 1/0
Modules

1756-1B16S Input Module
Features

1756-0BV8S Output Module
Features

Chapter2
Input Module Compatibility...............cooiiiiiiiiin, 38
Output Module Compatibility .........coovveiiiii ... 38
Software Configurable............. ... 39
Module Data Quality Reporting. ... 40
Fault and Status Reporting............coooiiiiiii ... 41
Module Inhibiting ..............oooo 41
Electronic Keying .........oooiiiiiiiiii i 43
More Information..........covuiuiniir i, 43
Module Firmware . ......outintii it ci i 44
Producer/Consumer Communication ............coovvuvinenn.n. 44
Chapter3
OV EIVIEW .+ e ettt et e e e e e 45
Safety Application Suitability Level ..., 46
Use Test Output with a Safety Input............oooviii... 47
Single-channel Point Operation Type...........coooiiii... 49
Safety Input Fault Reset ..., 50
"Latch Fault until reset via output tag' mode is Enabled ....... 50
'Latch Fault until reset via output tag' mode is Disabled. ... ... 50
Safety Input Delay Time..........ooooviiiiiiiiiiiiiiii.. 50
OfftoOnDelay......ooviiiiiii i 51
OntoOff Delay......cooviiiiiii s 52
DataTransferat RPL . ... 52
Module Health Diagnostic............oooviiiiiiiiii i, 52
Point Diagnostics ........ooouiiiiiii 53
Fault and Status Reporting. ..., 54
Field Power Loss Detection .........c.vuiuiiiieinininninannnn.. 55
Short Circuit Protection. ...ttt 56
Test Output Recovery After Overload or Short Circuit to
Ground Condition .........ooviiriiiiii i 56
Chapter4
OV VI W ettt et et e e e e e 58
Safety Application Suitability Level ..., 59
Safety Output with Test Pulse. ...t 60
Single-channel Point Operation Type...........cooviiii.n. 61
Dual-channel Point Operation Type.........c.oooiviiii.... 62
Safety Output Fault Reset. ... 63
‘Latch Fault until reset via output tag' mode is Enabled .. ..... 63
‘Latch Fault until reset via output tag’ mode is Disabled. . .. ... 63
Fault and Status Reporting. ..., 64
Module Health Diagnostics ............cooviiiiiiiiiii... 64
Point Diagnostics ..o 65
Field Power Loss Detection .........ooviiiiiiiiiiiiianinnn.. 66
No Load Detection. .....ouvvniint it 67

Rockwell Automation Publication 1756-UM013B-EN-P - October 2019



Table of Contents

Short Circuit Protection. ..ot 68
Other Conditions That Can Trigger the Short Circuit
Diagnostic on the 1756-OBV8S Module .................... 69
Output Recovery After Overload or Short Circuit to
Ground Condition ..ottt 70

Thermal Shutoff ........ ... 70

Fault and Status Reporting. ..., 71

Configurable Channel-level Output State in Program Mode or

Fault Mode .. ..o 71

Connection Fault Handling. ..., 72
Output Behavior Immediately After a Connection Fault. ... ... 72
Output State Once Connection is Re-established ............ 72

Forcing. ... ..o 73
Enable FOrces ..ot 73
Disable or RemoveaForce ..o, 74
Check Force Status . ...ovvvv vt 74
GSV INnstruction. .o e 75

Chapter5

Configure and Replace Safety  CreateaNew Module .........oovviiiiiiiiiiiiiiiiieeannn, 78
Modules New Local Safety Module ...t 78
New Remote /OModule...........coovviiiiiiiiin... 80

Edit the Module Configuration Common Categories ............ 82
General Category........oviiiiiiiiiiiiii i 83
Connection Category.........ovvviuiiiiniiiiiiinenaen... 85
Safety Category. ....oovvviiiiiii 86
Module Info Category ..........oooiiiiiiiiiiiiiiinn.. 87

Edit the 1756-IB16S Module Configuration Categories . ......... 88
Input Points Category ..........oooviiiiiiiiiiiiiii. 88
Test Output Points Category.............oovviiiiii.. 89

Edit the 1756-OBV8S Module Points Category ................. 90
Point Mode. ..ot 91
Output State During Program Mode and Communications
Fault Mode . ... 91

View the Module Tags. ..., 92

Replacea Safety Module ... 93
Reset to Out-of-Box Configuration ...............cooeeen.. 93
Replace a Module in a Logix 5000 System ................... 95

Rockwell Automation Publication 1756-UM013B-EN-P - October 2019 5



Table of Contents

Troubleshoot Your Module

Module Tag Definitions

Application and Wiring
Examples for Safety Modules

Safety Data for Safety Modules

Appendix A
Module Status Indicators . ...ooueeeeee e 103
OK Status Indicators « ... oo et 104
Use the Logix Designer Application for Troubleshooting. ....... 105
Warning Signal in the I/O Configuration Tree ............. 105
Status and Fault Information in Module Properties
Categories .. .o.iu i 106
Module and Point Diagnostics.............oovvviiiiain.. 108
Logix Designer Application Tag Editor..................... 110
InternalFault Triggered on the Safety Output Module .......... 111
Appendix B
AccesstheTags ......oooviiiiiiiiiii i 114
Name CONVENTIONS ..« evvnnetteee ettt 114
1756-IB16S Module Tags.........coovvviiiiiiiiiinn... 115
InputTags.......ooooiiiiiiii 115
Output Tags .....oooviiiiiii 116
1756-OBV8S Module Tags .........coovviiiiiiiiii.. 117
InputTags......coooiiiiiiiii 117
Output Tags ..ot 118
Appendix C
Before YouBegin. ... 119
1756-IB16S Module Wiring Diagrams......................... 120
1756-OBV8S Module Wiring Diagrams ....................... 123
Bipolar Mode ......coooiiii 123
SourcingMode. ... 126
Appendix D
1756-IB16S Safety Data ......c.ovviiiiiiiiiiiii i 130
1756-OBV8S Safety Data.......cvvviiiiiiiiiii i 131
T 1 133

Rockwell Automation Publication 1756-UM013B-EN-P - October 2019



Preface

This manual describes how to use 1756 ControlLogix" Digital Safety I/O
modules in Logix 5000™ control systems.

Make sure that you are familiar with the following:
¢ Use of a safety controller in a Logix 5000 control system.
e Use of safety systems.

e Use Studio 5000 Logix Designer” application environment.

Summary of Changes This publication contains new and updated information.

Topic Page

The 1756-1B16S and 1756-0BV8S modules are only compatible with a 1756 ControlLogix Chassis, Series C. | 10

Due to the higher internal power dissipation of the 1756-0BV8S module, do not install the 1756-0BV8S

module next to any controller or communication module. 10,25
Terminology The following table defines terms that are used in this manual.

Abbreviation Full Term Definition

1002 One out of Two |dentifies the programmable electronic controller architecture.

ap™ Common Industrial Protocol An industrial communication protocol that is used by Logix 5000-based automation systems on EtherNet/IP™,
ControlNet®, and DeviceNet® communication networks.

(IP Safety™ Common Industrial Protocol — SIL-rated version of CIP.

Safety Certified

— Connection Logical communication channel for communication between nodes. Connections are maintained and controlled
between masters and slaves.

L Claim Limit The maximum safety integrity level (SIL) that can be achieved.

DC Diagnostic Coverage The ratio of the detected failure rate to the total failure rate.

EDS Electronic Data Sheet, Atemplate that is used in RSNetWorx™ software to display the configuration parameters, I/0 data profile, and
connection-type support for a given 1/0 module. RSNetWorx software uses these simple text files to identify
products and commission them on a network.

EN European Norm. The official European Standard.

GSvV Get System Value Aladder logic instruction that retrieves specified controller status information and places it in a destination tag.

— Multicast The transmission of information from one sender to multiple receivers.

NAT Network Address Translation The translation of an Internet Protocol (IP) address to another IP address on another network.

ODVA Open DeviceNet Vendor Association | A nonprofit association of vendors that are established for the promotion of CIP networks.

PC Personal computer Computer that is used to interface with and control a Logix-based system via the Studio 5000° environment.

PFD Probability of a dangerous failure on | The average probability of a system to fail to perform its design function on demand.

demand

PFH Average frequency of a dangerous | The probability of a system to have a dangerous failure occur per hour.

failure per hour

PL Performance Level 150 13849-1 safety rating.

— Process safety time Period of time between a failure, that has the potential to give rise to a hazardous event, occurring in the
Equipment Under Control (EUC) or EUC control system and the time by which action has to be completed in the
EUCto help prevent the hazardous event occurring.

Rockwell Automation Publication 1756-UM013B-EN-P - October 2019 7



Preface

Abbreviation Full Term Definition

— Proof test Periodic test that detects failures in a safety-related system so that, if necessary, the system can be restored to an
as-new condition or as close as practical to this condition.

SIL Safety Integrity Level A relative level of risk-reduction that is provided by a safety function, or to specify a target level of risk reduction.

SNN Safety Network Number Safety network number, which uniquely identifies a network across all networks in the safety system. You are
responsible for assigning a unique number for each safety network or safety subnet within a system.

SV Set System Value Aladder logic instruction that sets controller system data.

— Standard Devices or portions of devices that do not participate in the safety function.

— Unicast The transmission of information from one sender to one receiver.

Additional Resources These resources contain information about related products from
Rockwell Automation.
Resource Description

1756 ControlLogix 16-point Sinking Safety Input Module Installation Instructions,
publication 1756-INO79A-EN-P

Provides installation information for the 1756-1B16S safety input module.

1756 ControlLogix 8-point Safety Bipolar/Sourcing Output Module Installation
Instructions, publication 1756-IN081A-EN-P

Provides installation information for the 1756-0BV8S safety output module.

ControlLogix Chassis Installation Instructions, publication 1756-IN621

Provides installation information for ControlLogix chassis.

ControlLogix Power Supply Installation Instructions, publication 1756-IN619

Provides installation information for ControlLogix power supplies.

ControlLogix I/0 Modules Specifications Technical Data, publication 1756-TD002

Provides specifications, wiring diagrams, and schematics for ControlLogix I/0 modules.

GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems Safety
Reference Manual, publication 1756-RM012

Provides information on how to achieve and maintain Safety Integrity Level (SIL) and
Performance Level (PL) safety application requirements for GuardLogix® 5580 and Compact
GuardLogix 5380 controllers.

ControlLogix 5580 and GuardLogix 5580 Controllers User Manual, publication
1756-UM543

Provides information on how to install, configure, program, and use ControlLogix 5580
controllers and GuardLogix 5580 controllers in Studio 5000 Logix Designer application
projects.

Safety Automation Builder and SISTEMA Library

Download Safety Automation Builder® software to help simplify machine safety design and
validation, and reduce time and costs. Integration with our risk assessment software
provides you with consistent, reliable, and documented management of the Functional
Safety Lifecycle.

The SISTEMA tool, also available for download from the Safety Automation Builder page,
automates calculation of the attained Performance Level from the safety-related parts of a
machine’s control system to (EN) IS0 13849-1.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1

Provides general guidelines for installing a Rockwell Automation industrial system.

Product Certifications website, rok.auto/certifications

Provides declarations of conformity, certificates, and other certification details.
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Chapter1  Digital Safety I/0 Module Operation in a Control System

Overview GuardLogix" controllers use 1756-IB16S and 1756-OBV8S modules to control

devices in a control system.

Table 1- 1756 ControlLogix® Digital Safety I/0 Modules

Module Type (at. No. Description
Safety(” 1756-1B16S 18...32V DC 16-point sinking safety input module
1756-0BV8S 18...32V DC 8-point, safety output module that can be used as:
« Bipolar output module
«Sourcing output module

(1) You can use the safety modules in applications that are rated up to, and including, SIL CL3, PLe, Cat. 4 as defined in IEC 61508,
IEC61511, IEC 62061, and 1SO 13849-1.

ControlLogix modules mount in a ControlLogix chassis, and require a
removable terminal block (RTB) to connect all field-side wiring.

A\

ATTENTION: The 1756-1B16S and 1756-0BV8S modules are compatible with a
1756 ControlLogix Chassis, Series C. Do not install the 1756-1B16S and
1756-0BV8S modules in a 1756 ControlLogix Chassis, Series B.

ATTENTION: Due to the higher internal power dissipation of the 1756-0BV8S
module, do not install the 1756-0BV8S module next to any controller or
communication module.

IMPORTANT A ControlLogix system with 1756-1B16S and 1756-0BV8S safety 1/0 modules

has been agency certified using only the ControlLogix RTB catalog numbers
1756-TBCHS, 1756-TBNHS, 1756-TBSHS, and 1756-TBS6HS.

Any application that requires agency certification of the ControlLogix system
using other wiring termination methods can require application-specific
approval by the certifying agency.

A\

ATTENTION: To comply with the CE Low Voltage Directive (LVD), this
equipment, and all connected /0, must be powered from a safety extra low
voltage (SELV) or protected extra low voltage (PELV) compliant source.

For UL-compliant applications, the 1756-1B16S and 1756-0BV8S modules, and all
connected 10, must be powered from a SELV or PELV-compliant power source that is
rated 150VA maximum.

IMPORTANT  All other 1/0 modules in the same chassis must use an SELV/PELV power supply.

10 Rockwell Automation Publication 1756-UM013B-EN-P - October 2019



Digital Safety /0 Module Operation in a Control System  Chapter 1

Controller and Software Compatibility

Controller and programming software compatibility requirements apply when

you use 1756 ControlLogix digital I/O modules.

Table 2 - Controller and Software Compatibility Requirements

Supported Studio 5000
Communication | Logix Designer®
Safety Modules | Location | Controller System (at. Nos. Protocol application
1756-1B16S, Local GuardLogix 5580 1756-L81ES, 1756-L82ES, 1756-L83ES, 1756-L84ES, 1756-L8SP 1756 Backplane Version 32.00.00
1756-0BV8S - or later, with
Remote | GuardLogix 5580 1756-L81ES, 1756-L82ES, 1756-L83ES, 1756-L84ES EtherNet/IP™ Add-on Profile.

Compact GuardLogix 5380 | 5069-1306ERS2, 5069-L306ERMS2, 5069-L310ERS2,
5069-L310ERMS2, 5069-L320ERS2, 5069-L320ERS2K,
5069-L320ERMS2, 5069-L320ERMS2K, 5069-L330ERS2,
5069-5069-L330ERS2K, L330ERMS2, 5069-L330ERMS2K,
5069-L340ERS2, 5069-L340ERMS2, 5069-L350ERS2,
5069-L350ERS2K, 5069-L350ERMS2, 5069-L350ERMS2K,
5069-L380ERS2, 5069-L380ERMS2, 5069-L3100ERS2,
5069-L3100ERMS2
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Chapter1  Digital Safety I/0 Module Operation in a Control System

Overall System Safety The following apply to the modules:
Function o Type-approved and certified for use in safety applications up to and
including SIL 3 per IEC 61508

e Suitable for use in safety applications up to and including SIL CL 3 per
IEC 62061

e Suitable for use in safety applications up to and including Performance

Level e (PLe), category 4 per ISO 13849-1

IMPORTANT  Functional safety certification and performance of 1756-1B16S and
1756-0BV8S modules requires that the modules operate in conditions at or
below the ambient operating temperature specification.

The probability of a dangerous failure on demand (PFD) and average
frequency of a dangerous failure per hour (PFH) calculations for these
modules are based on the module operating conditions adhering to the
ambient operating temperature specification.

For more information on the maximum ambient operating temperature
specification, see the 1756 ControlLogix I/0 Specifications Technical Data,
publication 1756-T1D002.

IMPORTANT  Requirements are based on the standards current at the time of certification.
For more information on safety application suitability levels:
1756-1B16S Input Module Features on page 45
1756-0BV8S Output Module Features on page 57

Determine Conformity

ATTENTION: Use only appropriate components or devices that comply with
the relevant safety standards and meet the required safety integrity level or

Performance Level and safety category.
Conformity to the requirements of the relevant safety standards must be
determined for the entire system by conducting a risk assessment.
Use devices properly according to the installation environment,
performance rating, and functions of the machine.
Use devices within their specified ratings.

We recommend that you consult a certification body regarding assessment
of conformity to the required safety integrity level or Performance Level.

You are responsible for confirming compliance with the applicable standards for
the entire system. You must read, understand, and fulfill the functional safety
requirements of the standard applicable to your safety application.

12 Rockwell Automation Publication 1756-UM013B-EN-P - October 2019
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Digital Safety 1/0 Module Operation in a Control System

Chapter 1

The type approval, certification, and suitability levels for 1756-IB16S and

1756-OBV8S modules describe a system with an overall system safety function of

SIL 3. However, you are not required to use 1756 ControlLogix digital safety

I/O modules only in safety applications with an overall system safety function of

SIL 3.

For example, a GuardLogix 5580 controller without a 1756-L8SP safety partner
is suitable for use in safety applications that are rated up to, and including,

SIL CL2, PLd, Cat. 3 as defined in IEC 61508, IEC 61511, IEC 62061, and
ISO 13849-1. You can use 1756-IB16S and 1756-OBV8S modules in such an

application.

GuardLogix 5580 controllers, when used with a 1756-L8SP safety partner are
suitable for use in safety applications that are rated up to, and including SIL 3,
and PLe, cat. 4 as defined in IEC 61508, IEC 61511, IEC 62061, and

ISO 13849-1. You can use 1756-IB16S and 1756-OBV8S modules in such an

application.
For more information on the suitability level of Logix 5000™ safety controllers,

see the GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems
Safety Reference Manual, publication 1756-RM012.

Rockwell Automation Publication 1756-UM013B-EN-P - October 2019
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Chapter 1

Digital Safety I/0 Module Operation in a Control System

14

1756-1B16S Single-channel Point Operation Type

Thel756-1B16S module is single-channel Point Operation Type only. The
module channels are pre-configured and fixed at single channel Point Operation
Type. The signal status of each channel is evaluated. Based on that status, safety
input data and safety input status can be off or on.

To detect discrepancy faults between the channels of a dual channel safety device,
use dual channel safety instructions the GuardLogix safety task, for example, the
Dual Channel Input Stop (DCS) instruction.

1756-0BV8S Single-channel or Dual-channel Point Operation Type

You can use the 1756-OBV8S modules only in single-channel Point Operation
Type while in bi-polar mode. Bi-polar single channel Point Operation Type
consists of a P-M pair. P is the sourcing terminal, and M is the sinking terminal.

In sourcing mode, you can configure single channel or dual-channel Point
Operation Type. In sourcing, dual-channel Point Operation Type, both channels
must always be in the same logical state.

Dual-channel Point Operation Type is typically used when both safety outputs
are controlling the same load. Rockwell Automation recommends configuring
the module for dual-channel Point Operation Type in dual-channel applications
because it decreases the dangerous undetectable failure rate (Apy;) within the

module.

|
0UTO-M ouTo-p | At
OUT1-M ouTI-P {pw
OUT2-M OUT2-P - @
OUT3-M OUT3-P

DC—

OUT4-M OUT4-P
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Digital Safety 1/0 Module Operation in a Control System  Chapter 1

Obtain Firmware

Verify that the firmware revision of the 1756-IB16S and 1756-OBV8S modules

that you use is correct before commissioning the system.

Firmware information for safety I/O devices is available at the Rockwell
Automation Product Compatibility and Download Center (PCDC). The
PCDC is available at:

https://compatibility.rockwellautomation.com/Pages/home.aspx

Only download firmware and access product release notes from the Rockwell
Automation PCDC.

Do not download firmware from non-Rockwell Automation sites.

Safety Function During Firmware Update

The 1756-IB16S and 1756-OBV8S modules are not safety capable when a
firmware update is in process. You must use other methods to maintain the safety
function during the update process.

For information on how to maintain the safety function during the update
process, for example, remove the module from service to perform the update, see
the GuardLogix and Compact GuardLogix 5380 Controller Systems Safety
Reference Manual, publication 1756-RM012.
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Chapter1  Digital Safety I/0 Module Operation in a Control System

Safety Precautions

programmable electronic systems (PES) shall be aware of the safety

c ATTENTION: Personnel responsible for the application of safety-related

requirements in the application of the system and shall be trained in the use
of the system.

Observe these precautions for the proper use 1756 ControlLogix digital safety

I/0 modules.

function, follow these safety precautions.

c ATTENTION: As serious injury can occur due to loss of required safety

Never use test outputs as safety outputs. Test outputs are not safety outputs.
Do not use standard I/0 data or explicit message data as safety data.

Do not use the light-emitting diode (LED) status indicators on the 1/0
modules for safety operations.

Do not connect loads beyond the rated value to the safety outputs.

Apply properly specified voltages to the module. Applying inappropriate
voltages can cause the module to fail to perform its specified function,
which could lead to loss of safety functions or damage to the module.

Wire the 1756 ControlLogix digital safety /0 modules as shown in the 1756
ControlLogix 1/0 Specifications Technical Data, publication 1756-TD002.

Set unique network node addresses before you connect devices to the
network.

Perform testing to confirm that device wiring, configuration, and operation
is correct before you start system operation.

Do not disassemble, repair, or modify the module. This can result in loss of
safety functions.

For more information about safety precautions, see Ownership on page 24.

Installing and Replacing Modules

c ATTENTION:

Configure the replacement device properly and confirm that it operates
correctly.

After installation of the module, a safety administrator must confirm the
installation and conduct trial operation and maintenance.
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Digital Safety 1/0 Module Operation in a Control System  Chapter 1

Safety Application Requirements

Safety application requirements include evaluating the following:
e DProbability of failure rates (PFD and PFH)
e System reaction time settings

e Functional verification tests that fulfill appropriate safety-level criteria

Creating, recording, and verifying the safety signature is also a required part of
the safety application development process. The safety controller creates the
safety signatures. The safety signature consists of an identification number, date,
and time that uniquely identifies the safety portion of a project. This number
includes all safety logic, data, and safety I/O configuration.

For safety system requirements, including information on the safety network
number (SNN), verifying the safety signature, functional verification test
intervals, system reaction time, and PFD/PFH calculations, see the
GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems Safety
Reference Manual, publication 1756-RM012.

You must read, understand, and fulfill the requirements that are described in this
publication before you operate a safety system that uses 1756 ControlLogix
digital safety I/O modules.
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Safe State

ATTENTION:
A «  The safe state of the outputs is defined as the off state.

« The safe state of the module and its data is defined as the off state.

«  Use the 1756 ControlLogix digital safety /0 modules only in applications
where the off state is the safe state.

The following are the safe states of the safety modules:
e Safety outputs: OFF
e Safety input data to network: OFF

Figure 1- Safety Status

Networks Input to Networks OFF
Safety Status
/’__J‘_'_\
Output OFF |nput

The modules are designed for use in applications where the safe state is the
off state.

IMPORTANT  Ifyou inhibit a safety module from transitioning to a safe state when a fault
occurs because an 1/0 connection is lost, you accept responsibility for any
consequences that result from your decision to inhibit.

We recommend that you use other means to maintain the safe state if you
inhibit the safety module from transitioning to a safe state.
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Configuration Signature and Ownership

Every 1756 ControlLogix digital safety I/O module in a system has a
configuration signature and configuration ownership.

Configuration Signature

Each safety device has a unique configuration signature that defines the module
configuration. The configuration signature includes the following:

o ID number

e Date

e Time
The configuration signature is used to verify a module’s configuration.
Configuration Ownership

The connection between the owner-controller and the 1756 ControlLogix

digital safety I/O module is based on the following:
e 1756 ControlLogix digital safety /O module node number
¢ 1756 ControlLogix digital safety I/O module safety network number

¢ Controller node or slot number

IMPORTANT  If the owner-controller is a GuardLogix 5580 controller, the
controller has a slot number.

e Controller safety network number

e Path from the controller to the 1756 ControlLogix digital safety I/O
module

. Configuration signature
If any differences are detected, the connection between the owner-controller and

the 1756 ControlLogix digital safety I/O module is lost, the yellow yield icon
appears in the controller project tree.
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Different Configuration Owner

When a controller owns the I/O module configuration, other controllers can
listen to the input module. In this case, the module configuration signature in the
Logix Designer application project for any listening controller must match the
one in the owner-controller project.

TIP  If the safety module is configured for inputs only, you can copy and paste
the configuration signature from one project to the other.

If the safety module has safety outputs, for example, the 1756-0BV8S
module, the configuration signature parameter is disabled.

Reset 1756 ControlLogix Digital Safety I/0 Modules to
Out-of-Box State

If a 1756 ControlLogix digital safety I/O module was used previously, you must
clear the configuration ownership before you can install it on a safety network.
That is, you must return the module configuration to its out-of-box state.

When a 1756 ControlLogix digital safety I/O module is in the out-of-box state,
its configuration is not owned by a controller.

The Safety category on the Module Properties dialog box displays the module
Configuration Ownership. The Logix Designer application project must be
online to check.

If the module configuration is owned, the Safety category displays whether the
controller for the opened project owns the module configuration or another
controller owns it.

For information on how to reset the module in the Logix Designer application,
see Reset to Out-of-Box Configuration on page 93.

You cannot reset the module to its out-of-box configuration if any of the
following conditions exist:

e There are pending edits to the module properties.

e When a safety signature exists in the controller project.

The I/O modules use removable terminal blocks (RTBs) to connect field-side
wiring. You use the Studio 5000 Logix Designer application to configure the
modules (see Controller and Software Compatibility on page 11).

The I/O modules use the Producer/Consumer network communication model.
This communication is an intelligent data exchange between modules and other
system devices in which each module produces data without first being polled.
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About the Modules Figure 2 below and Figure 3 on page 22 show the parts of a 1756 ControlLogix

digital safety I/O modules.

Figure 2 - Example 1756-1B18S Module

DC INPUT DCINPUT

o1 234567

Item

Description

Backplane Connector—Interface for the ControlLogix system that connects the module to the backplane.

Top and bottom guides—Guides provide assistance in seating the RTB onto the module.

Status indicators—Indicators display the status of communication, module health, and input/output devices.
Indicators help in troubleshooting anomalies.

Connector pins—Input/output, power, and grounding connections are made to the module through these pins with
the use of an RTB.

Locking tab—The locking tab anchors the RTB on the module, maintaining wiring connections.

Slots for keying—Mechanically keys the RTB to help prevent making the wrong wire connections to your module.

Module with RTB installed

Rockwell Automation Publication 1756-UM013B-EN-P - October 2019 21



Chapter1  Digital Safety I/0 Module Operation in a Control System

Figure 3 - Example 1756-0BV8S

&> DbcoutpuT DC OUTPUT

Bllo 1234567 4
{0 1234567 K

SAFETY 0T SAFETY

Item Description

1 Backplane Connector—Interface for the ControlLogix system that connects the module to the backplane.

2 Top and bottom guides—Guides provide assistance in seating the RTB onto the module.

3 Status indicators—Indicators display the status of communication, module health, and input/output devices.
Indicators help in troubleshooting anomalies.

4 Connector pins—Input/output, power, and grounding connections are made to the module through these pins with
the use of an RTB.

5 Locking tab—The locking tab anchors the RTB on the module, maintaining wiring connections.

6 Slots for keying—Mechanically keys the RTB to help prevent making the wrong wire connections to your module.

7 Module with RTB installed
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Local I/0 Modules or You can use 1756 ControlLogix digital safety I/O modules as local or remote
I/0O modules, with some restrictions that are based on the module and controller
Remote I/0 Modules type. Compatibility requirements apply and are described in Controller and

Software Compatibility on page 11.

Local I/0 Modules

When I/0 modules reside in the same system as the controller, the modules are

local I/O modules.

Figure 4 - Local 1756 ControlLogix digital safety I/0 modules

0o i i GuardLogix 5580 Controller
© | 1756-L8SP Safety Partner
= I 1756-1B16S Safety Input Module
1756-0BV8S Safety Output Module
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Remote I/0 Modules

When 1756 ControlLogix digital safety I/O modules reside in a separate
location from a GuardLogix 5580 or Compact GuardLogix 5380 controller, they
are remote /O modules.

Remote 1756 ControlLogix digital safety I/O modules are accessible over an
EtherNet/IP network via a 1756 ControlLogix EtherNet/IP adapter.

Figure 5 shows remote safety I/O modules in a GuardLogix 5580 control

application.

Figure 5 - Remote Safety 1/0 Modules in a GuardLogix 5580 Control Application

GuardLogix 5580 Safety Controller
1756-L8SP Safety Partner 1756 ControlLogix EtherNet/IP Adapter
1756 ControlLogix Safety 1/0 Modules

PanelView™ Plus 7 Terminal

i I 3
Compact 5000™ 1/0 EtherNet/IP Adapter
Compact 5000 1/0 Safety Modules

PowerFlex® 527 Drive

Every standard or safety I/O module in a GuardLogix 5580 control system must
be owned by a controller, also known as the owner-controller.

1756 ControlLogix digital safety I/O modules digital input modules can only
have one owner-controller. When a 1756 ControlLogix Digital Safety I/O
Module is used in a GuardLogix 5580 control system, the owner-controller
performs the following:

e Stores configuration data for every module that it owns.

e Sends the I/O module configuration data to define module behavior and
begin operation in the control system.

Each I/O module must continuously maintain communication with its owner-
controller during normal operation.
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Construct a System Before you install and use your module, you must do the following:

e Install and ground a 1756 ControlLogix Series C chassis, and power
supply. To install these products, refer to the publications listed in
Additional Resources on page 8.

e Order and receive an RTB and its components for your application. RTBs
are not included with your module purchase.

1756 ControlLogix 16-point Sinking Safety Input Module (1756-1B16S)
uses these RTBs:

1756-TBCHS Cage-clamp removable terminal block with standard
housing, 36-pin

1756-TBS6HS Spring-clamp removable terminal block with standard
housing, 36-pin

1756-TBES Extended-depth terminal block housing. Requires the

underlying connector.

For how to assemble and wire the RTB, see the
1756 ControlLogix 16-point Sinking Safety Input Module
Installation Instructions, publication 1756-IN079.

The 1756 ControlLogix 8-point Safety Bipolar/Sourcing Output Module
(1756-OBVSS) uses these RTBs:

1756-TBNHS Cage-clamp removable terminal block with standard
housing, 20-pin

1756-TBSHS Spring-clamp removable terminal block with standard
housing, 20-pin

1756-TBES Extended-depth terminal block housing. Requires the

underlying connector.

For how to assemble and wire the RTB, see the
1756 ControlLogix 8-point Safety Bipolar/Sourcing Output Module
Installation Instructions, publication 1756-IN081.

the 1756-0BV8S module, do not install the 1756-0BV8S

c ATTENTION: Due to the higher internal power dissipation of

module next to any controller or communication module.

Local 1/0 Modules

Complete the following:

1. Install a GuardLogix 5580 controller.

2. Install the modules.
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Remote I/0 Modules

Complete the following:

Install a GuardLogix 5580 controller.
Install an EtherNet/IP network.

Connect the controller to the network.

1
2
3
4. Install a 1756 ControlLogix EtherNet/IP adapter in the remote chassis.
5. Connect the adapter to the network.

6

Install the 1756 ControlLogix digital safety I/O modules.

For information on how to install compatible controllers, adapters, and I/O
modules, see the publications that are listed in Additional Resources on page 8.

You must create a Logix Designer application project for the controller that owns
the 1756 ControlLogix digital safety I/O modules. The project includes module

configuration data for the module.
The Logix Designer application transfers the project to the owner-controller
during the program download. Data is then transferred to the I/O modules either

across the backplane or over an EtherNet/IP network.

The I/0 modules can operate immediately after receiving the configuration data.

IMPORTANT  This section shows some Logix Designer application screens; it is not a
complete description of how to configure a module.

For more information on how to use the Logix Designer application to

configure 1756 ControlLogix digital safety I/0 modules, see Chapter 5,
Configure and Replace Safety Modules on page 77.
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Connections with 1756 ControlLogix Digital Safety 1/0 Modules

During module configuration, you must define the module. Among the Module
Definition parameters with 1756 ControlLogix digital I/O modules, you must
choose a connection type for the module. A connection is a real-time data
transfer link between the owner-controller and the module that occupies the slot
that the configuration references.

When you download module configuration to a controller, the controller
attempts to establish a connection to each module in the configuration.

Because part of module configuration includes a slot number in the local or
remote system, the owner-controller checks for the presence of a module there. If
a module is detected, the owner-controller sends the configuration. One of the
following occurs:

e If the configuration is appropriate to the module detected, a connection is
made and operation begins.

o If the configuration is not appropriate to the module detected, the data is
rejected and the Logix Designer application indicates that an error
occurred.

The configuration can be inappropriate for many reasons. For example, a
mismatch in electronic keying that prevents normal operation.

The owner-controller monitors its connection with a module. Any break in the
connection, for example, the loss of power to the system, causes a fault. The Logix
Designer application monitors the fault status tags to indicate when a fault occurs
on a module.

During module configuration, you must define the module. Among the Module
Definition parameters with 1756 ControlLogix digital safety I/O modules, you
must choose how module is configured.

The choice depends on whether the project is downloaded to the controller that
owns the module configuration, that is, the owner-controller, or to a controller

that is listening to input modules in a project.

A real-time data transfer link is established between the controller and the
module that occupies the slot that the configuration references.

When you download module configuration to a controller, the controller
attempts to establish a connection to each module in the configuration.
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Configured By Options Available with the 1756 ControlLogix Digital Safety I/0 Modules

The Configured By choice determines what data is exchanged between the
owner-controller and the module. These are example Module Definition dialog

boxes, and available Connection choices, for the 1756-IB16S and 1756-OBVS8S

safety modules.

1756-1B16S Module

Module Definition

=)

Series:
Revision:

Electronic Keying:

[

001 =

il

ICnmpaﬁbIE Module 'I

Configured By:

Input Data: External Means
Muting Lamp Points: This Controller k

[ This Controlier -]

OK ] I Cancel I I Help

Table 3 - Configured By Choices - 1756-1B16S and 1756-0BV8S Safety Modules

1756-0BV8S Module

Module Definition* [

Series:

[

Revision:

i

001 [

Electronic Keying: {Compaﬁble Maodule ']

Configured By: This Controlier 'l
Input Data

External Means
Output Data: This Controller *
Output Mode: Sourcing -

OK. ] I Cancel I l Help

Table 3 describes the connection types that you can use with the 1756-IB16S and
1756-OBVS8S safety modules.

Configured By
Choice

Description

1756-1B16S Safety Input Module

1756-0BV8S Safety Output Module

This Controller

The module returns the following to the owner-controller:
+ General fault data
« Safety input data

The module returns the following to the owner-controller:
+ General fault data
« Safety input data
- Safety output data

When you choose This Controller, you must define the output mode that
the module uses, that is, sourcing or bipolar output mode.

External Means

When the External Means option is chosen, another controller listens to the data exchanged with the owner-controller. That is, it receives Safety input
data. A controller with this option does not write configuration for the module.

For more information on External Means, see External Means on page 35.

28
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Data Types Available with 1756 ControlLogix Digital Safety I/0 Modules

On the Module Definition dialog box for 1756 ControlLogix digital safety

I/O modules, you must configure data type parameters.

Table 4 describes the available data type choices based on module type.

Table 4 - 1756 ControlLogix Digital Safety I/0 Modules - Data Types

Catalog Number Supported Data Types Data Type Choices
1756-1B16S Input Data Safety Data
Safety Packed Data
1756-0BV8S Input Data Safety Data
Safety Packed Data
Output Data Safety Data
Safety Packed Data

For information on the Data Types, see Module Tag Definitions on page 113.

Output Mode Available with 1756-0BV8S Safety Output Module

The Module Definition for the 1756-OBV8S safety output module includes the
Output Mode parameter. This parameter defines whether the module is
operating in Sourcing or Bipolar mode.

IMPORTANT  If the Configured By parameter is External Means, the Output Mode
parameter is disabled. It is automatically set to None.

For more information on the Module Definition parameters that are available
with 1756 ControlLogix digital safety I/O modules, see the Logix Designer
application.

Rockwell Automation Publication 1756-UM013B-EN-P - October 2019 29



Chapter 1

Digital Safety I/0 Module Operation in a Control System

30

Requested Packet Interval

The Requested Packet Interval (RPI) is a configurable parameter that defines a
rate at which the owner-controller and the module exchange data.

You set the RPI value during initial module configuration and can adjust it as
necessary after module operation has begun. Valid RPI values for 1756
ControlLogix Digital Safety I/O Modules are 2...500 ms.

IMPORTANT  You can change the RPl while the project is online. If you change the RPI
while the project is online, however, the connection to the module is closed
and reopened in one of the following ways:

You inhibit the connection to the module, change the RPI value, and
uninhibit the connection.

You change the RPI value. In this case, the connection is closed and
reopened immediately after you apply the change to the module
configuration.

Connection Reaction Time Limit With 1756 ControlLogix Digital Safety I/0 Modules

With 1756 ControlLogix digital safety I/O modules, the Connection Reaction
Time Limit configuration affects the module RPL

The Connection Reaction Time Limit defines the maximum time that is allowed
between valid safety packets on the associated connection. If the Max Network
Delay exceeds the Connection Reaction Time Limit, a connection fault occurs.

By default, the Connection Reaction Time Limit is four times the RPL
Use the default values for Timeout Multiplier (2) and Network Delay Multiplier

(200). The Network Delay Multiplier value is in terms of percentage. Thus, 200
means 200%.

IMPORTANT  To determine what is appropriate, analyze each safety channel. The default
Timeout Multiplier of 2 and Network Delay Multiplier of 200 creates a
worse-case input connection reaction time limit of 4 times the RPI, and an
output connection reaction time limit of 3 times the RPI.

Changes to these parameters must be approved only after a thorough review
by a safety administrator.

For more information on how to specify RPI rates, see page 85.

Also see:

¢ GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems
Safety Reference Manual, publication 1756-RM012.

e Logix 5000 Controllers Design Considerations Reference Manual,

publication 1756-RM094.
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Input Module Operation

Connection Over an EtherNet/IP Network

When you configure a remote safety module, you must configure the
Connection over EtherNet/IP parameter in the configuration for the remote
adapter that connects the I/O modules to the network. The configuration choice
dictates how input data is transmitted over the network.

The 1756 ControlLogix digital safety I/O modules use one of the following

methods to transmit data:
e Multicast - Data is sent to all network devices.

e Unicast - Data is sent to one or more controllers depending on module
configuration.

Unicast is the default setting.

Logix 5000 controllers do not poll the safety input modules for input data.

The data exchange process between the input modules and the controller differs
based on whether the module is a local I/O module or remote I/O module.

Local 1756 ControlLogix Digital Safety Input Modules

Local 1756 ControlLogix digital safety input modules broadcast their input data,
that is, channel and status data, to the system backplane at the time that is defined
in the RPL

At the RP], the following events occur.

1. Thelocal input module scans its channels for input data.
2. The module sends the data to the system backplane.

3. The controller receives the data immediately.

IMPORTANT 1756 ControlLogix digital safety input modules cannot trigger events.
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Remote 1756 ControlLogix Digital Safety Input Modules

Remote digital safety input modules broadcast their input data to the backplane
at the time that is defined in the RPI. The input data consists of channel and
status data.

At the RP], the following events occur.

1. The remote input module scans its channels for input data.

2. The module sends the data to the remote system backplane.

3. The EtherNet/IP adapter sends the data over the EtherNet/IP network.
4

One of the following:

e When a GuardLogix 5580 or Compact GuardLogix 5380 controller is
directly connected to the EtherNet/IP network, it receives the input
data immediately.

e When a GuardLogix 5580 controller is connected to the EtherNet/IP
network through another communication module, the module sends
the data to its backplane and the controller receives it.

Logix 5000 controllers send data to safety output modules at the RPI. The RPI
defines when the controller sends data to an output module and when the
module echoes data.

IMPORTANT  You cannot use Inmediate Output (I0T) instructions in safety
programs.

At the RPI, not only does the controller send data to the output module, but also
the output module sends data to the controller. For example, the output module
sends an indication of the channel data quality.

IMPORTANT  The RPI for a safety output module is the Safety Task period. Safety output
data is sent at the completion of the Safety Task scan.

The data exchange process between safety output modules and a controller
differs based on whether the module is a local I/O module or remote I/O
module.
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Local Safety Output Modules

Local safety output modules receive output data from a controller and send data
to the controller. The data exchange occurs over the system backplane.

Controller to Local Output Module Data Transmission

The controller broadcasts data to its local backplane at the RPL

IMPORTANT  You cannot use Immediate Output (I0T) instructions in safety programs.

The safety outputs are sent to the safety output module at the end of safety task.
The safety output RPI is set by the safety task period.

These events occur when the controller sends data to a local safety output

I/0 module.

1. The controller sends data to system backplane at the RPL.

2. Thelocal output module receives the data from the system backplane and
behaves as dictated by its configuration.

Local Qutput Module to Controller Data Transmission

When a local safety output module receives new data and the requested data
value is present on the RTB, the output module sends output readback status to
the controller. The data value corresponds to the signal present at its terminals.
In addition to the output readback, the output module sends other data to the
controller at the RPIL For example, the module alerts the controller if a short

circuit condition exists on the module.

The following events occur when a local safety output module sends data to the
controller at the RPL

1. The module sends the data to the system backplane.

2. The controller receives the data immediately.

Remote Safety Output Modules

Remote safety output modules receive output data from a controller and send
data to the controller. The data exchange occurs over an EtherNet/IP network.

Controller to Remote Output Module Data Transmission

The controller broadcasts data to its local backplane at the RPI. The owner-
controller does not depend on the program scan to complete to send data.
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