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Stratix Managed Switches User Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to familiarize
themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to
be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be
impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use
or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for
actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software
described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, which
may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal inH']ury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> P

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert peoEIe to potential
Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory
requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > P>

N
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Preface

About This Publication This publication describes how to set up, configure, and troubleshoot
Stratix® switches.

This manual assumes that you understand the following:
« Local area network (LAN) switch fundamentals
«  Concepts and terminology of the Ethernet™ protocol and local area

networking
sllmmary of Changes This manual contains new and updated information.
Topic Page
FactoryTalk Network Manager 66
RedBox PRP Channel Groups 209
Supported MIBs 255
PTP Serviceability 318
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Additional Resources These documents contain additional information concerning related products
from Rockwell Automation.

Resource Description
Stratix Ethernet Device Specifications Technical Data, publication 1783-TD001 Provides specifications for the switches and other devices.

Represents a collaborative development effort from Rockwell Automation and Cisco
Converged Plantwide Ethernet (CPwE) Design and Implementation Guide, Systems. The design guide is built on, and adds to, design guidelines from the Cisco
publication ENET-TDOO1 Ethernet-to-the-Factory (EttF) solution and the Rockwell Automation Integrated

Architecture™. The design quide focuses on the manufacturing industry.

Stratix 5400 Ethernet Managed Switches Installation Instructions, publication 1783-IN014

Stratix 5410 Ethernet Managed Switches and Power Supply Installation Instructions,
publication 1783-IN015

Stratix 5700 Ethernet Managed Switches Installation Instructions, publication 1783-INO16

ArmorStratix 5700 Ethernet Managed Switches Installation Instructions,
publication 1783-INO17

Stratix 8000 and 8300 Ethernet Managed Switches Installation Instructions,
publication 1783-IN012

Describes how to install the switches.

Ethernet Design Considerations Reference Manual, publication ENET-RM002 Describes how to implement a system based on the EtherNet/IP™ platform.
Device Manager web interface online help (provided with the switch) Provides context-sensitive information on how to configure and use the switch.
Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1 Provides general guidelines for installing a Rockwell Automation industrial system.

Product Certifications website, http://www.rockwellautomation.com/global/certification/
overview.page

Provides declarations of conformity, certificates, and other certification details.

You can view or download publications at
http://www.rockwellautomation.com/global/literature-library/overview.page.
To order paper copies of technical documentation, contact your local
Allen-Bradley distributor or Rockwell Automation sales representative.

For information on additional software features or further configuration, see
Cisco publications for Industrial Ethernet series switches at
http://www.cisco.com.
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Chapter 1

About the Switches

Topic Page
Stratix Managed Switches 14
Stratix 5700 Lite Versus Full Firmware Features 15
Software Features 16
Hardware Features 18
Memary Allocation 20

Stratix® managed switches provide a secure switching infrastructure for harsh
environments. You can connect the switches to network devices such as
servers, routers, and other switches. In industrial environments, you can
connect Ethernet-enabled industrial communication devices, including
programmable logic controllers (PLCs), human machine interfaces (HMIs),
drives, sensors, and I/O.

Stratix switches contain an EtherNet/IP™ network interface. The EtherNet/IP
network is an industrial automation network specification from the Open
DeviceNet Vendor Association (ODVA). The network uses the Common
Industrial Protocol (CIP™) for its application layer and TCP/UDP/IP for its
transport and network layers. This interface is accessible via any of the
Ethernet ports by using the IP address of the switch.
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Chapter 1 About the Switches

Stratix Managed Switches

The following table describes the Stratix managed switches.

Switch Family

Description

Stratix 5400 switches

Layer 2 and Layer 3 scalable managed switches.
Available in 8...20 port versions, including all gigabit port versions.

Layer 2 and Layer 3 scalable managed switches.
Available in 28-port versions.

Layer 2 scalable managed switches.
Available in 6...20 port versions.

T

Layer 2 managed switches with IP67-rating for protection in extreme conditions.
Available in 8...24 port versions.

Layer 2 modular managed switches available with copper, fiber, SFP, and Power over Ethernet
(PoE) expansion modules.
Available in 6...26 port versions.

Layer 3 modular managed switches available with copper, fiber, SFP, and Power over Ethernet
(PoE) expansion modules.
Available in 6...26 port versions.

14
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Chapter 1 About the Switches

Stratix 5700 Lite Versus Full the following table lists the features available for Stratix 5700 Full versus Lite

Firmware Features firmware. All Stratix 8000 and ArmorStratix 5700 switches have Full firmware.
To determine the firmware type available for specific catalog numbers, see the
Stratix 5700 switch descriptions in Table 205 on page 397.

Feature Lite Firmware Full Firmware

CIP Sync (IEEE 1588) Separate option
Resilient Ethernet Pratocol (REP) . .
FlexLinks .
Quality of Service (QoS) .
Spanning Tree Protocol (STP), Rapid Spanning Tree 64 18
Protocol (RSTP), MST (instances)

Internet Group Management Protocol (IGMP) Snooping . .
with querier

Virtual local area networks (VLANs) with trunking B4 255
VLAN Trunk Protocol (VTP) VTP versions 1and 2 VTP versions 1,2, and 3
EtherChannel (link aggregation) .
Port Threshold (Storm control and traffic shaping) .
IPv6 support .
Access Control Lists (ACL) .
Routing, static and connected .
CIP port control and fault detection . .
MAC ID Port security .
IEEE 802.1x Security .
TACACS+, RADIUS authentication . .
Encryption (SSH, SNMPv3, https) Separate 10S firmware available as a separate item
Port mirraring . .
Syslog . .
Broken wire detection . .
Duplicate IP address detection . .
Simple Network Management Protocol (SNMP) . .
Smartports . .
Dynamic Host Configuration Protocol (DHCP) per port . .
Command-line interface (CLI) . .
Compatible with Cisco tools: Cisco Network Assistant . .
(CNA); CiscoWorks

EtherNet/IP (CIP) interface . .
Device Level Ring (DLR) Available on specific models that are listed on page 114
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Chapter 1 About the Switches

Software Features

Table 1 - Software Features

Switch software features can be configured via Device Manager, the

Logix Designer application, or both:

« See Configuration via Device Manager on page 40
« See Configuration via the Studio 5000 Environment on page 47

All features can be configured via the command-line interface (CLI).

. . Logix Designer
Feature Switches Device Manager Application
Stratix 5400 switches
Authentication, Authorization, and Stratix 5410 Yes No
Accounting (AAA) Stratix 5700 switches
ArmorStratix 5700 switches
Access Control Lists (ACLs) Al Yes No
Narms All Yes No
All Stratix 5400 switches
Al Stratix 5410 switches
Stratix 5700 switches: 1783-BMS10CGN, 1783-BMS10CGP, 1783-BMS12T4E2CGNK,
CIP Sync Time Synchronization/ 1783-BMS12T4E2CGP, 1783-BMS20CGN, 1783-BMS20CGP, 1783-BMS20CGPK Yes No
Precision Time Protocol (PTP) ArmorStratix 5700 switches: 1783-ZMS4T4E2TGP, 1783-ZMS8TBE2TGP,
1783-ZMSAT4E2TGN, 1783-ZMSBTBE2TGN
All Stratix 8000 and 8300 switch base units (PTP traffic can be only forwarded through
expansion modules)
Stratix 5400 switches
Cisco Discovery Protocol (COP) and | Stratix 5410 switches
Link Layer Discovery Protocol (LLDP) |Stratix 5700 switches Yes No
neighbor monitoring ArmorStratix 5700 switches
Stratix 8000 switches
All Stratix 5400 switches
Stratix 5700 switches: 1783-BMS10CGP, 1783-BMS10CGN, 1783-BMS12T4E2CGL,
. . 1783-BMS12T4E2CGP, 1783-BMS12T4E2CGNK,1783-BMS20CL, 1783-BMS20CA,
Device Level Ring (DLR) topology |73 psancG. 1763-BMS20CGP, 1783-BMS20CGN, 1783-BHS20CEPK Yes No
ArmorStratix 5700 switches: 1783-ZMS4E4T2GP, 1783-ZMS8EST2GP, 1783-ZMSBEST2GN,
1783-ZMSBEBT2GN
Dynamic Host Configuration Protocol
(OHCP) Persistence Al Yes Yes
Stratix 5400 switches
DHCP for ring devices Stratix 5700 switches Yes Yes
ArmorStratix 5700 switches
. . Stratix 5400 switches with Layer 3 firmware
E?gt%ré%?&llgtsg)m Gateway Routing Stratix 5410 switches with Layer 3 firmware Yes No
Stratix 8300 base units
EtherChannels Al Yes No
%ﬁ%&él)Navigation Satelite System Stratix 5410 series B switches with I0S release 15.2(6)EOa and later No No
Generic Object Oriented Substation . .
Events (600SE) Messaging Support Stratix 5400 switches No No
Horizontal stacking Stratix 5410 switches: 1783-IMS28NAC, 1783-IMS28RAC, 1783-IMS28NDC, 1783-IMS28RDC | No No
High-availability Seamless Redundancy Stratix 5400 switches No No
(HSR)
HSR-HSR (Quadbox) Stratix 5400 switches No No
IEEE 1588 Power Profile Stratix 5400 switches Yes No
Internet Group Management Protocol
(IGMP) Snaoping with Querier Al Yes Ho
Stratix 5400 switches
Internet Protocol Device Tracking Stratix 5410 switches Yes No
(IPDT) Stratix 5700 switches
ArmorStratix 5700 Switches
Maximum transmission unit (MTU) Al Yes No
Stratix 5400 switches
Motion prioritized QoS macros Strafix 5410 switches Yes No

Stratix 5700 switches with Full firmware
ArmorStratix 5700 switches
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Table 1- Software Features (Continued)
. . Logix Designer
Feature Switches Device Manager Application
Multimode Express Setup Al Yes Yes
Stratix 5400 switches
NetFlow Stratix 5410 switches Yes No
All Stratix 5400 switches
. All Stratix 5410 switches
Network Address Translation (NAT) | ¢, 5700 switches: 1783-BMSTOCGN, 1783-BMS20CGN, T783-BMS12TAE2CGNK Yes Yes
ArmorStratix 5700 switches: 1783-ZMS4T4E2TGN, 1783-ZMS8TBE2TGN
Netwaork Time Protocol All Yes Yes
Parallel Redundancy Protocol (PRP) gggg; gz%] ssv‘\%{tcchheess Yes Yes
Port mirroring Al Yes No
Port security Al Yes Yes
Port thresholds Al Yes Yes
Stratix 5400 switches: 1783-HMSATAE4CGN, 1783-HMSASBEACGN, 1783-HMSALEGBCGN,
1783-HMSBTGBEG4CGN, 1783-HMSASGBEGACGN, 1783-HMS4EGBCGR,
1783-HMSBTGBEG4CGR, 1783-HMS4SGBEG4CGR
All Stratix 5410 switches
Power over Ethernet (PoF) Stratix 5700 switches: 1783-BMSI2TXE2CGNK, T783-BMST2TAE2CGP, 1783-BMSTZTAE2CEL |68 Yes
ArmorStratix 5700 switches: 1783-ZMSAT4E2TGP, 1783-ZMS8TSE2TGP,
1783-ZMS4TAE2TGN, 1783-ZMSBTBE2TGN
Stratix 8000 and 8300 expansion modules: 1783-MX04E, 1783-MX04T04E
All switches support PROFINET traffic forwarding and VLAN O priority tagging
PROFINET Stratix 5700 and ArmorStratix switches support PROFINET management via General No No
Station Description (GSD) files
Resilient Ethernet Protocol (REP) Al Yes No
Stratix 5400 switches with Layer 3 firmware
Routing, Layer 3 Stratix 5410 switches with Layer 3 firmware Yes No
Stratix 8300 base units
Routing, static and connected Al Yes No
] Stratix 5400 switches with Layer 3 firmware
Open Shortest Path First (0SPF) Stratix 5410 switches with Layer 3 firmware Yes No
Gateway Routing Protocol Stratix 8300 base units
Supervisory Control and Data . -
Acquisition (SCADA) Stratix 5400 switches No No
Simple Network Management Protacol
(SNMP) All Yes No
Smartports Al Yes Yes
Spanning Tree Protocol (STP) Al Yes Yes
Virtual local area networks (VLANs) ~ [All Yes Yes
VLAN 0 priority tagging Al Yes No
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Hardware Features See the following for a description of hardware features:

« For Stratix 5400, Stratix 5700, ArmorStratix 5700, and Stratix 8000/8300
switches, see Table 2 on page 18.
« For Stratix 5410 switches, see Table 3 on page 19.

« For supported SFP modules, see the Stratix Ethernet Device
Specifications Technical Data, publication 1783-TDoo1.

Table 2 - Hardware Features for Stratix 5400, Stratix 5700, ArmorStratix 5700, and Stratix 8000/8300 Switches

Feature

Description

Power and relay connectors

To connect the power and alarm signals to the front panel of a switch:

« Stratix 5400 switches—0ne connector provides primary DC power. A second connector provides secondary power. The two
connectors are physically identical. You can activate alarms for environmental, power supply, and port status alarm conditions. You
can configure an alarm to indicate open or closed contacts. There is no separate power connector for PoE.

Stratix 5700 switches—0One connector provides primary DC power and a second connector provides secondary power. The two
connectors are physically identical. You can activate alarms for environmental, power supply, and port status alarm conditions. You
can configure an alarm to indicate open or closed contacts. A separate power connector is required for PoE.

ArmorStratix 5700 switches—0ne cable provides DC power from one or dual power sources. Relay connectors and alarm relays are
available for only catalog numbers 1783-ZMSA4TAE2TGP, 1783-ZMSBTBE2TGP, 1783-ZMSATAE2TGN, and 1783-ZMS8TBE2TGN. There is no
separate power connector for PoE.

Stratix 8000/8300 switches—0ne connector provides primary DC power (supply A) and the major alarm signal. A second connector
provides secondary power (supply B) and the minor alarm signal. The two connectors are physically identical and are in the upper-
left side of the front panel.

The power and relay connectors also provide an interface for two independent alarm relays: the major alarm and the minor alarm.
The relays can be activated for environmental, power supply, and port status alarm conditions. An alarm can be configured to
indicate open or closed contacts. The relay itself is normally open; so, under power failure conditions, the contacts are open. From the
Command-line interface (CLI), any alarm condition can be associated with one alarm relay or with both relays.

When dual power sources are operational for any of the switches, the switch draws power from the DC source with the higher voltage. If
one of the two power sources fails, the other continues to power the switch.

Console port

To configure, monitor, and manage a switch, you can connect a switch to a computer through the console port:

« Stratix 5400 and Stratix 5700 switches—Connect to the console port with an RJ45-to-DB-9, USB-RJ45, or 3300-USBCBL-CNSL adapter
cable or a mini USB cable. The mini USB driver is available in the firmware download section at http://www.rockwellautomation.com.

« ArmorStratix 5700 switches— Connect to the console port with an M12-to-DB-9 cable. See page 422.

« Stratix 8000/8300 switches—Connect to the console port with an RJ45-to-DB-9, USB-RJ45 or 9300-USBCBL-CNSL adapter cable.

Dual-purpose (combo)

You can configure the dual-purpose uplink ports available on some models for RJ45 (copper) or SFP (fiber) media types. Only one of
these connections in each of the dual-purpose ports can be active at a time. If both ports are connected, the SFP module port has
priority.

The copper RJ45 ports can be set to operate at 10 Mbps, 100 Mbps, or 1000 Mbps, full-duplex, or half-duplex. They can be configured as
fixed 10 Mbps, 100 Mbps, or 1000 Mbps (Gigabit) Ethernet ports, and the duplex setting can be configured. 1000 Mbps is not supported on

uplink ports all modules with combo ports.

You can use approved gigabit (or 100 Mbps) Ethernet SFP modules to establish fiber-optic connections to other devices. These
transceiver modules are field-replaceable and provide the uplink interfaces when inserted into an SFP module slot. You use fiber-optic
cables with LC connectars to connect to a fiber-optic SFP module. These ports aperate only in full-duplex.

IMPORTANT: Copper SFP modules cannot be used in dual-purpose (combo) ports.

You can set the 10/100 copper ports to operate at 10 Mbps or 100 Mbps, full-duplex, or half-duplex. You can also set these ports for
speed and duplex autonegotiation in compliance with IEEE 802.3-2002. The default setting is autonegotiate.

10/100 copper ports When set for autonegotiation, the port senses the speed and duplex settings of the attached device. If the connected device also
supports autonegotiation, the switch port negotiates the connection with the fastest line speed that both devices support. The port also
negotiates full-duplex transmission if the attached device supports it. The port then configures itself accordingly. In all cases, the
attached device must be within 100 m (328 ft) of the switch.

100/1000 SFP ports The SFP ports on some models provide full-duplex, 100-Mbps, or 1000-Mbps connectivity.

ArmorStratix 5700 switches and Stratix 8000/8300 base switches do not have SFP ports.
The PoE ports available on some switches and expansion modules can be configured for PoE (IEEE 802.3af) or PoE+ (IEEE 802.3at Type
PoE/PoE+ ports 2). You can configure PoE /PoE+ ports in any combination of PoE and PoE-+.
Stratix 5400 and ArmorStratix 5700 switches use one power connection for both basic power supply and PoE power supply.
Stratix 5700 switches and Stratix 8000/8300 expansion modules require a dedicated power supply for PoE.
When connecting the switch to workstations, servers, and routers, straight-through cables are typically used. However, the automatic
medium-dependent interface crossover (auto-MDIX) feature of the switch is enabled by default and reconfigures the ports to use either
Auto-MDIX a straight-through or crossover cable type.
The auto-MDIX feature is enabled by default. When the auto-MDIX feature is enabled, the switch detects the required cable type
(straight-through or crossover) for copper Ethernet connections and configures the interfaces accordingly.
You can use the Command-line interface (CLI) to disable the auto-MDIX feature. See the online help for more information.
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Table 3 - Hardware Features for Stratix 5410 Switches

Feature

Description

Dual power supply modules

Depending on the switch model, one AC or DC power supply module comes pre-installed in the switch. You can order an optional second
power supply of any voltage type to provide redundancy and additional power for PoE devices:

+ One power supply provides 60 W for PoE/PoE+.

« Two power supplies provide 185 W for PoE/PoE+.

The power-input terminal on the cable-side of the switch provides connections for high-voltage AC, high-voltage DC, or low-voltage DC
power for the two power supplies. When dual power sources are operational, the switch draws power from the power source with the
higher voltage. If one of the two power sources fail, the other continues to power the switch.

Alarm relay connector

The front panel alarm port uses an RJ45 connector through which you can connect four alarm inputs and one alarm output for
environmental, power supply, and port status conditions. Also, you can configure an alarm to indicate open or closed contacts.

Console port

To configure, monitor, and manage a switch, you can connect a switch to a computer through the console port:
Connect to the console port with an Ry45-to-DB-9, USB-RJ45 or 9300-USBCBL-CNSL adapter cable or a mini USB cable. The mini USB
driver is available in the firmware download section at http:/www.rockwellautomation.com.

You can set the 10/100/1000 ports to operate at 10 Mbps, 100 Mbps, or 1000 Mbps, full-duplex, or half-duplex. You can also set these
ports for speed and duplex autonegotiation in compliance with IEEE 802.3-2002. The default setting is autonegotiate.

When set for autonegotiation, the port senses the speed and duplex settings of the attached device. If the connected device also
supports autonegotiation, the switch port negotiates the connection with the fastest line speed that both devices support. The port also
negotiates full-duplex transmission if the attached device supports it. The port then configures itself accordingly. In all cases, the
attached device must be within 100 m (328 ft) of the switch.

10/100/1000 Ethernet, The ports can also be configured for PoE (IEEE 802.3af) or PoE+ (IEEE 802.3at Type 2):

PoE/PoE+ ports « You can configure the ports in any combination of PoE and PoE+.
« A second power supply is required to support PoE+.
« The ports deliver up to 15.4 W of PoE and 30 W of PoE+.
The ports can be designated as high- or low-priority PoE/PoE+ ports. When two power-supply modules are installed, the system has
enough power to support all ports as PoE/PoE+ ports. If one of the power-supply modules fails, the power to the low-priority ports is
dropped, while power to the high priority ports remains uninterrupted. For more information, see pages 228, 235, and 237.
The ports use RJ45 connectors with Ethernet pinouts. The maximum cable length is 100 m (328 ft).

100/1000 SFP ports 100/1000 SFP ports provide full-duplex, 100-Mbps or 1-Gbps connectivity.

1000 SFP ports 1000 SFP ports provide only 1-Gbps connectivity. These uplink ports are available on catalog numbers1783-IMS28GNDC, 1783-IMS28GNAC,

1783-IMS28GROC, and 1783-IMS28GRAC.

1000/10 Gigabit SFP/SFP+ ports

Provide full-duplex, 1-GBps or 10-Gbps connectivity. The port speed is 1Gbps when a 1000BASE SFP module is installed and 10 GBps
when an 10GBASE SFP+ module is installed.

Auto-MDIX

When connecting the switch to workstations, servers, and routers, straight-through cables are typically used. However, the automatic
medium-dependent interface crossover (auto-MDIX) feature of the switch is enabled by default and reconfigures the ports to use either
a straight-through or crossover cable type.

The auto-MDIX feature is enabled by default. When the auto-MDIX feature is enabled, the switch detects the required cable type
(straight-through or crossover) for copper Ethernet connections and configures the interfaces accordingly.

You can use the Command-line interface (CLI) to disable the auto-MDIX feature. See the online help for more information.

Global navigation satellite
system (GNSS)

Requires Stratix 5410 series B switches with I0S release 15.2(6)EOa and later.

Stratix 5410 series B switches have a built-in GNSS receiver that enables the switch to determine its own location and get an accurate
time from a satellite constellation. The switch can then become the Grandmaster clock for time distribution in the network.

For more information about GNSS, see page 148.

The GPS status indicator on the front panel of the switch provides GNSS status as described on page 287.

Inter-Range Instrumentation
Group (IRIG) time codes

Not available in the current release.

Time of day (ToD)
synchronization

Not available in the current release.
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Memory Allocation

20

You can use Switch Database Management (SDM) templates to configure
system resources in the switch to optimize specific features. You can select a
template to provide maximum system usage for some functions. For example,
use the default template to balance resources, and use the access template to
obtain maximum ACL usage. To allocate hardware resources for different
usages, the switch SDM templates prioritize system resources to optimize
support for certain features.

Stratix 5400 Templates

The selected template optimizes the resources in the switch to support
features for eight routed interfaces and 1024 VLANS.

Layer 2 firmware models have the IPv4 Default template.

Layer 3 firmware models have the following templates.
« IPv4 Default
« Dual IPv4/IPv6 Default
« IPv4 Routing
« Dual IPv4/IPv6 Routing
Table & - Stratix 5400 Templates

Feature Memory Allocation

1Pt Default | D3I IPVA/IPYE | 1p, pouting g:ﬂ{lfg""’ IPvé
Unicast MAC IDs 16K 16K 16K 16K
|Pv& IGMP groups + multicast routes 1K K K K
IPv4 unicast routes 18K 5.25K 24K 6K
IPv6 multicast groups 0 K 0 K
IPv6 unicast groups 0 5.25K 0 K
Directly connected IPv4 hosts 16K 4K 16K 4K
Directly connected IPv6 addresses |0 4K 0 4K
Indirect IPv4 routes 2K 1.25K 8K 2K
Indirect IPv6 unicast routes 0 5.25K 0 3K
IPv4 policy-based routing aces 0.125K 0.25K 0.375K 0.125K
IPv4/MAC QoS aces 1.875K 0.5K 0.5K 0.5K
IPv&4/MAC security aces 1.875K 0.75K K 0.625K
IPv6 policy-based routing aces 0 0.25K 0 0.125K
IPv6 QoS aces 0 0.375K 0 0.125K
|Pv6 security aces 0 0.375K 0 0.125K

Rockwell Automation Publication 1783-UM0070-EN-P - April 2021



Chapter 1

About the Switches

Stratix 5410 Templates

The selected template optimizes the resources in the switch to support
features for eight routed interfaces and 1024 VLANS.

Layer 2 firmware models have the Default template.

Table 5 - Stratix 5410 Layer 2 Firmware Model Template

Feature Memory Allocation
Unicast MAC IDs 16K

IPv& IGMP groups or IPv6 groups K IPv4

Direct routes K IPvi

Indirect routes 0.25K IPv4

IPv4 or IPv6 policy-based routing ACEs 0

IPv4 or IPv6 QoS ACEs 1K (IPv4 QoS)

IPv4 or IPv6 port or MAC security ACEs 1K (IPv& ACL)

Layer 3 firmware models have the following templates.

« Default

« Dual-default

« IPv4 Routing
« Dual-routing

Table 6 - Stratix 5410 Layer 3 Firmware Model Templates

Memory Allocation

Feature Default Dual-default IPv4 Routing Dual-routing
Unicast MAC Ds 16K 16K 16K 6K

Direct routes 16K IPvé P 16K IPvA P

Indirect routes 2K [Pt L 8K IPv4 2 e

vty gy 22 (oK tpuaper) | GOCTEVE R (0K P peR) | D2k PO
IPuor IPYS QoS ACEs | 175K (Pu 0os) | oK glg\vlg ggg) 0.5K (IPv4 0oS) gfzKal((lmg%SgS)
e géclﬁ‘rﬁypf&gr K pac)  |QRGREE wpancy | GERCEE Y

Stratix 5700 and ArmorStratix 5700 Templates

The following SDM templates are available.

« Default

« LAN base Routing
« Dual IPv4 and IPveé

If you use IPv6, consider using the Dual IPv4 and IPvé6 template.
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You can select SDM templates for IP version 4 (IPv4) to optimize these
features.

Table 7 - Stratix 5700 and ArmorStratix 5700 Templates

Memory Allocation
Feature -

Default LAN Base Routing Dual IPv4 and IPv6
Unicast MAC IDs 8K 4K 75K

+

IPus 5I1P groups - multicast o ye 0.25K 0.25K
IPv4 unicast routes 0 4.25K 0
IPv6 multicast groups 0 0 0.375K
Directly connected IPv4 hosts 0 4K
Directly connected IPv6 addresses |0 0 0
Indirect IPv4 routes 0 0.25K
Indirect IPv6 routes 0 0 0
IPv4 policy-based routing aces |0 0
|Pv4/MAC QoS aces 0.375K 0.375K 0.375K
IPv&4/MAC security aces 0.375K 0.375K 0.375K
IPv6 policy-based routing aces |0 0 0
IPv6 QoS aces 0 0 0
IPv6 security aces 0 0 0.J25K

Stratix 8000 and 8300 Templates

The following SDM templates are recommended.

« Default
« LAN base Routing

For static and connected routing, or if you have more than 180 IGMP groups or
multicast routes, you can use the LAN base Routing template. Other SDM
templates are available, but are not covered in detail.

You can use SDM templates for IP Version 4 (IPv4) to optimize these features.

Stratix 8000 and ArmorStratix 8300 Templates

Feature Memory Allocation
Default LAN Base Routing
Unicast MAC IDs 8K 4K
IPv& IGMP groups + multicast routes 0.25K 0.25K
IPv4 unicast routes 0 0.75
Directly connected IPv4 hosts 0 0.75
Indirect IPv4 routes 0 16
IPv& policy-based routing ACEs 0 0
[Pv4/MAC QoS ACEs 0.375K 0.375K
IPv4/MAC security ACEs 0.375K 0.375K

Rockwell Automation Publication 1783-UM0070-EN-P - April 2021



Chapter 2

Express Setup Overview

Get Started

Topic Page
Express Setup Overview 23
Multimode Express Setup 26
Singlemode Express Setup 30
Configure Network Settings via Device Manager 3
Configure Network Settings via the Logix Designer Application 36
Default Global Macro 38
Linx-based Software and Network Who Support 38
Configuration via Device Manager 40
Configuration via the Studio 5000 Environment 47
User Administration via Device Manager 55
Configuration Files 56
Secure Digital (SD) Card 58
CompactFlash Memory Card 63
Firmware Updates 63
Cisco Network Assistant 65
Command-line Interface 65

When you first install the switch, use Express Setup to perform these initial

setup tasks:

« Assign the switch an initial IP address. You can then access the switch

through the IP address for more configuration.

« Runthe global macro to set initial configuration parameters as described

on page 37.

Express Setup Requirements

Multimode and singlemode versions of Express Setup are available depending

on your switch and IOS release:

«  With IOS release 15.2(4)EA3 or later, all switches use multimode Express

Setup as described on page 26.

«  With IOS release 15.2(4)EA or earlier, all switches use singlemode

Express Setup as described on page 30.

Multimode Express Setup enables you to configure network settings in either
Device Manager or the Studio 5000 Logix Designer® application. To configure
network settings via the Logix Designer application, you must have the
Add-on Profile (AOP) for Stratix® switches, version 11.01.xx or later.

You need this equipment to install the switch.

Rockwell Automation Publication 1783-UM0070-EN-P - April 2021

23



Chapter 2

Get Started

24

Table 8 - Hardware and Software Requirements

Component | Requirement

Hardware

Processor 1GHz or faster 32 bit (x86) or 64 bit (x64)
RAM 16B RAM (32-bit) or 2 GB RAM (64-bit)
Hard disk space 16 GB (32-bit) or 20 GB (64-bit)
Software
Operating system Windows 7

« Internet Explorer 10 and later
Web browser « Firefox 48 and later
« Chrome 62 and later

Computer-to-switch connection | Straight-through or crossover Category 5 Ethernet™ cable
(Singlemode Express Setup or | or
multimode Express Setup in (ArmorStratix™ 5700 switches) M12-to-RJ45 patchcord, such as Allen-
Short Press mode) Bradley® catalog number 1585D-M4TBJM-2

For 1783-BMS4S2SGL or 1783-BMS4S2SGA switches, you also need a gigabit
copper SFP module, such as Allen-Bradley catalog number 1783-SFP1GSX, or a
gigabit fiber-to-Ethernet media converter.

Before you begin, do the following:

« Singlemode Express Setup or multimode Express Setup in Short Press
mode:

- Disable other networks in your system.

- Setyour computer to determine its IP address automatically versus
statically.

- Disable static domain name system (DNS) servers.
« Disable any wireless interface on your computer.
« Disable browser proxy settings.

« Make sure at least one switch Ethernet port is available for Express
Setup.

IMPORTANT  For catalog numbers 1783-BMS4S2SGL and 1783-BMS4S2SGA,
you must use port Gil/1for Express Setup.

Do not use the console port for Express Setup.

« For Stratix 5700 or ArmorStratix 5700 switches, make sure that the
SD card is not inserted.

Express Setup Button

Use the Express Setupbutton on the physical switch to perform Express Setup.
This Express Setup button is recessed behind the panel. To reach the button,
use a small tool, such as a paper clip.

electric arc can occur, which could cause an explosion in hazardous

WARNING: When you press the Express Setup button while power is on, an
A location installations.
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Stratix 5400 Switch

Express Setup Button

Stratix 5410 Switch

e
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Express Setup Button

Stratix 5700 Switch

Express Setup Button
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ArmorStratix 5700 Switch

Express Setup Button
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Multimode Express Setup Multimode Express Setup has three modes:

IMPORTANT  The Studio 5000 Logix Designer application supports only
Medium-press mode.

« Short Press mode—You want to use Express Setup to enter the initial IP
address of the switch. You can then configure additional network
settings via Device Manager. To run Short Press mode, see page 27.

« Medium Press mode—You want to use a DHCP server to assign the
switch an IP address. You can then configure additional network settings
via Device Manager or the Logix Designer application. To run Medium
Press mode, see page 28.

« Long Press mode—You want to reset the switch to use factory default
settings. To run Long Press mode, see page 29.

Table 9 summarizes the function of each mode.
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Table 9 - Multimode Express Setup Modes

Attribute Short Press Mode Medium Press Mode Long Press Mode
.| Press and hold the Express Setup button until
fhrs sSse?S[(]i shtglt[lng:ﬁ dEégtrgrs ?é:ﬁgg Peugtgﬂr%" the Setup status indicator alternates between
Press and hold the Express Setup button until | econds 6...10, and then release. green and red during seconds 16...20, and then
Enable method the Setup status indicator flashes green during release.

seconds 1...5, and then release.

Between seconds 11...15 and after 21 seconds, th
the Express Setup button while the Setup status
enabled.

e Setup status indicator turns off. If you release
indicator is off, no Express Setup mode is

Setup status indicator

Flashes green between seconds 1...5.

Flashes red between seconds 6...10.

Flashes green and red between seconds
16...20.

Function

« The Express Setup management interface is
selected.

« The switch acts as a DHCP server on
VLAN 1000 with an address of 169.254.0.1.

« Once the DHCP session is successfully
established, the switch assigns the computer
an IP address of 169.254.0.2 on VLAN 1000.

« The default login credentials are set to the
following:

- User name: [no user name/blank]
- Password: switch

« Express Setup parameters are completed via

Device Manager.

« Express Setup parameters are completed via

« A DHCP client request is sent out of all switch

ports on VLAN 1.

DHCP returns the IP address that VLAN Tis

configured with.

The default login credentials are set to the

following:

- User name: [no user name/blank]

- Password: switch

« CIP™ (Common Industrial Protocol) is enabled
on VLAN 1 with the CIP Security password set
to switch.

Device Manager or the Logix Designer
application.

« All configuration settings (config.text,
vlan.dat, and private-config.text files) in
internal memory or on the SD card or
CompactFlash card are reset to factory
defaults.

« The switch restarts with factory default
settings.

Run Multimode Express Setup in Short Press Mode

Be aware of the following conditions that cause the switch to exit Short Press

mode.

Condition

Status Indicator Behavior
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A non-default configuration exists on the switch.

The Setup status indicator turns red for 10 seconds.

You do not connect to the Express Setup port within 2
minutes from when the port status indicator flashes
green.

The unconnected port status indicator and the Setup
status indicator turn off.

No DHCP request is received for 2 minutes from when
you connect to the Express Setup port.

The Setup status indicator turns red for 10 seconds.

No browser session is started for 2 minutes after an IP
address is assigned to the computer.

The unconnected port status indicator and the Setup
status indicator turn off.

You disconnect your computer from the switch before
the setup process is complete.

All temporary configurations that are applied by
Express Setup, such as DHCP server, are removed.

To run multimode Express Setup in Short Press mode, follow these steps.

1. Apply power to the switch.

When the switch powers on, it begins its power-on sequence. The
power-on sequence can take as many as 90 seconds to complete.

Make sure that the power-on sequence has completed by verifying that

the EIP Mod and Setup status indicators flash green.

If the switch fails the power-on sequence, the EIP Mod status indicator

turns red.

If you do not press the Express Setup button within 5 minutes after the
power-on sequence is complete, the Setup status indicator turns off.
However, you can still run Express Setup after the Setup status indicator

turns off.
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3. Press and hold the Express Setup button until the Setup status indicator
flashes green during seconds 1...5, and then release.

The switch selects a port to use for Express Setup.

4. Connect a Category 5 Ethernet cable from the switch port that flashes to
the Ethernet port on a computer.

or

For 1783-BMS4S2SGL or 1783-BMS4S2SGA switches, do one of the

following:

« Insert a copper SFP module into the Gi1/1 port on the switch. Then
connect a Category 5 Ethernet cable from the SFP module to the
Ethernet port on the computer.

« Connect the Gi1/1 port on the switch to the Ethernet port on the
computer by using a fiber-to-Ethernet media converter.

IMPORTANT  Port Gil/1 does not flash during setup, but must be used to
connect 1783-BMS4S2SGL or 1783-BMS4S2SGA switches to a

computer.

Once you connect the switch to the computer, the following occurs:

« The status indicator for the port that is connected to the computer
changes from a green flash to steady green.

« The switch acts as a DHCP server on VLAN 1000 with an address of

169.254.0.1.

IMPORTANT The IP address of the switch for multimode Express Setup is
different than the IP address for singlemode Express Setup.

« The switch assigns the computer an IP address of 169.254.0.2 on VLAN

1000.

« The Setup status indicator changes from a green flash to steady green.

5. Proceed to Configure Network Settings via Device Manager on page 31.

Run Multimode Express Setup in Medium Press Mode

Be aware of the following conditions that cause the switch to exit Medium

Press mode.

Condition

Status Indicator Behavior

A non-default configuration exists on the switch.

No DHCP response is received for 10 minutes from
when the switch broadcast the request.

The Setup status indicator turns red for 10 seconds.

IMPORTANT  Before you begin, make sure that your system has a DHCP server
that is configured to assign the switch an IP address. You can
configure a switch to be a DHCP server as described on page 117.
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To run multimode Express Setup in Medium Press mode, follow these steps.

1. Apply power to the switch.

When the switch powers on, it begins its power-on sequence. The
power-on sequence can take as many as 90 seconds to complete.

2. Make sure that the power-on sequence has completed by verifying that
the EIP Mod and Setup status indicators flash green:

« Ifthe switch fails the sequence, the EIP Mod status indicator turns

red.

« Ifyoudo not press the Express Setup button within 5 minutes after the
sequence completes, the Setup status indicator turns off.

3. Press and hold the Express Setup button until the Setup status indicator
flashes red during seconds 6...10, and then release.

IMPORTANT  You must complete the switch setup within 10 minutes of
releasing the Express Setup button. Otherwise, the switch
exits Express Setup.

The following occurs:

« The Setup status indicator flashes green during seconds 1...5, and then
red during seconds 6...10.

« The switch broadcasts a DHCP request out of all ports on VLAN 1.

« DHCP returns the IP address that VLAN 1is configured with.

« The default login credentials are set to the following:

- User name: [no user name/blank]

- Password: switch

« CIPis enabled on VLAN 1 with CIP Security password set to switch.
4. Configure network settings:

« To complete the configuration via Device Manager, see page 31.

« To complete the configuration via the Logix Designer application, see
page 36.

Run Multimode Express Setup in Long Press Mode

IMPORTANT  Long Press mode overwrites all existing configuration files in internal
or external memory and resets the switch to use factory default
settings.

Press and hold the Express Setup button until the Setup status indicator
flashes alternating green and red during seconds 16...20, and then release.

Upon release of the Express Setup button, the switch restarts with factory
default settings.
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Singlemode Express Setup To run singlemode Express Setup, follow these steps.

1. Make sure that at least one switch Ethernet port is available for Express
Setup.

2. Apply power to the switch.

When the switch powers on, it begins its power-on sequence. The
power-on sequence can take up to 90 seconds to complete.

3. Make sure that the power-on sequence has completed by verifying that
the EIP Mod and Setup status indicators flash green.

If the switch fails the power-on sequence, the EIP Mod status indicator
turns red.

4. Press and release the Express Setup button.

Unlike multimode Express Setup, there is no time requirement for when
you release the Express Setup button.

5. Wait a few seconds until the status indicator on one of the unconnected
switch ports flashes green.

6. Connect a Category 5 Ethernet cable from the switch port that flashes to
the Ethernet port on a computer.

or

For 1783-BMS4S2SGL or 1783-BMS4S2SGA switches, do one of the
following:
« Insert a copper SFP module into the Gi1/1 port on the switch. Then

connect a Category 5 Ethernet cable from the SFP module to the
Ethernet port on the computer.

« Connect the Gi1/1 port on the switch to the Ethernet port on the
computer by using a fiber-to-Ethernet media converter.

IMPORTANT  Port Gil/1 does not flash during setup, but must be used to
connect 1783-BMS4S2SGL or 1783-BMS4S2SGA switches to a
computer.

IMPORTANT  |f you wait too long to connect the cable, the Setup status
indicator turns off.

7. Proceed to Configure Network Settings via Device Manager on page 31.
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Configure Network Settings You can apply one of the following setup modes to the switch after you run
via Device "anager Express Setup as described on page 23:

Express Setup—Enables the switch to operate as a managed switch with
adefault configuration that supports industrial automation applications.
Express Setup 1s the default setup mode.

Plug-n-Play (PnP)—allows the switch to be configured by a PNP server on
the network.

Configure PnP server settings to enable the switch to send a work
request to a PnP server for further device configuration. The PnP agent is
a software application on the switch. When the switch is first powered
on, the embedded PnP agent discovery process wakes in the absence of
the startup configuration file and attempts to discover the PnP server
address. The PnP agent uses methods like DHCP and DNS to acquire the
PnP server IP address. Once a server is found and the connection is
established, the agent performs activities, such as configuration, image,
license, and file updates by communicating with the server.

If an auto discovery mechanism is not available, you can use the PnP
configuration option from Express Setup to configure the initial switch
settings and PnP server information.

Apply the PnP Setup Mode

To apply the PnP setup mode to the switch, follow these steps.

1.

Access Device Manager as described on page 41.

If the Express Setup page does not appear, try the following:

« Verify that your network adapter is set to accept a DHCP address

« Enter the URL of a well-known website in your browser to be sure that
the browser is working correctly. Your browser then redirects to
Express Setup.

« Verify that any proxy settings or popup blockers are disabled on your
browser.

« Verify that any wireless interface is disabled on the computer.
From the Select device initial setup mode pull-down menu, choose PnP.
Complete the fields as described in Table 10 and click Submit.

Rockwell Automation Publication 1783-UM0070-EN-P - April 2021 3



Chapter 2 Get Started

Stratix 5400 Soluti
@ Aﬂen—Bradf‘ey Der':lic;‘Manager -uSv-ﬁIr:lch

IP Address:
PNP Server IP:

User:

| Submit |

Select device initial setup mode: PNP v

¥ Network Settings

Management Interface [‘\.-’LAN]:

Default Gateway:

PNP Server Port:

| | / [255.255.255.0

| |

| |

Password: I:I Confirm Passwurd:l:l

Table 10 - PNP Mode Fields

Field

Description

Management Interface (VLAN)

The ID of the management VLAN through which the switch is managed. The management VLAN is the broadcast domain through which
management traffic is sent between specific users or devices. The management VLAN provides broadcast control and security for
management traffic that must be limited to a specific group of users. The management VLAN also provides secure administrative
access to all devices in the network.

Choose a VLAN as the management VLAN. The default management VLAN ID is 1.

IMPORTANT: Be sure that the switch and your network management station are in the same VLAN. Otherwise, you lose management
connectivity to the switch.

IP Address

The IP address and associated subnet mask are unique identifiers for the switch in a network:

« The IP address format is a 32-bit numeric address that is written as four numbers that are separated by periods. Each number can
be from 0...255.

« The subnet mask is the network address that identifies the subnetwork (subnet) to which the switch belongs. Subnets are used to
segment the devices in a network into smaller groups. The default is 255.255.255.0.

Make sure that the IP address that you assign to the switch is not being used by another device in your network.

Default Gateway

The IP address for the default gateway. A gateway is a router or a dedicated network device that enables the switch to communicate
with devices in other networks or subnetworks. The default gateway IP address must be part of the same subnet as the switch IP
address. The switch IP address and the default gateway IP address cannot be the same.

If all of your devices are in the same network and a default gateway is not used, leave this field blank.

If your network management station and the switch are in different networks or subnetworks, you must specify a default gateway.
Otherwise, the switch and your network management station cannot communicate with each other.

PNP Server IP

The IP address of the PnP server.

PNP Server Port

The port number to use to connect to the PnP server.

User

Enter the user name for the switch.

Password, Confirm Password

The password for the switch:

« Can have a max of 63 alphanumeric characters

« Can start with a number

« Is case-sensitive

« Can have embedded spaces

« Cannot be one digit

« Cannot contain a question mark or a tab

« Cannot have spaces at the beginning or the end

The default password is switch. However, to complete initial setup, you must change the default password.
This password is also used as the Control Industrial Protocol (CIP) security password. We recommend that you provide a password to
the switch to secure access to Device Manager.

32
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Apply the Express Setup Configuration

To apply the Express Setup configuration to the switch, follow these steps.

@ Allen-Bradley

1.

Access Device Manager as described on page 41.

If the Express Setup page does not appear, try the following:

Verify that your network adapter is set to accept a DHCP address

Enter the URL of a well-known website in your browser to be sure that
the browser is working correctly. Your browser then redirects to
Express Setup.

Verify that any proxy settings or popup blockers are disabled on your
browser.

Verify that any wireless interface is disabled on the computer.

From the Select device initial setup mode pull-down menu, choose

Express Setup.

Complete the fields as described in Table 11.

Stratix 5400 Solution

Device Manager - Switch

Select device initial setup mode:

* Network Settings

Host Name:

Management Interface (VLAN):

IP Assignment Mode:
IP Address:

Default Gataway:
NTP Server:

User:

-

Express Setup

® static O DHCP

| /' [255.255.255.0

Password: I:I Confirm Password:l:l

¥ Advanced Settings

Enable CIP VLAN:

CIP WLAN:

IP Address:

Same As Management VLAN:
Enable SSH:

Telnet

oo &

CIP and Enable Password:(leave it

blank if no change)

Same As Admin Password

[ Submic |

Confirm Password:
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Table 11 - Express Setup Mode Fields

Field | Description
Network Settings
Host Name The name of the switch.

Management Interface
(VLAN)

The ID of the management VLAN through which the switch is managed. The management VLAN is the broadcast domain through which
management traffic is sent between specific users or devices. The management VLAN provides broadcast control and security for
management traffic that must be limited to a specific group of users, such as the administrators of your network. The management VLAN
also provides secure administrative access to all devices in the network.

Choose an existing VLAN as the management VLAN. The default management VLAN ID is 1and the VLAN name is default.

Valid IDs for singlemode Express Setup: 1...1001

Valid IDs for multimode Express Setup: 1...4096

IMPORTANT: Be sure that the switch and your network management station are in the same VLAN. Otherwise, you lose management
connectivity to the switch.

IP Assignment Mode

The IP Assignment mode determines whether the switch IP information is manually assigned (static) or automatically assigned by a
Dynamic Host Configuration Protocol (DHCP) server. The default is Static.

We recommend that you click Static and manually assign the IP address for the switch. You can then use the same IP address whenever
you want to access Device Manager.

If you click DHCP, the DHCP server automatically assigns an IP address, subnet mask, and default gateway to the switch. Unless restarted,
the switch continues to use the DHCP-assigned information, and you are able to use the DHCP-assigned address to access Device Manager.
For a manually assigned IP address in a network that uses a DHCP server, confirm that the IP address is not within the address range that
the DHCP server assigns. Otherwise, IP address conflicts can occur between the switch and another device.

IP Address

The IP address and assaciated subnet mask are unique identifiers for the switch in a network:

« The IP address format is a 32-bit numeric address that is written as four numbers that are separated by periods. Each number can be
from 0...255.

« The subnet mask is the network address that identifies the subnetwork (subnet) to which the switch belongs. Subnets are used to
segment the devices in a network into smaller groups. The default is 255.255.255.0.

IMPORTANT: If you run multimode Express Setup in Medium Press mode, the IP address field displays the address that is received from

the DHCP server. If you change the address, the connection drops. To re-establish the connection with the new address, close your web

browser and go to the address you specified.

Be sure that the IP address that you assign to the switch is not assigned to another device in your network. The IP address and the default

gateway cannot be the same.

Default Gateway

The IP address for the default gateway. A gateway is a router or a dedicated network device that enables the switch to communicate with
devices in other networks or subnetworks. The default gateway IP address must be part of the same subnet as the switch IP address. The
switch IP address and the default gateway IP address cannot be the same.

If all of your devices are in the same network and a default gateway is not used, you do not need to enter an IP address in this field. This
field is enabled only if the IP assignment mode is Static.

If your network management station and the switch are in different networks or subnetworks, you must specify a default gateway.
Otherwise, the switch and your network management station cannot communicate with each other.

NTP Server

The IP address of the Network Time Protocol (NTP) server. NTP is a networking protocol for clock synchronization between computer
systems over packet-switched, variable-latency data networks.

User

Enter the user name for the switch. The default value is admin.

Password, Confirm Password

The password for the switch:

« Can have up to 63 alphanumeric characters

« Can start with a number

« |s case-sensitive

« Can have embedded spaces

« Cannot be one digit

« Cannot contain a question mark or a tab cannot contain spaces at the beginning or the end

To complete initial setup, you must change the default password, switch.

This password is also used as the Control Industrial Protocol (CIP) security password. We recommend that you provide a password to the
switch to secure access to Device Manager.

Advanced Settings
Check Enable CIP VLAN to enable CIP on a VLAN. You can specify the settings that are required for CIP or check the Same As Management
Enable CIP VLAN
VLAN checkbox.
CIP VLAN The VLAN on which CIP is enabled. The CIP VLAN can be the same as the management VLAN or you can isolate CIP traffic on another VLAN
that is already configured on this device.
The IP address and subnet mask for the CIP VLAN if the CIP VLAN differs from the management VLAN. The format is a 32-bit numeric
IP Address address that is written as four numbers that are separated by periods. Each number can be from 0...255.
Make sure that the IP address that you assign to this device is not being used by another device in your network.
Same As Management VLAN | Check the Same As Management VLAN checkbox to make the settings for the CIP VLAN the same as the management VLAN.
Enable SSH Check SSH to enable Secure Shell (SSH) sessions on the switch. SSH must be enabled to securely access the switch via the command-line
interface (CLI). For more information about the CLI, see page 65.
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Table 11 - Express Setup Mode Fields (Continued)

Field Description

Telnet

Check Telnet to enable Telnet. You can use Telnet to access the switch via the command-line interface (CLI). For more information about
the CLI, see page 65. Telnet uses the local account user name and password.

IMPORTANT: We recommend that you use SSH instead of Telnet for access to the switch. SSH provides more security for remote
connections than Telnet by providing strong encryption.

CIP and Enable Password,

Confirm Password Enter the CIP and Enable password, or leave this field blank if you do not want to change the password. Reenter the password to confirm.

Same As Admin Password | Check Same As Admin Password to set the password that is used for CIP to the same user password specified under Network Settings.

4. Click Submit.

The switch initializes its configuration for typical industrial
EtherNet/IP™ applications by running the global macro as described on
page 37. You can then log on to Device Manager for further configuration
or exit the application.

Turn off DC or AC power at the source, disconnect any cables to the
switch, and install the switch in your network.

IMPORTANT  For 1783-BMS4S2SGL or 1783-BMS4S2SGA switches, make
sure that DC power is disconnected before disconnecting
Ethernet cables.

If you used singlemode Express Setup or multimode Express Setup in
Short Press mode, refresh the computer IP address:

« For a dynamically assigned IP address, disconnect the computer from
the switch and reconnect the computer to the network. The network
DHCP server assigns a new IP address to the computer.

« For a statically assigned IP address, change it to the previously
configured IP address.

For Stratix 5400 and 5410 switches, synchronize the SD card that came
with the switch with the internal memory of the switch:

« To synchronize the SD card via Device Manager, see page 58.

« To synchronize the SD card via the Logix Designer application, see
page 62.

After initial Express Setup, you can change the settings if you want to move the
switch to another management VLAN or to another network. To change
Express Setup settings after initial setup, access the Express Setup page from
the Admin menu in Device Manager.
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Configure Network Settings To configure network settings via the Logix Designer application after
via the Logix Designer running multimode Express Setup in Medium Press mode, follow these steps.

Application

1. Add the switch to a controller project as described on page 47.
2. Configure general properties as described page 48.

Be sure to specify the IP address that is assigned to the switch by the
DHCP server.

3. Go online with the controller, and then open the Module Properties
dialog box for the switch.

In the navigation pane, click Switch Configuration.
5. When the Express Setup dialog box appears, complete the fields.

Express Setup [&J

Express Setup has been initiated.
Please provide the following information to complete the initialization of the switch
Internet Protocol [IP) Settings
@ Manually Configure IP settings

Obtain IP settings automatically using DHCP

IP Settings Configuration

Physical Module TP Address: 192 . 168 . 1 . 5 Subnet Mask: 255 . 255 , 255 . 0O
Gateway Address: 192 188 . 1 ., 225
Host Name:
Network Time Protocol(NTF) l:l
Server:
Create Password
Switch Management
Management Interface VLAN: | 1 w7 |
OK ] | Cancel | | Help

Table 12 - Express Setup Fields

Field

Description

Internet Protocal (IP) Settings

Click the method to use for assigning the switch an IP address:
« Manually Configure IP settings (default)—The switch uses a manually assigned, static IP address.
If you manually assign the switch IP address on a DHCP-server network, confirm that the IP address is not within the range of addresses that
the DHCP server assigns. Otherwise, IP address conflicts can occur between the switch and another device.
- Obtain IP settings automatically by using DHCP—A Dynamic Host Configuration Protocol (DHCP) server automatically assigns the switch
an IP address, subnet mask, and default gateway.
Unless restarted, the switch continues to use the DHCP-assigned information.

Physical Module IP Address

Displays the IP address that is assigned to the switch by the DHCP server during Express Setup. This value must match the IP address on
the General view. If you change the assigned IP address, make sure that the new IP address is not assigned to another device in your
network. The IP address and the default gateway cannot be the same.

IMPORTANT: If you reconfigure your switch with another IP address, you can lose communication with the switch when you click Set. To
correct this problem, you must return to the Express Setup and General view, set the new IP address, and download to the contraoller.

Displays the IP address that is assigned to the switch by the DHCP server during Express Setup. The subnet mask is the network address
that identifies the subnetwork (subnet) to which the switch belongs. Subnets are used to segment the devices in a network into smaller

Subnet Mask groups

The subnet mask is a 32-bit number. Set each octet between 0...255. The default is 255.255.255.0.

Type a name to identify the switch. The name can be up to 64 characters and can include alphanumeric and special characters (comma
Host Name and dash)
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Table 12 - Express Setup Fields (Continued)

Field

Description

Gateway Address

Displays the gateway address that is assigned to the switch by the DHCP server during Express Setup. A gateway is a router or a
dedicated network device that enables the switch to communicate with devices in other networks or subnetworks. The default gateway IP
address must be part of the same subnet as the switch IP address. The switch IP address and the default gateway IP address cannot be
the same.

If all of your devices are in the same netwark and a default gateway is not used, you do not need to enter an IP address in this field. This
field is enabled only if the IP assignment mode is Static.

If your network management station and the switch are in different networks or subnetworks, you must specify a default gateway.
Otherwise, the switch and your network management station cannot communicate with each other.

IMPORTANT: Communication is disrupted when you change the gateway (IP) address.

Network Time Protocol (NTP)
Server

(Optional). Type the IP address of the NTP server. NTP is a networking protocol for clock synchronization between computer systems over
packet-switched, variable-latency data networks.

User

Enter the user name for the switch. The default value is admin.

Password, Confirm Password

The password for the switch:

« Can have up to 63 alphanumeric characters

« Can start with a number

« Is case-sensitive

« Can have embedded spaces

« Cannot be one digit

« Cannot contain a question mark or a tab

« Does not allow spaces at the beginning or the end

The default password is ‘switch.” To complete initial setup, you must change the default password.
This password is also used as the Control Industrial Protocol (CIP) security password. You must provide a password to the switch to
secure access to Device Manager.

Management Interface (VLAN)

Choose a management VLAN. The default management VLAN ID is 1.

The management VLAN through which the switch is managed. The management VLAN is the broadcast domain through which
management traffic is sent between specific users or devices. The management VLAN provides broadcast control and security for
management traffic that must be limited to a specific group of users, such as the administrators of your network. The management VLAN
also provides secure administrative access to all devices in the netwark.

IMPORTANT: Be sure that the switch and your network management station are in the same VLAN. Otherwise, you lose management
connectivity to the switch.

6. Click OK.

The switch initializes its configuration for typical industrial
EtherNet/IP applications by running the global macro as described on
page 37. You can perform for further configuration or close the
application.

7. Turn off DC or AC power at the source, disconnect any cables to the
switch, and install the switch in your network.

IMPORTANT  For 1783-BMS4S2SGL or 1783-BMS4S2SGA switches, make
sure that DC power is disconnected before disconnecting
Ethernet cables.

8. For Stratix 5400 and Stratix 5410 switches, synchronize the SD card that

came with the switch with the internal memory of the switch as
described on page 62.
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Default Global Macro

Linx-based Software and
Network Who Support

38

Once you complete Express Setup, the switch runs a default global macro
(Ab-global). This macro configures the switch for industrial automation
applications that use the EtherNet/IP protocol. This macro sets many
parameters, including these major settings:

« Enable IGMP snooping and querier
« Configure CIP settings based on the options chosen in Express Setup
« Enables alarms, SYSLOG, and SNMP notifications

« Enables Rapid Spanning Tree (RSTP), BPDU Guard, BPDU Filter, and
loop guard

« Configure Quality of Service (QoS) settings and classify CIP, PTP, and
other traffic (does not apply to switches with lite firmware revisions)

IMPORTANT  The default QoS setting that is applied by the default global macro
assigns the same priority to traffic for CIP and traffic for Integrated
Motion on the EtherNet/IP network applications. However, you can
assign a higher priority to motion traffic by manually applying
optional QoS macros after you run Express Setup. For more
information, see page 159.

If you do not run Express Setup to initialize the switch, the global macro does
not run. You can use the CLI, described on page 65, to run the global macro.

The EtherNet/IP network interface also supports the List Identity command
that is used by CIP-based network tools, such as the Linx-based software
RSWho function. RSWho enables you to locate and identify your switch on the
network by using the electronic data sheet (EDS) files. CIP must be enabled on
the switch to use this feature.

To access the RSWho function, from the Linx-based software toolbar, choose
Communications > RSWho.

IMPORTANT  After using the RSWho function, if you access the switch and view the
Ethe)rnet link counters, you see the counts for only the first port (Port
Gil/).

Electronic Data Sheet (EDS) Files

Electronic Data Sheet (EDS) files are text files that are used by network
configuration tools, such as RSNetWorx™ for EtherNet/IP software. EDS files
help you identify products and commission them on a network. EDS files
contain details about the readable and configurable parameters of the device.
They also provide information about the I/O connections the device supports
and the content of the associated data structures.

If you are using the switch in a system without a Rockwell Automation Logix
controller, you cannot use the AOP supplied with Logix controllers. You must
use information from the EDS files to configure the I/O connection.

Rockwell Automation Publication 1783-UM0070-EN-P - April 2021



Get Started

EDS files for the Stratix switches are included with the following software

packages:
« Linx-based software
« Studio 5000® programming environment
«  RSNetWorx for EtherNet/IP software

You can also obtain the EDS files in either of these two ways:

« Bydownloading it from The Product Compatibility and Download

Center (PCDQ).

« Byusing the EDS Hardware Installation tool included in the Studio 5000

environment.

Data Accessible with CIP

The CIP interface lets you access the information in Table 13.

Table 13 - Data Accessible with CIP

Data Type

Details

Input data via I/0 connection

« Link status per port: not connected, connected

« Unauthorized device per port: OK, not 0K

« Unicast threshold exceeded per port: 0K, exceeded

« Multicast threshold exceeded on each port: OK, exceeded
« Broadcast threshold exceeded on each port: OK, exceeded
« Port bandwidth utilization per port: value in %

« Alarm relay major: OK, tripped

« Multicast groups active: quantity

QOutput data via I/0 connection

Port disable per port: enabled, disabled

QOther status data

« Module identification (vendor ID, device type, product code, product name, revision, serial number)
Major/minor fault status, 1/0 connection, module identity match

« Active alarms

Major alarm relay (open, closed)

Active faults

Switch uptime since last restart

Switch internal temperature in degrees Centigrade

Management CPU utilization in percentage

Power supply A present: yes, no

Power supply B present: yes, no

Number of active multicast groups

0S release version

DLR ring status, members, and faults

CIP connection counters: open/close requests, open/close rejects, timeouts

Port alarm status per port: 0K, Link Fault, Not Forwarding, Not Operating, High Bit Error Rate
Port fault status per port: Error Disable, SFP Error, Native VLAN Mismatch, MAC ID Flap Condition, Security Violation
Port diagnostic counters per port: Ethernet interface counters (10), Ethernet media counters (12)
Link status

Traffic threshold exceeded per port: unicast, multicast, broadcast

Cable diagnostics per port selected

DHCP pool display: name, starting and ending IP address

NAT: display name of instance, VLANs assigned per instance

NAT diagnostics: active translations, total translated packets, blocked and pass-through traffic, ICMP and ARP fixups
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Table 13 - Data Accessible with CIP (Continued)

Data Type

Details

Configuration data

Major and minor revision of switch

Electronic keying (Exact Match, Disable Keying)

Connection (Input Data, Data)

Data connection password

Requested packet interval (RPI)

Inhibit module

Major fault on controller if connection fails while in Run mode

Use unicast connections over EtherNet/IP

Module fault display

IP addressing method: Manual, DHCP

IP-address, subnet mask, primary and secondary DNS server address, default gateway (all if static)
Host name

Administration: contact name, geographic location

Spanning Tree Mode (MST, RSTP, PVST+, RPVST+)

Dual-power supply alarm enable

Port configuration per port: enable/disable, auto-negotiate, speed, duplex

Power over Ethernet (PoE): mode, status, power limit, power used, total power supported, total power used, power available
Smartports and VLANSs: assign roles per port, VLAN ID and name

Port thresholds (incoming: unicast, multicast, broadcast, all outgoing traffic) rate limiting threshold per port: in packets per second, bits per
second, or percentage

Port security: enable, allowed MAC IDs per port, dynamic, static

DHCP pool: enable, delete, refresh, create

DHCP address assignment per port

Time sync configuration: enable per port, port state

NAT configuration: create instance (private-to-public, public-to-private, traffic permits, and fixups)

Smartport assignment per port

« Role
o VLAN

Save and restore configuration

Via File Obj

Configuration via
Device Manager

40

Device Manager is a web-based management tool for configuring, monitoring,
and troubleshooting individual switches. You can display Device Manager
from anywhere in your network through a web browser.

Device Manager:
« Displays real-time views of switch configuration and performance
- Simplifies configuration tasks with features such as Smartports

« Uses graphical, color-coded displays, such as the front panel view and
animated indicators to simplify monitoring tasks

« Provides alert tools to help you identify and solve networking problems

Table 14 - Device Manager Hardware Requirements

Attribute Requirement

Processor speed 1GHz or faster (32 bit or 64 bit)
RAM 16B (32 bit) or 2 GB (64 bit)
Available hard disk drive space 16 GB (32 bit) or 20 GB (64 bit)
Number of colors 256

Resolution 1024 x 768

Font size Small

Table 15 - Device Manager Software Requirements

Web Browser Version

Chrome Latest version with JavaScript enabled
Microsoft Internet Explorer Latest version with JavaScript enabled
Mozilla Firefox Latest version with JavaScript enabled
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Access Device Manager

With 10S release 15.2(5)EA.fc4 and later, Device Manager provides a secure
connection via the latest version of Internet Explorer, Chrome, or Firefox.
Security messages from your browser can appear when you access Device
Manager.

To make sure that Device Manager runs properly, disable any popup blockers
or proxy settings in your browser. Device Manager verifies the browser version
when starting a session to be sure that the browser is supported.

IMPORTANT  With I0S release 15.2(6)EOa and later, Device Manager has an auto-
logout feature:

« If you upgrade to I0S release 15.2(6)E0a and use the Express Setup
process, Device Manager automatically logs you out if you are
inactive for 20 minutes or longer.

« If you reset the switch to factory defaults or configure it via the CLI
instead of Express Setup, Device Manager automatically logs out after
3 minutes of inactivity.

To configure the inactivity timeout value for Device Manager

sessions, use the following CLI command:

ip http session-idle-timeout [seconds]
Example: ip http session-idle-timeout 1200
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To access Device Manager, follow these steps.

1. Start a web browser session and go to the switch IP address.

IMPORTANT  |f you configured bookmarks for accessing previous versions
of Device Manager, be sure to recreate new bookmarks.
Addresses that end with /homed.shtml do not provide the
latest login authentication method.

2. (Internet Explorer). If one of the following messages appears, click the
links circled in the following images to proceed to Device Manager.

This site is not secure

This might mean that someone’s trying to fool you or steal any info you send to the server. You should
close this site immediately.

¥ Close this tab

@ More information

Your PC doesn‘t trust this website's security certificate.
The hostname in the website’s security certificate differs from the website you are trying to
visit.

Error Code: DLG_FLAGS_INVALID_CA
DLG_FLAGS_SEC_CERT_CN_INVALID

% Go on to the webpage (not recommended)

‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@‘ Click here to close this webpage.

@ Continue to this website (not recommended).

& More information

3. (Firefox). If the following message appears, do the following:
a. Click Advanced.

ﬁ Your connection is not secure

The owner of 10.223.68.5 has configured their website improperly. To
protect your information from being stolen, Firefox has not connected to this
website.

Learn mare...

Report errors like this to help Mozilla identify misconfigured sites
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b. Click Add Exception.

10.223.68.5 uses an invalid security certificate,

The certificate is not trusted because it is self-signed.
The certificate is only valid for I05-5elf-Signed-Certificate-856838528

Error code: SEC_ERROR_UNKNOWRMN_ISSUER

Add Exception...

c. Click Confirm Security Exception.

IMPORTANT Do not check Permanently store this exception. Permanent
storage of the exception can cause issues to arise.

F R
Add Security Exception u

A You are about to override how Firefox identifies this site,

i ._\) Legitimate banks, stores, and other public sites will not ask you to do this.

Server
PP, . o <.//10.22368.5
Certificate Status

This site attempts to identify itself with invalid information.

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to
impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using
a secure signature,

Permanently store this exception

@n‘lsecurity&ceptionpl Cancel l
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4. (Chrome). If the following messages appears, click Advanced to proceed
to Device Manager.

Your connection is not private

Attackers might be trying to steal your information from 10.223.70.193 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

[ Help improve security on the web for everyone by sending URLs of some pages you visit, limited

system information, and some page content to Google. Privacy_policy

5. On the Login page, enter the switch user name and password.

© Allen-Bradley bt

Supported browsers ¥

Login
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o Network | Port Settings

Physical Port Table

J Edit

Configure Port Settings

The basic port settings determine how data is received and sent between the
switch and the attached device. You can change these settings to fit your

network needs and to troubleshoot network problems. The settings on a switch

port must be compatible with the port settings of the connected device. You

can also configure port settings in the Logix Designer application, as described

on page 52.

To change basic port settings, from the Configure menu, choose Port Settings.

Selected O | Totsl 8 @ ﬂa .

Port Name = Description Port Status = Speed Duplex Media Type Operational Mode Access VLAN | Administrative Mode
O Faift @ Auto-100Mb/s Auto-Full 10/100BaseTX Trunk Trunk
QO Falf2 Q Auto Auto 10/100BaseTX Down 1 Access
O Faif3 (] Auto Auto 10/100BaseTX Down 1 Dynamic auto
O Fai/4 Q Auto Auto 10/100BaseTX Down 1 Dynamic auto
O Faifs [ ] Auto Auto 10/100BaseTX Down 1 Dynamic auto
O Falfe Q Auto-100Mb/s Auto-Full 10/100BaseTX Static access 1 Dynamic auto

Table 16 lists the basic settings for the switch ports. To change these settings,
click the radio button next to the port name and click Edit to display the Edit

Physical Port page.

Edit Physical Port b4
Port Name Fal/6 e
Description | | (Range: 1-200 Characters)
Administrative Enable
Spead Auto |
Duplex Auto il
Auto MDIX Enable
Mediza Type 2
VLAN-0 Enable
Administrative Mode dynamic Auto I
Access VLAN VLANO790-790 bt
Allowsd VLAN (® All VLANS
O VLAN IDs
(e.q., 2,4,10-20)
Native VLAN VLANO790-790 >
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Table 16 - Port Settings

Field Description
Port Name The number of the switch port, including port type, such as Fa for Fast Ethernet and Gi for Gigabit Ethernet, and the specific port number. For more
information, see Appendix C.
The description of the switch port.
Description We recommend that you provide a port description to help identify the port during monitoring and troubleshoating. The description can be the location
of the connected device or the name of the person who uses the connected device.
(Appears only on the Edit Physical Port page; not editable). Indicates whether a device is connected to the port:
Port Status + Green = Connected
« Gray = Not connected
The operating speed of the switch port. If the connected device can negotiate the link speed with the switch port, choose Auto (autonegotiation).
Speed We recommend that you use Auto speed so that the speed of the switch port automatically matches the speed of the connected device. If the
connected device requires a specific speed, change the speed of the switch port.
Default: Auto
The duplex mode of the switch port:
- Auto—(Autonegotiation). The connected device can negotiate the duplex mode with the switch. In the Physical Port table, the negotiated setting is
Auto-Full or Auto-Half. If the port is not connected or has not completed negotiation, the status is Auto.
« Half— (Half-duplex mode). The connected device must alternate sending or receiving data.
Duplex « Full- (Full-duplex mode). Both devices can send data simultaneously.
On Gigabit Ethernet ports, you cannat set the port to Half-duplex mode if the port speed is set to Auto.
We recommend that you use Auto mode so that the mode on the switch port automatically matches the mode of the connected device. If the connected
device requires a specific duplex mode, change the mode of the switch port.
Default: Auto
(Appears only on the Edit Physical Port page). When enabled, this feature detects the port cable (straight-through or crossover) and configures the port
Auto MDIX pinouts, speed, and duplex mode to communicate correctly with the connected device. This setting is not available on SFP module ports.
Default: Enabled
(Applies to dual-purpose uplink ports). The active port type (either the RJ45 port or the SFP module port) of a dual-purpose uplink port.
By default, the switch detects whether the RJ45 port or SFP module port of a dual-purpose port is connected and uses the port accordingly. Only one
port can be active at a time. If both ports are connected, the SFP madule port has priority. You cannot change the priority setting.
Choose from the following media types:
« SFP—0nly the SFP module port of a dual-port is active. You can set the speed and duplex settings. Auto-MDIX is not available. For Gigabit Ethernet SFP
Media Type ports, you can set the speed and duplex to Auto or 1000 Mb/s. This configures the port not to negotiate a device that does not support

autonegotiation.

« RJ45—0nly the RJ45 port of a dual-port is active. You can enter the settings for port speed and duplex or choose Auto MDIX.

« Auto—(Autonegotiation). The switch detects whether the RJ45 port or the SFP module port is connected and uses the port accordingly. Only one port
can be active at a time. If both ports are connected to the network, the SFP module port has priority. The speed and duplex are set to Auto.

Default: Auto

Operational Mode

(Appears only in the Physical Port table). The operational state of the port. Displays the administrative mode or Down if disabled.

VLAN-0

(Appears only on the Edit Physical Port page). Enables the system to handle 802.10 Ethernet frames with VLAN ID 0, which are called priority tagged
frames. The purpose of priority tagged frames is to give priority to the frames with no significance to the VLAN ID. For example, PROFINET messaging
requires priority tagged frames to pass PROFINET messages through the switch. For more information about VLAN 0 priority tagging, see page 278.
Default: Enabled

Administrative Mode

Choose one of the following administrative modes:

Access—The port is in permanent nontrunking mode and negotiates to convert the neighboring link into a nontrunk link even if the neighboring port is
a trunk port. If you choose this option, also choose an Access VLAN. An access port belongs to and carries the traffic of only one VLAN (unless it is
configured as a voice VLAN port).

Trunk—The port is in permanent Trunk mode and negotiates to convert the neighboring link into a trunk link even if the neighboring port is not a trunk
port. If you choose this option, also choose whether to allow All VLANs or specified VLAN IDs. Also, choose the trunk native to the VLAN.

Dynamic Auto—The port converts the link to a trunk link if the neighboring port is set to Trunk mode or Dynamic Desirable mode. This mode is the
default setting. If you choose this option, specify and access VLAN to use when the link is in access mode and a native VLAN to use when the link is in
trunk mode. Also specify whether to allow all VLANs or specified VLAN IDs when the link is in trunk mode.

Dynamic Desirable—If the neighboring port is set to Trunk, Dynamic Desirable, or Auto mode, the port converts the link to a trunk link. If you choose
this option, specify and access VLAN to use when the link is in access mode and a native VLAN to use when the link is in trunk mode. Also choose
whether to allow all VLANs or specified VLAN IDs when the link is in Trunk made.

Routed—The port acts like a port on a router but does not have to be connected to a router. A routed port is not associated with a particular VLAN, as
is an access port. A routed port behaves like a reqular router port, except that it does not support VLAN subports. Routed ports can be configured
with a Layer 3 routing protocol. A routed port is a Layer 3 port only and does not support Layer 2 protocols.

Default: Dynamic Auto

Access VLAN The VLAN that a port belongs to and carries traffic for when the port is configured as or is acting as a nontrunking port.
(Appears only on the Edit Physical Port page). The VLANs for which the port handles traffic when the port is configured as or is dynamically acting as a
Alowed VLAN trunking port:
owe « Toallow traffic on all available VLANs, click All VLANS.
« To limit traffic to specific VLANs, click VLAN IDs and enter the VLAN numbers.
Native VLAN (Appears only on the Edit Physical Port page). The VLAN that transports untagged packets.
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Configuration via the You can manage the switch by using the Logix Designer application in the

Studio 5000 Environment Studio 5000 environment. The Logix Designer application is IEC 61131-3
compliant and offers relay ladder, structured text, function block diagram, and
sequential function chart editors for you to develop application programs.

Table 17 - Logix Designer Application Hardware Requirements

Attribute Requirement
Pentium Il 450 MHz min

Processor speed Pentium 111 733 MHz (or better) recommended
128 MB min

RAM 256 MB recommended

Free hard disk space 3G6B

Optical drives USB Drive or Downlaod

Video requirements 256-color VGA graphics adapter

800 x 600-min resolution (True Color 1024 x 768 recommended)
Resolution 800 x 600-min resolution (True Color 1024 x 768 recommended)

To add the switch to a controller project in the Logix Designer application,
follow these steps.

IMPORTANT  These steps are required before you can go online to configure and
monitor the switch. You must be online to view and configure most
switch parameters in the Logix Designer application.

1. Open the project file for the controller to monitor the switch.
2. Right-click Ethernet and choose New Module.

=53 1f0 Corfiguration
=8 1756 Backplane, 1756-A4
flg [0] 1756-L75 S5700_Test
f [2]1756-L63 Contraller]
= [ [3]1756-EM2T Adapterl

|:J Hew Madule... |
g Discover Modules.l.’\§

Print 3
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3. On the Select Module Type dialog box, select the switch and click Create.
Select Module Type
Catalog | Module Discovery | Favorites
|1?33'M505 | Clear Filters Show Filters ¥
Description Wendor Category
odule Shrati 010-..  Allen-Bradley Commuri
1783-MS0ET plus 4-Port in Expansion Modules 1 and 8-Port in Expangion Modules 2 Stratix 8000 18-..  Allen-Bradley Communications...
1783-MS0ET plus 8-Port in Expansion Module 1 and 4-Port Expangion Modules 2 Stratix 8000 18-, Allen-Bradley Communications...
1783-MS0ET plus bwo 4-Port Expansion Modules Stratix 8000 14-..  Allen-Bradley Communications...
4 of 263 Module Types Found Add to Favorites
[] Close on Create [ Create ] [ Cloze ] [ Help ]

If you do not see the switch on the list, you can obtain the AOP from the
Rockwell Automation support website:

http://www.rockwellautomation.com/support/

General Properties

To configure general properties, follow these steps.

1. Inthe navigation pane, click General and complete the fields.

= | Module Properties: MyENZT to Inside (1783-BMS10CGN 4.1) o e =

B Gereal Type: 1783-BMS10CGN Stratix 5700 10 Port M d Switch, Gigabit Uplinks, Full

Connestion ype: atix 'ort Managed Switch, Gigabi inks, Full ...
- Module Info Vendor: Allen-Bradley
- Switch Configuration Parent: MyENZT_to_Inside Ethernet Address
et Name: My10CGN @ Private Network: 192,168,123
- Port Corfiguration .
- Smartports && VLANs Description: - IP Address:
- Part Thresholds

Port Security T Host Name:
- Port Status -

Module Definiti
- Device Level Ring (DLR) oade betiniien

- DHCP Pool Display )
- DHCF Address Assignment HEOEEE +1
- Time Sync Corfiguration Electronic Keying: Compatible Module
- Time Syne Information Connection Input Data

5D Fash Sync
- Save/Restore

IMPORTANT  Make sure that the IP address and host name match the values that you used during Express Setup. On

the Module Properties dialog box, you can choose either an IP address or host name. Only one of these two
choices is enabled.
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Field Description
Name A name that you choose for the switch.
Description A description that helps you remember something important about the switch.
Choose one of the following:
« Private Network—The IP address of your private network.
IP Address « |P Address—The IP address that is assigned to the switch during Express Setup.
« Host Name—The host name that is provided on initial configuration when you performed Express Setup. The host name requires that
you have a DNS server that is configured on the network for the Ethernet port module of the controller.
2. Inthe Module Definition area, click Change.
3. Onthe Module Definition dialog box, complete the fields and click OK.
[ Module Definition =x=)
Rewvizion: 4 =
Electronic Keving: Il:ompatible Module "
[Connection: [Input Data |
Data Connection Password:
The dizabled controls cannot be changed while online.
Ok ] I Cancel I I Help
Field Description
The major and minor revision of the switch:
Revision « Major revision: 1...128
« Minor revision: 1...255
Choose one of the following:
. . « Compatible Keying - allows the AOP to connect to the switch with matching major revision and any minor revision.
Electronic Keying . . . .
« Exact Match - requires both major and minor to match for connection.
» Disable Keying - the AOP will connect regardless of major and minor version numbers.
Choose one of the following:
« Input Data (default): Enables only an input data connection.
« Data: Enables an input and output data connection.
ATTENTION: This selection enables output tags, which can disable ports and interrupt connections to and through the switch. You
Connection can disable a switch port by setting the corresponding bit in the output tag. The output bits are applied every time that the switch

receives the output data from the controller when the controller is in Run mode. When the contraller is in Program mode, the output
bits are not applied.

If the corresponding output bit is 0, the port is enabled. If you enable or disable a port by using Device Manager or the CLI, the output
bits from the controller on the next cyclic update of the I/0 connection can override the port setting. The output bits always take
precedence regardless of whether the Device Manager Web interface or CLI was used to enable or disable the port.

Data Connection Password

(Data connections only). Enter the password for accessing the switch.

Switch Base
(Stratix 8000/8300 switches)

Displays the switch base catalog number for the selected module.

Switch Expansion 1
(Stratix 8000/8300 switches)

(14,18, 22 and 26 port switches only). The catalog number for the copper or fiber expansion modules you are using.
For 14 and 18-port switches, user selection of the expansion module is supported.
For 22 and 26-port switches, Switch Expansion 1 displays 1783-MX08T. User selection of the expansion module is not supported.

Switch Expansion 2
(Stratix 8000/8300 switches)

(22 and 26 port switches only). The catalog number for the copper or fiber expansion modules you are using. User selection of the
expansion module is supported.
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Connection Properties

In the navigation pane, click Connection.

# | Module Properties: MyEN2T_to_Inside (1783-BMS10CGN 4.1) [f=lfE =]

- General
- Module Info
Switch Configuration
-- Switch Status [~ Major Fautt On Corttroller If Connection Fails While in Run Mode
- Port Configuration
- Smartports &4 VLANS Use Unicast Connection over EtherMet./IP
- Port Thresholds
- Port Security
- Port Status
- Device Level Ring {DLR)
DHCP Poal Display
-- DHCP Address Assignment
- Time Sync Configuration
- Time Sync Information
~NAT
- 5D Flash Sync
- Save/Restore

Requested Packet Interval (RP1): 10000 = ms (300.0 - 5000.0)

[ Inhibit Module

&

Module Fault

Table 18 - Connection Fields

Field Description
Requested Packet Interval (RP) Enter a value between 300...5000.

Inhibit Module Check to disable communication between the controller and the switch.
Clear the checkbox to restore communication.

Major Fault on Controller If Connection Fails While in Run mode Check to have the controller create a major fault if connection fails in Run mode.
Use Unicast Connections over EtherNet/IP Check to use Unicast connections with the EtherNet/IP netwark.

Displays the fault code from the controller and the text that indicates the module fault has
Module Fault occurred
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Switch Configuration

In the navigation pane, click Switch Configuration.

5| Module Properties: MyEN2T (1783-HMSSTG4CGR 2.001) E@
-
- General Switch Configuration
- Connection
Madule Info

- Intemet Protocol Cantat

Switch Status
- Pont Configuration

- Smartports and VLANs
Port Thresholds Geographic
- Port Security Locatior:

- Port Status ¥
DHCP Pool Display

- DHCP Address Assignment

- Time: Sync Corfiguration
Time Sync Information

- NAT

- 50 Aash Sync X
Save/Restore '@ Rapid Spanning Tree ProtocolMultiple Spanning Tree [RETPAMST)

Management Interface YLAN:

Spanning Tree Mode:

) PerVLAN Spanning Tree Plus [PYST+]
) Rapid PerVLAM Spanning Tree Plus (RPVYST +]

[] Enable Cual Pover Supply &lam

Refresh Communic ation Set «
Ll 3
Table 19 - Switch Configuration Fields
Field Description
Contact (Optional). Enter contact information for the switch, up to 200 characters. The contact information can include alphanumeric
and special characters (dash and comma) and a carriage return.
Geographic Location (Optional). Enter a geographic location of the switch, up to 200 characters. The geographic location can include alphanumeric

and special characters (dash and comma) and a carriage return.

Displays the VLAN through which the switch is managed. The management VLAN is the broadcast domain through which
management traffic is sent between specific users or devices. The management VLAN provides broadcast control and security
for management traffic that must be limited to a specific group of users, such as the administrators of your network. The
Management Interface VLAN management VLAN also provides secure administrative access to all devices in the network.

IMPORTANT: Be sure that the switch and your network management station are in the same VLAN. Otherwise, you lose
management connectivity to the switch.

Spanning Tree Mode See Spanning Tree Pratocol (STP) on page 269.
Enable Dual-Power Supply Alarm To enable dual-power supply alarms, check the checkbox. The feature is disabled by default.
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Port Configuration

Port settings determine how data is received and sent between the switch and
the attached device. You can also configure port settings in the Device
Manager, as described on page 45.

In the navigation pane, click Port Configuration.

5| Module Properties: MyEN2T to_Inside (1783-BMS10CGN 4.1) = ==

- General
- Connection Port | Enable | Auto-Negotiate Speed Duplex

Module Info G| W] ¥ 1000 Mbps || Full ||
- Switch Configuration Gilz| (V] V] ||| Half |
- Switch Status Faill| V] [ ||| Half |«
Fai2| ] V] [][Half (]
- Smartports && VLANs Fa1i3| [ F || Half |w
- Port Thresholds Falid| [V Ell ||| Half |
- Port Security Fa1/5| [ Ell ||| Half [+
- Port Status Fail| [] ¥ ||| Half |+
|- Device Level Ring (DLR) Fa1i7| [ [ = Half |«
- DHCP Pool Display Fal/g| [ ¥ ||| Half ||
- DHCP Address Assignment

Time Sync Corfiguration
- Time Syne Information
.. NAT
- 50 Flash Sync
- Save/Restore

Befrech Communication Set -«
Status: Running Apply Help

Table 20 - Port Configuration Fields

Field Description

Indicates where the port resides:
- Base (for example, 1783-MS10T)
« Expansion module (for example, 1783-MX08T)

Unit
(Stratix 8000/8300 switches)

The port that is selected for configuration. The port number includes the port type (Fa for Fast Ethernet, Gi for Gigabit Ethernet, or Te for Ten Gigabit
Port Ethernet) and the specific port number.
EXAMPLE: Gil/1is Gigabit Ethernet port 1.

To enable the port, check the checkbox.

To disable the port manually, clear the checkbox.

If the port is not in use and is not attached to a device, we recommend that you disable the port. You can troubleshoot a suspected unauthorized
connection by manually disabling the port.

Enable
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Table 20 - Port Configuration Fields (Continued)

Field

Description

Auto-negotiate

If you want the port and end-device to auto-negotiate the link speed and Duplex mode, check the checkbox.

To specify the desired port speed and Duplex mode manually, clear the checkbox.

We recommend that you use the default (auto-negotiate) so that the speed and duplex settings on the switch port automatically match the setting
on the connected device. Change the switch port speed and duplex if the connected device requires a specific speed and duplex. If you set the
speed and duplex for the switch port, the connected device must be configured for the same speed and duplex and not set to auto-negotiate.
Otherwise, a speed/duplex mismatch occurs.

Fiber-optic ports do not support auto-negatiation.

Speed

Choose the operating speed of the port.
Gigabit (Gi):

« 10 Mbps

« 100 Mbps

« 1Gbps

Fast Ethernet (Fa):
« 10 Mbps

« 100 Mbps

10 Gigabit (Te)

« 1Gbps

« 10 Gbps

Duplex

Choose one of these Duplex modes:
« Half-duplex—Both devices cannot send data simultaneously. Half-duplex is not available when speed is set to 1 Gbps or higher.
« Full-duplex—Both devices can send data simultaneously.
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Port States during Program Mode and Connection Faults

You can configure the state of each port when these changes occur at the
controller:

« The controller transitions to Program mode
« Communication is disrupted between the controller and the switch

In the navigation pane, click Fault/Program Action.

1 Module Properties: MyEn2T (1783-BMS20CA 8.001) = fel==]
- General FaultfProgram Action
-- Connection
- Module Info = A
W Faut/Program Action - Port State During o
- Switch Configuration Program Mode Connection Fault
- Switch Status Fa1/1 | Hold Last State ||| Hold Last State ||
- Port Configuration Fal/2 | Hold Last State | || Hold Last State ||
- Smartports and VLANs Fa1/3 | Hold Last State ||| Hold Last State | w |
- Port Thresholds Fal/4 | Hold Last State ||| Hold Last State ||
- Port Security Fal/S | Hold Last State | || Hold Last State || E
- Port Status Fa1/§ | Hold Last State ||| Hold Last State | w |
- D_ew'ce Level Ring (DLR) Fal/7 |Hold Last State || Hold Last State ||
=N H_jng 1 Fal/3 | Hold Last State | || Hold Last State ||
i Redundant Gateway Ci Fa1/g | Hold Last State ||| Hold Last State |« |
Fa1/10|Hold Last State | || Hold Last State ||
Fa1/11| Hold Last State || Hold Last State |« N
Fa1/12 | Hold Last State || Hold Last State |« |
- DHCP Pools Fa1/13| Hold Last State ||| Hold Last State ||
- DHCP Address Assignment Fai/14|Hold Last State | w || Hold Last State ||
- BtherChannels Fai/15| Hold Last State | w | Hold Last State |w | =
- 50 Flash Sync
- Save/Restore
i Disabling ports can result in interruption of connections to and through
/& switch, Connection fram the warkstation to controller may also be broken,
4| 1i L3
Status: Running Apply Help

Table 21 - Fault/Program Action Fields

Field Description
Displays the port type and port number:
Port « Fa—Fast Ethernet

« Gi—Gigabit Ethernet
« Te—10 Gigabit Ethernet

Program Mode

Choose what happens at the port when the controller transitions to Program mode:
« Hold Last State—The port maintains the current state.

« Disable—The port is disabled.

« Enable—The port is enabled.

The default is Hold Last Sate.

Connection Fault

Choose what happens at the port when communication is lost between the controller and the switch:
« Hold Last State—The port maintains the current state.

« Disable—The port is disabled.

« Enable—The port is enabled.

The default is Hold Last Sate.
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User Administration via
Device Manager

From the Admin menu, choose Users.

o Device Management | Users

Mo data available

J Edit 3 Delete

Privilege

For each user, you can specify the information in Table 22.

Name
privilege

Password

Confirm Password |

" b4
|
| ReadOnly |v |
Admin
ReadOnly :|
1]

m |: Cancel :|

Table 22 - Add User Fields

Field

Description

Name

A unique user name. The user name cannat contain spaces.

Privilege

The level of access for the user:
« Admin—Users can view and change all switch parameters.
« Read-only—Users can only view switch status and monitor information.

Password, Confirm
Password

The password that is required for access with this user name.
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Configuration Files

56

The switch configuration files (config.text and vlan.dat) are in ASCII
human-readable format. This configuration file is stored in nonvolatile
memory and is read into the random access memory (RAM) of the switch as
the running configuration when the switch is powered up. When any changes
are made to the configuration, the changes immediately take effect in the
running configuration. Device Manager and the Logix Designer application
automatically save changes to internal memory to be retained for the next
power-up cycle. Any changes that are made via the CLI must be manually saved
in internal memory to be retained for the next power-up cycle.

Manage Configuration Files via Device Manager

From the Admin menu, choose Load/Save and then do one of the following:

« To copy a configuration file from a file on another device to the internal
memory, do the following:

a. Enter the directory name of the folder on the switch.
b. Browse to select the file.
c. Click Upload.

« Todownload a configuration file from the internal memory to your
computer, right-click the link and choose Save Link As.

0 File Management | Load/Save

Booted From: Internal Flash
* upload a file to device

Directory to be put flash:/

« Download configuration files from booting device(Please use save as, otherwise it may be a cached version. you may have to modify the file name)

config.text
vian.dat

dmuser.txt

Browse...
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Manage Configuration Files via the Logix Designer Application

You can do the following:

« Save the switch configuration to a file for archiving

« Restore a switch configuration that is stored locally on the computer or
within the Logix Designer application project.

To save and restore a switch configuration, be prepared to enter a valid switch
password.

In the navigation pane, click Save/Restore.

# | Module Properties: MyEN2T_to_Insicle (1783-BMS10CGN 4.1) ===

- General . . . B
. Cornection Exchange Configuration with Switch
- Module Info
- Switch Corfiguration Upload full configuration [‘config.text’ and “vlan.dat') from

Switch Status mj € zwitch to praject.
- Port Corfiguration
- Smartports && VLAMs Download | Dnt_:\mlnad fu!l configuration ['config.text’ and "wlan dat'] from
.. Port Thresholds project to switch.
- Port Security
- Port Status
41 Devies Level Ring (DLF) ImporifExport Configuration
- DHCP Pool Display
- DHCP Address Assignment K L ] ] }
.. Time Sync Configuration |mpoit,.. Ifﬁﬁe%oi:’:tfoull lc;q:éltguratlon ['canfig.test’ and 'vlan.dat] from
- Time Sync Information [
. NAT

5D Flash Syne Expat. E::Upggtfiﬁltlocﬁlr;fslguratlon[conflg.tekt and "vlan.dat’] from
G

Status: Running Cancel Apply Help

The switch configuration consists of these two files:

« Text file with configuration parameters
« Binary file with VLAN information

Once the switch configuration is uploaded to the project file in the Logix
Designer application, the switch configuration can be exported as computer
files by using the Export button.

You can import a switch configuration from the appropriate files on your
computer to the project by using the Import button on the Save/Restore view.
You can then download the configuration to the switch by using the Download
button.
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Secure Digital (SD) Card

58

The following switches can store their configuration in an SD card or internal
memory:
«  Stratix 5700 and ArmorStratix 5700 switches have a slot for an optional

SD card. You must use the 1784-SD1 card available from Rockwell
Automation with the switches.

«  Stratix 5400 and Stratix 5410 switches ship with an SD card, which stores
the initial configuration and firmware for the switches.

ATTENTION: If a non-Rockwell Automation SD card is used in Stratix
switches, Rockwell Automation reserves the right to withhold support.

You can use the SD card instead of internal memory to do the following:

« Restore a switch configuration if it fails.
« Duplicate configurations when you are deploying a new network.

«+ Synchronize the initial configuration and firmware of a switch to
internal memory.

In general, the start method for the switch becomes the source for any changes
you make to the configuration. For example, if you start from the SD card, any
changes you make are saved to the SD card. If you start the switch from
internal memory, even if you insert an SD card while starting the system,
changes are saved to internal memory.

You can use Device Manager or the Logix Designer application to synchronize
the SD card for configuration and 10S updates. The configuration
synchronization process synchronizes configuration files from the source to
the destination. If other files, such as back-up configurations, are present on
the SD card, they are not synchronized.

that you know which way to synchronize. Device Manager provides this
information on the Manual Sync tab. If you synchronize in the wrong

2 ATTENTION: When synchronizing, be aware of your startup source, so
direction, you can overwrite your desired configuration.

If you start the switch from the SD card and then remove it while the switch is
running, the following conditions apply:

« Device Manager is no longer accessible.

« Changes that are made by using the CLI or the Logix Designer
application take effect, but are not saved when the switch is restarted.

« Ifyoureinsert the SD card into the slot, changes are not saved to the card
unless new changes are made. Then the entire configuration is saved to
the card.

If the lock switch is engaged, the switch starts from the SD card
successfully. Changes that are made by using the CLI, AOP, or Device

2 ATTENTION: SD cards commonly have a physical read-only lock switch.
Manager take effect, but are not saved when the switch is restarted.

Synchronize the SD Card via Device Manager

In Device Manager, you can use the Sync page to display SD card and sync
status and to synchronize files.
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To enable manual sync or automated sync, from the Admin menu,
choose Sync:

« For manual synchronization options, click the Manual Sync tab.
« For auto synchronization options, click the Auto Sync tab.

o File Management | Sync

Auto Sync

w SD Card Status:

Card Present: o Yes
Card Status: Card File(s) Not Present
Booted From: Internal Flash

* Sync Status:

Config File: ® no
105 Image: 8 No

* SD to Flash Sync:

@ synchronize Configuration from SD Card to Onboard Flash
@ Synchronize 10S Image from SD Card to Onboard Flash (May take up to five minutes)

SD Card Onboard Flash

¥ Flash to SD Sync:

O synchronize Configuration frem Onboard Flash to SD Card

) Synchronize 105 Image from Onboard Flash to SD Card (May take up to five minutes)

Onboard Flash SO Card

[ Submit |

Table 23 - Manual Sync Fields

Field Description
SD Card Status E;sr[lljlays whether an SD card is present and whether the switch was started from the SD
Sync Status Displays whether the configuration and firmware image files are synchronized.

Click whether to synchronize the configuration or the firmware image from the SD card to
SD to Flash Sync the internal memory of the switch.

Click whether to synchronize the configuration or the firmware image from the internal
Flash to S Sync memory of the switch to the SD card.
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As of I0S 15.2(6)E1 and later, Device Manager provides new auto sync options
for Stratix 5700 and ArmorStratix 5700 switches, as shown in the following
figure. These options are not mutually exclusive. You can enable one or all auto
sync options as described in Table 24. If all options on the Auto Sync tab are
disabled, then synchronization only occurs manually when you submit an
option on the Manual Sync tab.

You can use the Auto Sync at Reboot option to copy a configuration and
firmware image from an SD card onto multiple switches without using
Device Manager Express Setup. The configuration and firmware image on the
SD card automatically syncs with internal memory after startup.

When you update a Stratix 5700 or ArmorStratix 5700 switch with
10S 15.2(6)E1 or later, the synchronization options that were configured in the
earlier version are retained.

@ Doviex Maragar x @ X+ A Mot securs | 10.323.66.103Melp index htmieit_ryn<hiht
. — Auto Sync a
10,2238
@ Alien-Bradley Use ine Aule Sync 1ab o configure the switch 10 perform [0S intiated or
Device Manager initiated automatic synchronization. Click Submit to apply
the setings.
* Strathx 5700 Soluthon » Daenboart
@ Allen-Bradley Devica Manager - Seitch R oo i Global Syne (103 inltiated)
Pl Auto Sync {Config and Image)

* Admin
= Device Management

¥ Fi Managemest
Sufware Updatn
. |
LosdrSame I 3 Tea
oy Scheduled Taner Sedect the ime al whach Aulo
Sy nitiated every day.
ko Syme 2 RebootiConfig and Image] Auto Sync at Reboot (Conng and - S
Imaga}
Status  Auto Sync is disabled
= Canflguration I
5
At Sync Status
- Prompt o Syne [ - :
Configuration
Manual Sy I
< Auto Sync fyou want the >
chromize
v Image (105) en configuration
Bt SynalAfter firmwane upgrade) I P oS
rompt to Sync
& Promot to Synciafter firmware upgrade)
Manual Syme
Manual Sy
Subma
Image (I05)
Aun Sync (Afler firmware
upgrade)

0 Sync (Aller firmmware

Manual Sync

T T008-00 Faciowel Automanicn, Tnr. AL FIGHTS RESERVED, |

Table 24 - Auto Sync Fields for Stratix 5700 and ArmorStratix 5700 Switches

Field | Description
Global Sync (10S Initiated)

Use this feature to copy the 10S files from the internal flash memory to the SD card or from the SD card to the internal flash
memory at a given specific time every day.

Scheduled Timer Use this feature to Select the time at which Auto Sync will be initiated every day

Use this feature to Select this option to copy the 10S files from the internal flash memory to the SD card or from the SD card to
the internal flash memory when the switch reboots

Auto Sync (Config and Image)

Auto Sync at Reboot (Config and Image)

Status The status of the timed auto sync.

Configuration

Auto Sync Use this feature for the switch to synchronize automatically when the configuration is changed.
Prompt to Sync Use this feature for synchronization to occur only after a prompt is acknowledged.

Manual Sync Use this feature for the synchronization to occur manually.

Image (10S)
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Table 24 - Auto Sync Fields for Stratix 5700 and ArmorStratix 5700 Switches

Field

Description

Auto Sync (After Firmware Upgrade)

Use this feature for the switch to synchronize automatically after a firmware upgrade.

Prompt to Sync (After Firmware
Upgrade)

Use this feature for synchronization between the SD Card and an on-board flash after a firmware upgrade.

Manual Sync

Use this feature for the synchronization to occur manually.

o File Management | Sync

Manual Sync

v Configuration

Auto Sync
@ Prompt to Sync
Manual Sync
¥ Image (I0S)
Auto Sync(After firmware upgrade)
Prompt to Sync(After firmware upgrade)

Manual Sync

[ submit |

Table 25 - Auto Sync Fields for Stratix 5400 and 5410 Switches

Field | Description

Configuration

Auto Sync ﬁutomaticqlly synchronizes the configuration when a configuration change is made in Device Manager.
uto Sync is the default configuration.

Prompt to Sync After a configuration change, a message prompts you to confirm the synchronization.

Manual Sync No synchronization occurs on a configuration change unless it is done manually.

Image (10S)

Auto Sync (After firmware update)

Automatically sync the changed configuration when firmware is upgraded.

Prompt to Sync (After firmware update)

After firmware is upgraded, a message prompts you to confirm the configuration.
Prompt to Sync is the default configuration.

Manual Sync

No synchronization occurs after firmware is upgraded unless it is done manually.
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Synchronize the SD Card via the Logix Designer Application

You can synchronize the SD card to either the configuration file or the entire
firmware image.

In the navigation pane, click SD Flash Sync.

# | Module Properties: MyEN2T_to_Inside (1783-BMS10CGN 4.1) [= | ===
- (General
- Connection 3D Flash Status Synchronization Status
- Module Info
- Switch Configuration 5D Flash Present: Yes Configuration Files: Unsynchionized
- Switch Status SD Flash Status: Good 105 Image: Unsynchronized
- Port Configuration
- Smartports &4 VLANs Copy from SD Flash to Switch
- Port Thresholds
- Port Securty - , . ! i ———
. Port Status Copy 'config text’ and 'vlan.dat' to Switch Copy Configuration A
+- Device Level Ring (DLR) -
- DHCP Pool Display Copy 105 Image to Switch Copy 105 Imags G
- DHCP Address Assignment
Time Sync Configuration
- Time Sync Information Copy from Switch to SD Flash
- NAT
& 5D Flash Sync Copy ‘config test' and "wlan dat' ta S0 Flazh Copy Configuration L]
- Save/Restore
Copy 105 Image ta SO Flash Copy 105 Image =
Biefrezh Communicatior
Status: Running Cancel Apphy Help

Table 26 - SD Flash Sync Fields

Field Description
SD Flash Status Indicates whether the SD card is present and the status of the card

_ Indicates whether the configuration files and the |0S are synchronized or
Synchronization Status unsynchronized.

Choose from these options:
Copy from SD Flash to Switch « Copy Configuration
« Copy 10S Image

Choose from these options:
Copy from Switch to SD Flash « Copy Configuration
« Copy 10S Image
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CompactFlash Memory Card

Firmware Updates

The CompactFlash card for Stratix 8000/8300 switches contains the switch
I0S operating system, Device Manager firmware, and user-defined
configuration settings. Without the CompactFlash card, the switch cannot
power up or restart.

If you remove the card of the switch as it runs, the switch continues to
function. However, Device Manager is no longer available.

If you change the switch configuration after the card is removed, the changes
are applied and used by the switch. However, the changes are not saved. If you
insert the CompactFlash card later, the previous changes are still not saved to
the card. Only changes that are made while the card is inserted are saved.

Each time a change is made with the card installed, both Device Manager and
the Logix Designer application save the entire running configuration to the
card.

You can download firmware for all switches from
http://www.rockwellautomation.com.

From Device Manager, you can apply firmware updates to switches one at a
time. From the Admin menu, choose Software Update.

o File Management | Software Update

Current version : S5700 Software (S5700-UNIVERSALKS-M), Version 15.2{1)EY, RELEASE SOFTWARE (fc2)

Software tar file can be located from the link http:// compatibility.rockwellautomation.com/pages/ compatibilitycenter.aspx

Browse...

[ Update |

w Status
Stage Status
1. Loading the tar file to the switch
2. Verifying the tar file
3. Extracting the software files from the tar file
4. All software images installed

Rockwell Automation Publication 1783-UM0070-EN-P - April 2021 63


http://www.rockwellautomation.com

Chapter 2

Get Started

64

With firmware revision 2.001 or later, the firmware is installed to the running
nonvolatile memory location:

« Ifyoustart the switch with the SD card inserted, the firmware is installed
on the SD card.

« Ifyou start the switch from internal memory without the SD card
inserted, the firmware is installed in the internal memory.

IMPORTANT  Wait for the update process to complete. Do not use or close the
browser session with Device Manager active. Do not access Device
Manager from another browser session.

When the update process completes, a success message appears, and the
switch automatically restarts. It can take a few minutes for the switch to
restart with the new firmware.

Verify that the latest firmware revision on the switch appears in the Software
field in the Switch Information area of the dashboard.

For more information, see the online help for Device Manager.
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Cisco Network Assistant

Command-line Interface

Cisco Network Assistant is a web interface that you download from the Cisco
website and run on your computer. It offers advanced options for configuring
and monitoring multiple devices, including switches, switch clusters, switch
stacks, routers, and access points.

Follow these steps to use the software.

1. Go to http://www.cisco.com/go/NetworkAssistant.

You must be a registered user, but you need no other access privileges.

2. Find the Network Assistant installer.
Download the Network Assistant installer, and run it.

You can run it directly from the Web if your browser offers this choice.

When you run the installer, follow the displayed instructions.

5. In the final panel, click Finish to complete the Network Assistant
installation.

For more information, see the online help for Network Assistant.

Apart from Device Manager and the Logix Designer application, you can
manage the switch from the Cisco I0S command-line interface (CLI). This
interface enables you to execute Cisco IOS commands by using a router
console or terminal or by using remote access methods.

You can use the following connection methods:

« Connect directly to the switch console port
« Enable Secure Shell (SSH) or Telnet in Device Manager

For more information about how to use the CLI, refer to www.cisco.com.

Connect to the Console Port

1. Connect to the console port in one of these ways:

« To connect to the standard 9-pin serial port on a computer, use an
RJ45-to-DB-9, USB-R]45 or, 9300-USBCBL-CNSL adapter cable.

« (Stratix 5400, 5410, 5700, and ArmorStratix 5700 switches). Use a
standard mini-USB cable to connect to the mini-USB port on a
computer. If you use the USB cable, download the drivers

from http://www.rockwellautomation.com.

2. Connect the other end of the cable to the console port on the switch.
3. Startaterminal-emulation program on the computer.

Configure the computer terminal emulation software for:

+ 9600 bps

« Eight data bits

« No parity

« One stop bit

« No flow control
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Enable SSH or Telnet in Device Manager

SSH provides a secure, remote connection to the switch and more security for
remote connections than Telnet by providing strong encryption.

IMPORTANT  For secure network access, we recommend that you do not use
Telnet. For new switch configurations with 10S release 15.2(5)EA.fc4
and later, Telnet is disabled by default. For information about default
settings after an upgrade, see page 335.

From the Admin menu, choose Access Management.

To allow Secure Shell (SSH) sessions on the switch, check Enable SSH.
To allow Telnet sessions on the switch, check Enable Telnet.

Click Submit.

oy p o

o Device Management | Access Management

¥ Settings
Enable SSH (&

Enable Telnet ]

| Submit

FactoryTaIk Network FactoryTalk® Network Manager™ software provides insight into the design,

"anager and health of an industrial automation network. Use FactoryTalk Network
Manager (FTNM) to view your network topology and manage switch-level
alarms as they happen. Monitor the health of network devices and reduce
downtime to improve overall automation equipment efficiency.

FTNM:
« Discovers both network and end devices including devices across a
controller backplane

« Generates an overall topology and a device-centric view of plant floor
assets for increased network visibility

« Captures managed switch level alarms and events for more precise
troubleshooting

« Provides historical data and logging for analysis and resolution

« Provides configuration, compare and restore, and backup and firmware
revision management of Stratix™ managed switches for simplified
deployment and maintenance

For more information on FTNM see the Factory Talk Network Manger Quick
Start Guide.
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Authentication,
Authorization, and
Accounting (AAA)

This chapter describes software features that you can configure via

Device Manager, the Studio 5000 Logix Designer® application, or both. More
software features are available. You can configure some features with the
global macro or Smartports feature.

For information about how to configure features not available in Device
Manager or the Logix Designer application, see the documentation available at
http://www.Cisco.com.

Some features are available only on select switch models and firmware types.

See Stratix 5700 Lite Versus Full Firmware Features on page 15 and Software
Features on page 16.

AAA Network Security Services provide the primary framework for
intelligently controlling access to resources, policy enforcement, and usage
audits.

Terminal Access Controller Access-Control System Plus (TACACS+) and
Remote Authentication Dial-In User Service (RADIUS) are two security
protocols that control access to networks. The switch performs as a
TACACS+or RADIUS client to authenticate and authorize users.

AAA is available in Device Manager on the Stratix® 5400, Stratix 5410,
Stratix 5700, and ArmorStratix™ 5700 switches.

Configure AAA via Device Manager

To configure AAA, you define servers and server groups and a named list of
AAA methods, and then apply the list to various interfaces. The method list
defines the types of security services to be performed and the sequence in
which they are performed. The method list must be applied to a specific
interface before any of the defined methods are performed.

You can configure up to two servers each for TACACS+ and RADIUS. TACACS+
uses TCP for communication between the client and the server, and RADIUS
uses UDP.

You can configure a server or change a server setting in Device Manager:

The AAA dialog box features three tabs: Servers/Server Groups, AAA Methods,
and AAA Interface.

The AAA Methods tab is used to configure the AAA methods and associate each
method type to the server group created on the Server/Server Groups tab.

The AAA Interface tab is used to associate the method lists created on the
AAA Methods tab to the interfaces (Console, VIY[SSH/Telnet], and DM). The
method lists created on the AAA Interface tab are available in the
Authentication pull-down menu.
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Enable AAA
1. From the Configure menu, under Security, choose AAA. The AAA dialog
box appears.

2. Check Enable AAA Model to enable the AAA access control system on the
switch.

IMPORTANT  [f the Enable AAA Model checkbox is clear, AAA mode is disabled on the
switch, and the switch reverts to pre-AAA configurations. Also, if you disable
AAA, you are notified that the connectivity to the switch through Device
Manager could be affected. Confirm that users are configured in the local
database to allow continued access to the switch.

Server/Server Groups Tab

The Servers/Server Groups tab contains three subtabs: TACACS+, RADIUS,
and Server Groups.

TACACS+ Subtab

The TACACS+ tab allows you to add, edit, and delete a TACACS+ server.

0 Security | AAA

Enable AAA Model:
| Submit

AAA Methods AAA Interface

EEEEEEEE—

RADIUS Server Groups

TACACS+ Server Configuration
o= Add S Edit 3 Delete

Server Name IP Address Authentication Port Timeout (in sec) Secret Key
O TACACS 2222 49 5
Add a TACACS+ server

1. Click Add.
2. Add the TACACS+ server information per Table 27.

3. Click Save. The configured server is populated to the list.
T
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Table 27 - TACACS+ Server Configuration

Field Description
Server Name Enter the name of the server.
|P Address Enter the IP address of the TACACS+ server.
Enter the TACACS+ server port number.
Authentication Port Valid range: 1...65535
Default: 49

Enter the time interval for the switch to wait for a response from the TACACS+ server to
reply before resending communication.

Timeout (in seconds) Valid range: 1..1000

Default: 5

Enter the secret key text string to provide encryption for the TACACS+ server
Secret Key communications.
Edit a TACACS+ server

1. Check the checkbox of the row to edit.

2. Click Edit. All fields except Server Name are editable.
3. Change TACACS+ server information per Table 27.
4

Click Save. The updated server information appears in the server
configuration list.

QO security | AAA

Enable AAA Model :
| Submit
|  AAA Methods AAA Interface

RADIUS Server Groups

TACACS+ Server Configuration

Add Edit Delete

Server Name 1P Address Authentication Port Timeout (in sec) Secret Key
=l racacs) | [2222 | [4s | [5 |

Delete a TACACS+ server

1. Check the checkbox of the row to delete.
2. Click Delete. The server information is removed from the server
configuration list.

A To delete a server that is a member of an existing server group, you
\ ¥ must first remove the server from the group.

IMPORTANT  |f you delete a server, it cannot be used on the other tabs.
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RADIUS Subtab

The RADIUS subtab allows the user to add, edit, and delete a RADIUS server.

Enable AAA Model : [¥]

Submit

| Servers/Server Groups IR 0 AAA Interface
TACACS+ LIS | Server Groups

RADIUS Server Configuration
o add S Edit 3 Delete
Server Name IP Address Authentication Port Accounting Port Timeout (in sec) Secret Key

6.7.8.9 1645 1646

7.8.9.12 1645 1646

Add a RADIUS server

1. Click Add.
2. Enter the RADIUS server information per Table .
3. Click Save. The configured server is populated to the list.

Q secuity | AAA

Enable AAA Model: V]

Submit

Server Groups

Server Name IP Addeess Authentication Port Timeout (in sec) Secret Key

O

1,645

Table 28 - Radius Server Configuration Fields

Field Description
Server Name Enter the name of the server.
|P Address Enter the IP address of the RADIUS server.

- Enter the RADIUS UDP destination port for authentication requests.
Authentication Port Default: 1645

. Enter the RADIUS UDP destination port for accounting requests.
Accounting Port Default: 1646

Enter the time interval for the switch to wait for a response from the RADIUS server to reply
before resending communication.

Timeout (in sec) Valid range: 1..1000

Default: 5

Enter the secret key text string to provide encryption for the RADIUS server
Secret Key communications.

Edit RADIUS Server Information

1. Check the checkbox of the row to edit.

2. Click Edit. All fields except Server Name are editable.
3. Change RADIUS server information per Table .
4.

Click Save. The updated server information appears in the server
configuration list.
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Delete a RADIUS Server

1. Check the checkbox of the row to delete.

2. Click Delete. The server information is removed from the server
configuration list, and the Total is decremented as long as the server is
not used on other tabs.

A To delete a server that is a member of an existing server group, you
\ ¥/ must first remove the server from the group.
Server Groups Subtab

The Server Groups subtab allows you to group, in method lists, the TACACS+
or RADIUS servers from the TACACS+ or RADIUS tabs. TACACS+ or RADIUS
servers must be configured to create a server group.

Enable AAA Madel : [+
Submit

| Servers/Serv rouf |  AAA Methods AAA Interface

TACACS+ RADIUS L= Group i

Server Group Creation
o= add Edit )€ Delete

Group Name Server Type Servers
[0 TacacsServerG roup TACACS+ testRadius2
[0 RadiusServerGroup RADIUS TestRadius
O NewTacacsServer TACACS+ testRadius2, testRadius
L] TestTacacsServer TACACS+ JtestTacacs
Add a Server Group

1. Click Add.

IMPORTANT A server group cannot be created with both TACACS+ and RADIUS
Servers.

2. Enter server group information per Table .
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3. To move servers between the Available and Assigned Servers lists, click

the arrows. Click OK.

' Add Server Group

Server Group Name: | Taca(sServeli

Server Type: | TACACS+

hd |

Available Servers

&

Assigned Servers

TACACS

m| Cancel

Table 29 - Add Server Group Configuration Fields

Field Description

Server Group Name

Enter the name of the server group.

Server Type Choose the server type from the pull-down menu: TACACS+ or RADIUS.

Available Servers group.

Choose from the list of available servers in the left column to assign to the

Assigned Servers Lists the assigned servers.

Edit a RADIUS Server
1. Click Edit.

2. To move servers between the Available and Assigned Servers lists, click

the arrows.
3. Click OK.
Edit Server Group

Server Group Name: RadiusServerGroup

Server Type: RADIUS

Available Servers

Delete a Server Group

=
=

Assigned Servers

RADIUS

m | Cancel

IMPORTANT  To delete a server group that is used in an existing AAA method, you
must first remove the server group from the method.

1. Check the corresponding checkbox of the server group row to delete.

2. Click Delete. The server group is removed from the server group list, and
the Total is decremented.
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AAA Methods

Click on the AAA Methods tab to configure the AAA methods and associate
each method type to the server group created on the Server/Server Groups tab.

Add Authentication Method

To add an authentication method, use the following steps.

Click Add.

Enter the name of the AAA method.

Choose Authentication from the Method pull-down menu.
Choose Login from the Type pull-down menu.

Check Fallback to Local.

Choose from the available servers in the left column and use the arrows
to assign the server to the group.

7. Use the arrows to move servers to and from the list of assigned servers.

oV R oW

AAA Method Add x|

Method Name: | TestLogin |
Method: | Authentication v |
Type: | Login b |

Fallback to Local:

Available Servers Assigned Servers
RadiusServerGroup
radius T
| >
| <

ml Cancel |

8. Click OK.

Enable AAA Model :

Submit

Servers/Server Groups AAA Interface
AAA Method Configuration
o add S Edit I Delete

Name Method Type Server Groups

O default Authentication local
O testlogin Authentication RadiusServerGroup, NewTacacsServer, local
O DMAuthTest Authentication TacacsServerGroup, NewTacacsServer, local
O AuthTestl Authorization TacacsServerGroup, radius
O AuthTest2 Authorization TacacsServerGroup, tacacs+, local
O AddAuth Authorization MNewTacacsServer, TestTacacsServer, local
O AuthTestl Authorization TacacsServerGroup, NewTacacsServer, local
| acctest? Accounting RadiusServerGroup, tacacs+, NewTacacsServer!
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Table 30 - AAA Method Add Authentication Configuration Fields

Field Description
Method Name The name of the AAA method.

The AAA Method options dynamically change Type options:

- Authentication - identifies user based on username and password (login)
Method e -

» Authorization - allows access based on user identity

« Accounting - Exec Commands, Exec(Shell), and System options are supported
Type « Login - authentication uses the local username database.

Fallback to Local

Specifies the use of the local database for authentication if all configured

methods fail.

Available Servers

Servers available for assignment to the group.

Assigned Servers

List of assigned servers.

Add Authorization Methods

This section covers the two types of authorization methods: Exec(Shell)
and Exec Commands.

Exec(Shell)

Exec(Shell) runs authorization to determine if the user is allowed to run an

EXEC shell.

Add an Exec(Shell) autharization method

Click Add.

Enter the name of the AAA method.
Choose Authorization from the Method pull-down menu.

N R wop o

Choose Exec(Shell) from the Type pull-down menu.
Check Fallback to Local.

Choose from the available servers in the left column and use the arrows

to assign the server to the group.

7. Click OK.

AAA Method Add

Method Name : | TestAuthorization
Method : [(Authorization -]
Type [Execishel) <]

Fallback to Local : ]

Available Sarvers Assigned Servers
I RadiusServerGroup | I TacacsServerGroup
| NewTacacsServer o] |Iecacs+
| TestTacacsServer
| radius =
|
m Cancel
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Table 31 - Exec(Shell) Authorization Configuration Fields

Field Description

Method Name The name of the AAA method.

The AAA Method options dynamically change Type options:
« Authentication - identifies user based on username and
password (login)

Method « Authorization - allows access based on user identity
« Accounting - Exec Commands, Exec(Shell), and System options
are supported
« Exec(Shell) - determines if a user is allowed to run an EXEC shell
Type « Exec Commands - determines if a user can execute a command in place
of the current shell
Specifies the use of the local database for authentication if all configured
Fallback to Local methods fail.
Available Servers Servers available for assignment to the group.
Assigned Servers List of assigned servers.

Exec Commands

Exec Commands runs authorization for all commands at the specified
privilege level. Valid privilege-level entries are integers o...15. Device Manager
supports only read-only (level 5) and admin (level 15) privileges. Therefore,
methods to be applied to Device Manager must be configured with 5 and 15.

Add an Exec Commands Autharization Method.

Click Add.

Enter the name of the AAA method.

Choose Authorization from the Method pull-down menu.
Choose Exec Commands from the Type pull-down menu.
Enter the number of the privilege level.

Check Fallback to Local.

Choose from the available servers in the left column and use the arrows
to assign the server to the group.

N AR WD
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8. Click OK

AAA Method Add x
Method Name: | TestAuthorization

Method: | Authorization v |

Type: | Exec Commands  ~ |

Privilege Level: (Range : 0 - 15/ DM : 5 & 15 is only supported)

Fallback to Local: []

Available Servers Assigned Servers

m | Cancel

Table 32 - Exec Commands Authorization Fields

Field Description
Method Name The name of the AAA method.
The AAA Method options dynamically change Type options:
« Authentication - identifies user, based on username and password (login)
Method e o
» Authorization - allows access based on user identity
« Accounting - Exec Commands, Exec(Shell), and System options are supported
« Exec(Shell) - determines if a user is allowed to run an EXEC shell
Tyoe « Exec Commands - determines if a user can execute a command in place of the
yp current shell
« System - accounts for all system-level events
Privilege Level Specifies Privilege Level
Fallback to Local Specifies the use of the local database for authentication if all configured methods fail.
Available Servers Servers available for assignment to the group.
Assigned Servers List of assigned servers.

IMPORTANT  The DM interface supports Admin and read-only privileges only.
Therefore, the method lists for Authorization and Accounting are shown
with Exec Commands with privilege levels 5 and 10 only.
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Add Accounting Methods

This section covers the four types of accounting methods.

IMPORTANT  The DM interface supports Admin and read-only privileges only.
Therefore, the method lists for Authorization and Accounting are shown
with Exec Commands with privilege levels 5 and 10 only.

Exec(Shell)
Exec Shell runs accounting for the EXEC shell session.

Add an Exec(Shell) Accounting Method

Click Add.

Enter the name of the AAA method.

Choose Accounting from the Method pull-down menu.
Choose Exec(Shell) from the Type pull-down menu.

Choose start-stop from the Accounting Type pull-down menu.

Choose from the available servers in the left column and use the arrows
to assign the server to the group.

7. Click OK

ST S

AAA Method Add X
Method Name: | TestAccounting

Method: | Accounting '|

Type: | Exec(Shell) v|

Accounting Type: | start-stop ~

Available Servers Assigned Servers
tacacs+
radius

m | Cancel
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Table 33 - Accounting Exec(Shell) Fields

Field

Description

Method Name

The name of the AAA method.

Method

The AAA Method options dynamically change Type options:

« Authentication - identifies user, based on username and password (login)

« Authorization - allows access based on user identity

« Accounting - Exec Commands, Exec(Shell), and System options are supported

Type

« Exec(Shell) - determines if a user is allowed to run an EXEC shell

« Exec Commands - determines if a user can execute a command in place of the
current shell

« System - accounts for all system-level events

Accounting Type

« Start-stop - sends the accounting record as soon as a session begins
« Stop-only - sends the accounting record only when the session ends
« None - no authentication check is performed

Available Servers

Servers available for assignment to the group.

Assigned Servers

List of assigned servers.

Exec Commands

This section covers two accounting types of Exec Commands, which run

accounting for all commands at the specified privilege level. Valid privilege

level entries are integers o...15. Device Manager supports only read-only (level
5) and admin (level 15) privileges. Therefore, methods applied to Device
Manager must be configured with 5 and 15.

Accounting Exec Commands Stop-only

Accounting type stop-only sends a stop accounting record for all cases
including authentication failures.

Add an Exec Commands Stop-only Accounting Method

N oA wd e

Click Add.

Enter the name of the AAA method.

Choose Accounting from the Method pull-down menu.
Choose Exec Commands from the Type pull-down menu.
Enter the number of the privilege level.

Choose stop-only from the Accounting Type pull-down menu.
Choose from the available servers in the left column and use the arrows

to assign the server to the group.
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8. Click OK
AAA Method Add

Method Name:

Method:

Type:

Privilege Level:

| TestAccounting

| Accounting

M |

| Exec Commands

M |

(Range : 0 - 15/ DM : 5 & 15 is only supported)

Accounting Type: | stop-only ~

Available Servers

Assigned Servers

m | Cancel

Table 34 - Accounting Exec Commands Stop-only Fields

Field

Description

Method Name

The name of the AAA method.

Method

The AAA Method options dynamically change Type options:
Authentication - identifies user, based on username and
password (login)

Authorization - allows access based on user identity
Accounting - Exec Commands, Exec(Shell), and System
options are supported

Type

Exec Commands - determines if a user can execute a
command in place of the current shell

Exec(Shell) - determines if a user is allowed to run an EXEC
shell

System - accounts for all system-level events

Privilege Level

Specifies Privilege Level

Accounting Type

« Start-stop - sends the accounting record as soon as a
session begins

« Stop-only - sends the accounting record only when the
session ends

« None - no authentication check is performed

Available Servers

Servers available for assignment to the group.

Assigned Servers

List of assigned servers.

Accounting Exec Commands none
Add an Exec Commands None Accounting Method:

R N

Click Add.

Enter the name of the AAA method.

Choose Accounting from the Method pull-down menu.
Choose Exec Commands from the Type pull-down menu.
Enter the number of the privilege level.

Choose none from the Accounting Type pull-down menu.
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7. Click OK

AAA Method Add %
Method Name: ‘ TestAccounting|

Method: | Accounting v |

Type: | Exec Commands v |

Privilege Level: (Range : 0 - 15/ DM : 5 & 15 is only supported)

Accounting Type:

Available Servers Assigned Servers

tacacs+

| Cancel

Table 35 - Accounting Exec Commands None Fields

Field

Description

Method Name

The name of the AAA method.

Method

The AAA Method options dynamically change Type options:

« Authentication - identifies user based on username and password (login)

« Authorization - allows access based on user identity

« Accounting - Exec Commands, Exec(Shell), and System options are supported

Type

« Exec Commands - determines if a user can execute a command in place of the current
shell

« Exec(Shell) - determines if a user is allowed to run an EXEC shell

« System - accounts for all system-level events

Privilege Level

Specifies Privilege Level

Accounting Type

« Start-stop - sends the accounting record as soon as a session begins
« Stop-only - sends the accounting record only when the session ends
« None - no authentication check is performed

Available Servers

Servers available for assignment to the group.

Assigned Servers

List of assigned servers.

System

System performs accounting for all system-level events that are not associated
with users, such as reloads.

Accounting Type System start-stop

Accounting type System start-stop sends a system-level accounting record as

soon as a session begins.
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Add an Exec Commands Start-stop Accounting Method
1. Click Add.
2. Choose Accounting from the Method pull-down menu.
3. Choose System from the Type pull-down menu.
4. Choose start-stop from the Accounting Type pull-down menu.
5

Click OK
AAA Method Add x
Method Name: default
Method: | Accounting v |
Type: | System v |
Accounting Type: | start-stop ~
Available Servers Assigned Servers
RadiusServerGroup
radius

m | Cancel

Table 36 - Accounting System Fields

Field Description
Method Name Field is not editable and auto-populated with default.
The AAA Method options dynamically change Type options:
« Authentication - identifies user based on username and password (login)
Method . B
« Authorization - allows access based on user identity
« Accounting - Exec Commands, Exec(Shell), and System options are supported
« Exec Commands - determines if a user can execute a command in place of the
T current shell
ype « Exec(Shell) - determines if a user is allowed to run an EXEC shell
« System - accounts for all system-level events
Accounting Tvpe « Start-stop - sends the accounting record as soon as a session begins
97yp « None - no authentication check is performed
Available Servers Use the arrows to move servers to and from the list of available servers.
Assigned Servers Use the arrows to move servers to and from the list of assigned servers.

EXAMPLE: Accounting Type System none

Accounting type System none does not perform an authentication check.
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Add a System None Accounting Method:

Click Add.
Choose Accounting from the Method pull-down menu.

Choose none from the Accounting Type pull-down menu.

1
2
3. Choose System from the Type pull-down menu.
4
5. Click OK.

Edit AAA Methods

Aside from server assignments, only the Fallback to Local checkbox can be
edited on the AAA Method Add authentication and authorization dialog boxes.
The accounting dialog box does not have the Fallback to Local checkbox. All
other fields are not editable on any of the AAA Method Add dialog boxes.

O TACACS+ or RADIUS servers must be configured to edit a AAA method.

AAA Interface

Use the AAA Interface tab to associate the method lists created on the AAA
Methods tab to the interfaces (Console, VTY[SSH/Telnet], and DM). The
method lists created on the AAA Interface tab are available in the
Authentication pull-down menu.

To associate each interface with a method, use the following steps.

1. Choose the Authentication method from the pull-down menu.
2. Check the method name of the Authorization method.
3. Check the name of the Accounting method.

- Device Manager supports only read-only (levels) and admin (level 15)
privileges. Therefore, only methods that are configured with 5 and 15
are available for the DM interface.

- Only Accounting methods configured with Exec Commands are
available for the DM interface configuration.

IMPORTANT  Any change to Authentication and Authorization of the DM interface
results in a redirect to the DM login page.

4. Click Submit.

Enable ARA Model : |¥]

Servers/Server Groups AAA Mathods
Authentication Authorization Accounting
| MuthTest2 ] acctest?
T AuithTest ] Acctbest
Corsale DMAuthTest =
L ¥ AuthCommand_S AccountingCormem_15
[ musthTests
thTest2 ¥ acctest?
T ¥ pusthTestSerol Accttest
VTY(SSHTelnet) : MNane el : i
3 L ] muthCommand_s & AccountingComm_15
B muthTestl
O muthTest2 [& Accttest
AuthTestScroll AccountingComm_15

oM : I =
e | AuthCommand_S

Submit
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Access Control Lists (ACLs)

Table 37 - AAA Interface Fields

Field Descriptions

Authentication Choose the Authentication method from the pull-down menu.
Authorization Check the method name of the Authorization method.
Accounting Check the name of the Accounting method.

ACLs, also called access lists, filter traffic as it passes through the switch. ACLs
permit or deny packets as they cross specified interfaces or VLANs. You
configure ACLs on switches with Layer 2 or Layer 3 firmware to provide basic
security for your network. If you do not configure ACLs, all packets that pass
through the switch can be allowed onto all parts of the network. You can use
ACLs to control which hosts can access different parts of a network, or to
decide which types of traffic are forwarded or blocked at router interfaces.

An ACL contains an ordered list of access control entries (ACEs). Each ACE
specifies whether to permit or deny packets. An ACE also specifies a set of
conditions a packet must satisfy to match the ACE. The meaning of permit or
deny depends on the context in which the ACL is used.

When a packet is received on a port, the switch compares the fields in the
packet against any ACLs applied to the port. Based on the criteria in the ACL,
the switch determines whether the packet has the required conditions to be
forwarded. One by one, it tests packets against the conditions in an ACL. The
first match decides whether the switch accepts or rejects the packets. Because
the switch stops testing after the first match, the order of conditions in the list
is critical. If no conditions match, the switch rejects the packet. If there are no
restrictions, the switch forwards the packet. Otherwise, the switch drops the
packet.
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Configure ACLs via Device Manager

The ACL page shows the standard and extended ACLs defined on the switch.

Once you add an ACL to the ACL List tab, you can apply it to a port and specify
a direction on the Apply ACL tab.

To configure an ACL, from the Configure menu, choose ACL.

Q@ secuity | ACL

Apply ACL
Selected 0 | Total 3
J Edt  Mpelete f Impot f Export
ACL Name/Number Description Type Interface/Direction Number of Statements
O 10 Standard IP 3
O Alrraffic Standard IP 1
O DpenyTraffic Standard IP 1
Create an ACL
1. From the ACL page, click the ACL List tab.
2. Click Add and complete the fields in the header area.
ADD/EDIT ACL
ACL Type (®) standard O Extended
ACL Name | | ACL Number
v Implicit Deny
[] Log
&= Add Delate Move to
Permit | Source Type | Source Address | Source Wildcard
1 O | Host '| |
[‘Seve [ Cancal |
Field Description
Click Standard or Extended:
ACL Type - Standard (default)—Uses source addresses.
« Extended—Uses source and destination addresses and optional protocol type information.
Type an alphanumeric name to identify the ACL.
ACL Name Named access lists are more convenient than numbered access lists. You can specify a meaningful name that is easier to remember and
associate with a task. You can reorder statements in or add statements to a named access list.
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Field

Description

ACL Number

The number of the ACL, which shows the type of access list:
+ 1..99—IP standard access list.

+ 100...199—IP extended access list.

« 1300...1999—IP standard access list (expanded range).

« 2000...2699—IP extended access list (expanded range).

Implicit Deny

(Not editable). By default, all ACLs have an implicit deny statement at the end. If a packet does not match any of the criteria that are
specified in the ACL, it is denied.

Log

Check Log to enable informational logging messages about packets that are permitted or denied by an ACL to be sent to the system log.
To view the system log, from the Monitor menu, choose Syslog.

3. To define the ACL entry, click Add in the table area, and then complete
the fields.

Field

Description

Permit

To permit traffic, check the checkbox.
To deny traffic, clear the checkbox.
An access list must contain at least one permit statement or all packets are denied entry into the network.

Protocol

(Extended ACL only). Type the following:

« The name or number of an IP protocol (AHP, EIGRP, ESP, GRE, ICMP, IGMP, IGRP, IP, IPINIP, NOS, OSPF, PCP, PIM, TCP, or UDP)
or

« Aninteger in the range of 0...255 representing an IP protocol number

To match any Internet Protocol, including ICMP, TCP, and UDP, type IP.

Source Type

Choose the source from which the packet is sent:
« Host

« Any

« Network

Source Address

Type the address of the netwark or host from which the packet is sent.

Source Wildcard

Type an ACL mask for the source.

Source Operator

(Extended ACL only). To compare the source, choose an operator from the pull-down menu.

(Extended ACL only). Type the source port number to compare.

Source Port Valid values: 0...65535
(Extended ACL only). Choose the type of the destination to which the packet is sent:
Destination Type - Host
o Any
« Network
Dest Address (Extended ACL only). Type the network or host number to which the packet is sent.
Dest Wildcard (Extended ACL only). Type an ACL mask for the destination.
Dest Operator (Extended ACL only). To compare the destination, choose an operator from the pull-down menu.
Dest Port (Extended ACL only). Type the destination port number to compare.
Valid values: 0...65535
Click Save.
5. Repeat Steps 3 and 4 to create as many conditions as needed.
6. To order the conditions in the list, use the Move buttons zzueew « & 4 |-
IMPORTANT  The order of the conditions is critical to whether a packet is
forwarded. The first condition in the list that matches a
packet allows the packet to be forwarded. After the first
match, the switch stops testing.
7. Click Submit.
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Apply an ACL to a Port

You can apply inbound and outbound ACLs to ports:

« Inbound ACLs can be applied to any port.

« Outbound ACLs can be applied to only routed ports or ports that are
assigned to an Access VLAN. You can configure these port settings in the
Administrative Mode field on the Edit Physical Port page. For more
information about port setting configuration, see page 52.

Edit Physical Port b4
Port Name Fal/l =

Description | | (Range: 1-200 Characters)
Administrative Enable

Speed CAuto v

Duplex Auto Ad

Auto MDIX Enable

Media Type -

Routed

Administrative Mode

No IP Address () Static ) DHCP

IP Assignment Mode

1. From the ACL page, click the Apply ACL tab.

Q@ secuity | ACL
Port Name Inbound ACL Outbound ACL
| | | None M None d
Fal/2 None Save | Cancel
Fal/3 None None
Fal/4 Nong None
Fal/s None None
Falfe None None
Fal/7 None None
Falfs None None
Fal/9 None None
Fa1/10 None None

2. Click the row for a port name.

3. Inthe Inbound ACL column, choose the ACL from the list of
configured ACLs.

4. Inthe Outbound ACL column, choose ACL from the list of
configured ACLs.

5. Click Save.
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Alarms

Alarms vary by switch model.

Switch

Alarm Description

Stratix 5400 switch

You can connect two alarm inputs from external devices to the switch, such as a door or temperature gauge, to the alarm input port
on the front panel of the switch.

An over- or under-temperature alarm, or a port not forwarding condition automatically triggers the default output. You can configure
the output alarm relay as either normally energized or de-energized.

Stratix 5410 switch

The switch provides the following external alarms:

« Four alarm inputs to sense whether the alarm setting is open or closed. The alarm input is a dry-contact alarm port. You can
connect up to four alarm inputs from devices, such as a door, a temperature gauge, or a fire alarm to the alarm port. An alarm
generates a system message and turns on an alarm status indicator.

« One alarm output that you can configure as a minor or major alarm. Output alarms often control an external alarm, such as a bell
or a light. To connect an external alarm device to the relay, you connect two relay contact wires to complete the electrical circuit.

The front panel alarm port uses an RJ45 connector.

Stratix 5700 switch

You can connect two alarm inputs from external devices to the switch, such as a door or temperature gauge, to the alarm input port
on the front panel of the switch.

An over- or under-temperature alarm or a port not forwarding condition automatically triggers the default output. You can configure
the output alarm relay as either normally energized or de-energized.

ArmorStratix 5700 switch

The switch provides the following external alarms:

« One input alarm relay circuit to sense whether the alarm input is open or closed relative to the alarm input reference pin.

« One output alarm relay circuit with one Form C (single-pole, double-throw) relay with one normally open (N.0.) and one normally
closed (N.C.) contact. You can configure the output alarm as either normally energized or normally de-energized.

Stratix 8000/8300 switch

The switches provide the following on the front panel:
« Major alarm relay—When closed, the major alarm relay indicates a dual-mode power supply or primary temperature alarm.
« Minor alarm relay—When closed, the minor alarm relay indicates these alarm states:

- Link fault

- Port not forwarding

- Port not operating

- Frame Check Sequence (FCS) bit error rate

Configure Alarms via Device Manager

The switch software monitors conditions on a per port or a global basis. If a
condition does not match its parameters, the switch triggers an alarm or
system message. By default, the switch sends the system messages to the
Syslog. You can configure the switch to send SNMP traps to an SNMP server.
You can also configure the switch to trigger an external alarm device by using
the two independent alarm relays.

Alarm Relay Settings
You can configure the switch to trigger an external alarm device. The switch
software is configured to detect faults that are used to energize the relay coil

and change the state on both of the relay contacts. Normally open contacts
close and normally closed contacts open.
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To configure alarm relay settings, from the Configure menu, choose
Alarm Settings.

On the Alarm Relay Setup tab, click one of these options for each type of
alarm relay:

« Normally Opened—The normal condition is that no current flows
through the contact. The alarm is generated when current flows.

« Normally Closed—The normal condition has current that flows through
the contact. The alarm is generated when the current stops flowing.

c Alarms | Alarm Settings

Output Relay ) Mormaly Opened @ Normally Closed
Input Relayl ) Mormaly Opened @ Normally Closed
Input Relay2 ) Normaly Opened @ Normally Closed
[ submit |
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Global Alarms

From the Configure menu, choose Alarm Settings, and click the Global tab.

o Alarms | Alarm Settings

Alarm Relay Setup Port

FCS Hystersis(1-10) [ 10

[ submit |
Alarm Name DM Alarms SNMP Trap HW Relay Syslog Thresholds{MAX) in °C Thresholds{MIN) in =C
Dual Power Supply &} (& = NA NA
Temperature-Primary a5 -20
Temperature-Secondary ] ] [l O
License-File-Corrupt NA NA
Input-Alarm 1 =] [} NA NA
Input-Alarm 2 (& = NA NA
Table 38 - Global Tab Fields
Field Description
The frame check sequence (FCS) error hysteresis threshold determines when an alarm condition is cleared. This value is expressed as a
FCS Hysteresis (1-10) percentage of fluctuation from the FCS bit error rate. The default global setting is 10 percent.
y You can adjust the percentage to help prevent toggling the alarm condition when the FCS bit error rate fluctuates near the configured bit
error rate. Valid percentages for global settings are 1...10. Also, this setting can be configured on an individual port by clicking the Port tab.
These types of alarms can be enabled or disabled on a global level:
« Dual Power Supply—The switch monitors DC power supply levels. If the system is configured to operate in a dual power mode, an alarm
is triggered if a power supply fails or is missing. The alarm is automatically cleared when the power supplies are present or working.
You can configure the power supply alarm to be connected to the hardware relays.
Narm N « Temperature-Primary—An alarm is triggered when the system temperature is higher or lower than the configured thresholds. By
arm Name default, the primary temperature alarm is associated with the major relay.
« Temperature-Secondary— An alarm is triggered when the system temperature is higher or lower than the configured thresholds.
« License-File-Corrupt—An alarm is triggered when the license file is corrupt.
« Input-Alarm 1—An alarm is triggered based on an external input alarm.
« Input-Alarm 2—An alarm is triggered based on an external input alarm.
DM Alarms Alarm information appears on the dashboard of Device Manager.
SNMP Trap Alarm traps are sent to an SNMP server, if SNMP is enabled on the Configure > Security > SNMP page.
HW Relay If the alarm relay is triggered, the switch sends a fault signal to a connected external alarm device, such as a bell or light.
Syslog Alarm traps are recorded in the syslog. You can view the syslog on the Monitor > Syslog page.

Thresholds (MAX) in °C

The maximum temperature threshold for the corresponding Temperature-Primary or Temperature-Secondary alarm, if enabled.

Thresholds (MIN) in °C

The minimum temperature threshold for the corresponding Temperature-Primary or Temperature-Secondary alarm, if enabled.
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Port Alarms

From the Configure menu, choose Alarm Settings, and click the Port tab.

o Alarms | Alarm Settings

Alarm Relay Setup Global

Port Name Alarm Profile FCS Threshold(6-11)
Falf1 defaultPort 8
Fa1/2 defaultPort 8
Fal/3 defaultPort 8
Fal/4 defaultPort 8
Falfs defaultPort 8
Falfe defaultPort 8
Falf7 defaultPort 8

For each port, choose an Alarm Profile and set the FCS threshold. The frame
check sequence (FCS) error hysteresis threshold is expressed as a percentage of
fluctuation from the FCS bit error rate. The default port setting is 8 percent.
You can adjust the percentage to help prevent toggling the alarm condition
when the FCS bit error rate fluctuates near the configured bit error rate. Valid
percentages for port settings are 6...11.

Alarm Profiles

You can use alarm profiles to apply a group of alarm settings to multiple
interfaces. These alarm profiles are created for you:

« defaultPort
« ab-alarm (created during Express Setup)

From the Configure menu, choose Alarm Profiles.

o Alarms | Alarm Profiles

Profiles
Add X Delete

[ Profile Name
O defaultPort

On the Add/Edit Profile Instance page, you can configure the alarms and
actions for an alarm profile.
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ADD [ Edit Profile Instance i
Name :| |

Alarm Name DM Alarms SNMP Trap HW Relay Syslog

Link Fault O = [ [}

Port Mot Forwarding [ [} [l ]

Port Not Operating [ = =l (]

Fcs Bit Error Rate ] | = [

Csuomic 2R

Table 39 - Add/Edit Profile Instance Fields

Field Description
Name A unique name for the alarm profile.
The alarm profile can include these alarms:
« Link Fault—The switch generates a Link Fault alarm when problems with the physical layer of a
port cause unreliable data transmission. A typical Link Fault condition is loss of signal or clock.
The Link Fault alarm is cleared automatically when the condition is cleared.
« Port Not Forwarding—The switch generates a Port Not Forwarding alarm when a port is not
forwarding packets. This alarm is cleared automatically when the port begins to forward
Alarm Name packets
« Port Not Operating—The switch generates a Port Not Operating alarm when a port fails during
the startup self-test. When triggered, the Port Not Operating alarm is only cleared when the
switch is restarted and the port is operational.
« Fcs Bit Error Rate—The switch generates an FCS Bit Error Rate alarm when the actual FCS bit
error-rate is close to the configured rate.
DM Alarms Marm information appears on the dashboard of Device Manager.
SNMP Trap Alarm traps are sent to an SNMP server, if SNMP is enabled on the Configure > Security > SNMP
page.
HW Rela If the alarm relay is triggered, the switch sends a fault signal to a connected external alarm
y device, such as a bell or light.
Syslog Alarm traps are recorded in the Syslog. You can view the Syslog on the

Monitor > Syslog page.
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CIP Sync Time
Synchronization
(Precision Time Protocol)

CIP Sync™ time synchronization refers to the IEEE 1588 standard for Precision
Time Protocol (PTP). The protocol enables precise synchronization of clocks in
measurement and control systems. Clocks are synchronized with nanosecond
accuracy over the EtherNet/IP™ communication network. PTP enables systems
that include clocks of various precisions, resolution, and stability to
synchronize. PTP generates a master-slave relationship among the clocks in
the system. All clocks ultimately derive their time from a clock that is selected
as the Grandmaster clock.

By default, PTP is disabled on all Fast Ethernet and Gigabit Ethernet ports. You
can enable or disable PTP on a per-port basis. For a list of switches that support

PTP, see page 16.

To configure PTP, you choose one of these clock modes:
« Boundary
« Endto End Transparent
« Peer to Peer Transparent
« Forward
« NTP-PTP Clock

IMPORTANT  In a PRP system, each switch that is configured as a RedBox must be
in Boundary mode. Each infrastructure switch in LAN A and LAN B
must be in End to End Transparent mode.

For more information about these modes, refer to the Converged Plantwide
Ethernet Design and Implementation Guide, publication ENET-TDoo1.

IEEE 1588 Power Profile

The IEEE 1588 Power Profile feature is available only on the Stratix 5400 and
5410 switches.

The IEEE 1588 Power Profile defines specific or allowed values for PTP
networks used in utility applications. The defined values include the optimum
physical layer, higher-level protocol for PTP messages, and the preferred best
master clock algorithm. The Power Profile values ensure consistent and
reliable network time distribution in utility applications.

The switch is optimized for PTP as follows:

« Hardware—the switch uses field-programmable gate array (FPGA)
and the physical layer of the OSI model (PHY) for the PTP function.
The PHY time stamps the Fast Ethernet and Gigabit Ethernet ports.

« Software—in Power Profile mode, the switch uses the configuration
values defined in the IEEE 1588 Power Profile standard.

The following table lists the configuration values defined in IEEE 1588 Power
Profile and the values that the switch uses for each PTP profile mode.
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Table 40 - Configuration Values for the IEEE PTP Power Profile and Switch Modes

PTP Field Power Profile Value Switch Configuration Value
Power Profile Mode Default Profile Mode
Ethernet 802.3 with Ethertype OX88F7. PTP Access Ports—Untagged Layer 2 packets.
Message messages are sent as 802.10 tagged Ethernet | Trunk Ports—802.10 tagged Layer 2 packets |Layer 3 packets. By default, 802.10 tagging
Transmission frames with a default VLAN 0 and 0 and with native VLAN on the port and default is disabled.

default priority 4.

priority value of 4.

MAC address—Non-
peer delay messages

01-1B-13-00-00-00

01-1B-13-00-00-00

01-1B-19-00-00-00

MAC address—Peer
delay messages

01-80-C2-00-00-0E

01-80-C2-00-00-0E

Not applicable to this mode.

Domain number

0

0

0

iy [ vpnoos [Pl stk g e Ex 1t prsaren ks g e el
BMCA Enabled Enabled Enabled

Clock type Two-step clocks are supported Two-step Two-step

Time scale Epoch Epach Epoch

Grandmaster ID and
local time
determination

PTP-specific TLV (type, length, value) to
indicate Grandmaster ID

PTP-specific TLV to indicate Grandmaster 1D

PTP-specific TLV to indicate Grandmaster 1D

Time accuracy over
network hops

Over 16 hops, slave device synchronization
accuracy is within 1 ps.

Over 16 hops, slave device synchronization
accuracy is within 1ps.

Not applicable in this mode.

(1)  Epoch = Elapsed time since epoch start.

9%

Boundary Mode

In Boundary mode, the switch participates in the selection of the best master
clock. If the switch does not detect a better clock, the switch becomes the
Grandmaster clock on the network and the parent clock to all connected
devices. If the best master is determined to be a clock that is connected to the
switch, the switch synchronizes as a child to that clock, and then acts as a
parent clock to devices connected to other ports.

After initial synchronization, the switch and the connected devices exchange
timing messages to correct time skew that is caused by clock offsets and
network delays. This mode can reduce the effects of latency fluctuations.
Because jitter and errors can accumulate in cascaded topologies, choose this
mode only for networks with fewer than four layers of cascaded devices.

The clock selection process is determined in part by the relative priority of the
switches in the network. You can define the priorities of switches in the

Priority 1 and Priority 2 fields in either Device Manager or the Logix Designer
application.

In Boundary mode, one or more switch ports can be PTP-enabled.
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O network | PTP

DSCP Values for PTP

This feature allows for the configuration of Differentiated Services Code Point
(DSCP) values for PTP packets through the CLI. The change in DSCP value is
kept in sync with changes made through CIP. These changes are allowed only
when the device is in the Boundary clock or ntp-ptp clock mode and
configured in the Default Profile.

DSCP values are used for QoS configuration to prioritize IP packets as they
pass through the network. The default values are 59 for PTP Event messages,
and 47 for PTP General messages. The DSCP value is placed in the TOS field of

the IP header.

Figure 1- DSCP Configuration Screen

Profile Default | ~

Mode GMC-BC Clock | =

Priorityl [128 |
Priority2 [128 |

DSCP Value for Event Message | 59

DSCP Value for General Message | 47

TTL Value [1
Clock Identity: 0xF4:54:33:FF:FE:57:EC:0
Offset Fram Master(ns): 1]

;I Submit

Table 41 - DSCP Values for PTP

| (Default value is 59, Range: 0 - 63)
| (Default value is 47, Range: 0 - 63)

| (Default value is 1, Range: 1 - 255)

Message Description Timestamp |Range

DSCP Value for Event Message DSCP messages are used for 00S Yes 0...63 (Default 59)
configuration to prioritize the PTP packets

DSCP Value for General Message J p P No 0...63 (Default 47)

as they pass through the network.

End to End Transparent Mode

IMPORTANT  End to End Transparent mode does not work with redundant

gateways in a Device Level Ring (DLR) topology. For more information
about redundant gateways, see page 100.

In End to End Transparent mode, the switch transparently synchronizes all
clocks with the master clock that is connected to it. All ports are enabled by
default. This device corrects the delay that is incurred by every packet that
passes through it (referred to as residence time). This mode causes less jitter
and error accumulation than Boundary mode.

In End to End Transparent mode, all switch ports are PTP-enabled by default.
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Peer to Peer Transparent Mode

In Peer to Peer Transparent mode, the switch acts as a transparent clock to
improve synchronization between the master and slave clocks. The
transparent clock measures the time that the packet spends passing through
the switch and adjusts for packet delay caused by varying queuing delays as the
packets pass through the switch.

Forward Mode

In Forward mode, the switch passes PTP packets as normal multicast traffic.
All switch ports are PTP-enabled by default. Forward mode is the default mode.

NTP-PTP Clock Mode

NTP-PTP Clock mode is available in Stratix 5400 and 5410 switches. In NTP-
PTP Clock mode, the switch functions as the Grandmaster clock and
boundary clock:

« As Grandmaster, it uses PTP while deriving the time source from
Network Time Protocol (NTP).

« If configured as a secondary Grandmaster, the switch functions as a
boundary clock to forward time, helping to maintain that all devices on
the PTP network remain synchronized in a failover scenario.

IMPORTANT  When changing PTP timing message settings, remember that the
system does not operate properly unless all devices in the system
have the same values.

NTP-PTP Clock mode enables tightly controlled PTP zones, such as motion
applications, to maintain time relative to other devices outside the PTP zone
that use NTP. In this scenario, NTP-PTP clock time is beneficial for logging
and event tracking.

Before you configure a switch to use NTP-PTP clock mode, do the following:

« Configure NTP as described on page 199. While NTP-PTP Clock mode
requires only one NTP time source, as a best practice, we recommend
that you configure two or more NTP time sources.

« Make sure that the NTP clock is stable.

« Know the priority settings that are assigned to other PTP devices, so that
you can configure the switch as the Grandmaster.
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Configure Time Synchronization via Device Manager

1.

From the Configure menu, choose PTP.

2. To configure your profile, choose either Default for the CIP Sync profile,

or choose Power for the power profile from the Profile pull-down menu.

O network | PTP

Profile Power| = |

Default
Mode Power {ﬁr Transparent | «
| Submit |

3. From the Mode pull-down menu, choose a mode.
The modes and fields that appear vary based on the switch model and
mode setting.
4. Click Submit.
5. To complete the remaining fields, refer to the figure and table that
corresponds to your mode.
Mode Page
Configure Boundary Mode 98
Configure End to End Transparent Mode 100
Configure Peer to Peer Transparent Mode 101
Configure Forward Mode 102
Configure NTP-PTP Clock Mode 103
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Configure Boundary Mode

Figure 2 - Boundary Mode

Profile Default | =

Mode Boundary | =

Priorityl [128 |
Priority2 [128 |

DSCP Value for Event Message | 59

DSCP Value for General Message | 47

TTL Value [1
Clock Identity: 0xF4:54:33:FF:FE:12:F5:0
Offset From Master{ns): 0

Submit |

* PTP Clock Settings
PTP Device Type: Boundary clock

Number of PTP ports: 12

| (Default value is 59, Range: 0 - 63)
| (Default value is 47, Range: 0 - 63)

| (Default value is 1, Range: 1 - 255)

Clock Quality:
Class: 248
Accuracy: Unknown
Offset (log variance): N/A
Steps Removed: 1
Local clock time: 03:49:54 UTC Jan 2 1970

w PTP Time Property

Current UTC offset valid: FALSE
Current UTC offset: 0
Time Source: Internal Oscillator

Time Property Persistence: 300 seconds

« Device Clock Details
Device Time Source: PTP

Device Clock Time: 03:49:54.719 UTC Fri Jan 2 1970

Port Name State Enable GMC-Block = Delay Request Interval = Announce Timeout
Gil/1 FAULTY d 5 3
Gil/2 FAULTY [] 5 3
Gil/3 FAULTY d 5 3
Gil/4 FAULTY 4 5 3
Gil/5 FAULTY d 5 3
Gil/6 FAULTY ] 5 3
Gil/7 FAULTY d 5 3
Gil/8 FAULTY ] 5 3
Gi1/9 SLAVE d 5 3
Gi1/10 FAULTY [] 5 3
Gi1/11 FAULTY d 5 3
Gil/12 FAULTY ] 5 3
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Table 42 - Boundary Mode Fields

Field | Description
PTP Clock Settings
PTP Device Type Displays the PTP clock type of the switch, as determined by the Mode setting.
Number of PTP ports Displays the number of ports that are assigned to the PTP clock.
Displays a summary of the quality of the Grandmaster clock:
. « Class—Time and frequency traceability of the Grandmaster clock.
Clock Quality

« Accuracy—Expected accuracy of the Grandmaster clock when the Best Master Clock algorithm is in use.
« Offset (log variance)— Offset between the local clock and an ideal reference clock.

Steps Remaved

Displays the number of haps from the local clock to the Grandmaster clock.

Local clock time

Displays the time stamp of the local clock.

PTP Time Property

Current UTC offset valid Indicates whether the current Coordinated Universal Time (UTC) offset is valid.
Current UTC offset Displays the offset between the International Atomic Time (TAI) and UTC in seconds.
Time Source Displays the time source that is used by the Grandmaster clock.

Time Property Persistence

Displays the number of seconds that time properties are preserved after a primary Grandmaster clock fails and a secondary Grandmaster
clock takes over.

Device Clock Details

Device Time Source

Displays the time source that is used by the switch.

Device Clock Time

Displays the time on the switch, obtained from the time source.

Per Port Settings

Port Name

Displays the port type and port number:
« Fa—Fast Ethernet

« Gi—Gigabit Ethernet

« Te—10 Gigabit Ethernet

State

Displays the synchronization state of the switch port with the parent or Grandmaster clock:

« Initializing—The switch port is waiting while a parent or Grandmaster clock is selected.

« Listening—The switch port is waiting while a parent or Grandmaster clock is selected.

« Pre-master—The switch port is transitioning to change to Master state.

Master—The switch is acting as a parent clock to the devices connected to that switch port.

Passive—The switch has detected a redundant path to a parent or Grandmaster clock. For example, two different switch ports claim the
same parent or Grandmaster clock. To help prevent a loop in the network, one of the ports changes to Passive state.
Uncalibrated—The switch port cannat synchronize with the parent or Grandmaster clock.

« Slave—The switch port is connected to, and synchronizes with the parent or Grandmaster clock.

Faulty—Either PTP is not operating properly on the switch port or nothing is connected to the port.

« Disabled—PTP is not enabled on the switch port.

Enable

Check the checkbox for each port on which to enable PTP. You can enable one or more switch ports.

By default, PTP is enabled on all Fast Ethernet and Gigabit Ethernet ports.

For Stratix 8000/8300 switches, only the ports on the base switch module are PTP-capable. The switch expansion modules do not support
PTP. When at least one switch port is PTP-enabled, the End to End Transparent mode is selected by default.

GMC-Block

This feature prevents certain interface ports from transitioning to a PTP Slave state to protect from rogue PTP devices on the edge of the
network. The feature provides configuration knobs to mark specific interfaces on the switch. The default configuration on the interface
should not have this feature enabled.

Delay Request Interval

The logarithmic mean interval in seconds
Type the recommended to connected devices to send delay request messages when the switch port is in the master state.
Valid values:

« -1-half second

« 0—1second

« 1-2 seconds

« 24 seconds

« 3-8 seconds

« 4—16 seconds
5—32 seconds

« 6—64 seconds
Default: 5 (32 seconds)

Announce Timeout

Type the number of announce intervals, which are specified as the logarithmic mean in seconds, that must pass without receipt of an
announce message from the parent or Grandmaster clock before the switch selects a new parent or Grandmaster clock.

Valid values: 2..10

Default: 3 (8 seconds)
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Table 42 - Boundary Mode Fields (Continued)

Field

Description

Announce Interval

Type the time interval, which is specified as the logarithmic mean in secands, for sending announce messages.
Valid values:

« 0—1second

« 1-2 seconds

« 2— k4 seconds

« J—8seconds

« 416 seconds

Default: 1(2 seconds)

Sync Interval

Type the time interval, which is specified as the logarithmic mean in seconds, to send synchronization messages.
Valid values:

« -1-half second
« 0—1second

« 1—2seconds
Default: 0 (1 second)

Type the maximum clock offset before PTP attempts to reacquire synchronization.
Valid values: 50...500000000 nanoseconds

Sync Fault Limit Default: 500000 nanoseconds
IMPORTANT: In systems that have tightly controlled networks, we recommend using 5000...10000 nanoseconds for the sync limit. These
networks have a critical need to keep sensitive devices synchronized.

VLAN Id To configure PTP on a VLAN of a trunk port, type the VLAN ID. Only PTP packets in the VLAN you specify are processed. PTP packets from

(Not available on
Stratix 8000/8300 switches)

other VLANs are dropped. You can only enable PTP on one VLAN on a trunk port.
Valid values: 1...4094
The default is the native VLAN of the trunk port.

Profile

Mode

| Submit

PTP Device Type:

Configure End to End Transparent Mode

Figure 3 - End to End Transparent Mode
Default | =

End to End Transparent | »

End to End transparent clock

Number of PTP ports: 12

Local clock time:

03:47:39 UTC Jan 2 1970

Device Time Source: PTP

Device Clock Time:

Port Name
Gil/1
Gil/2
Gil/3
Gil/4
Gil/5
Gil/6
Gil/7
Gil/8
Gil/9
Gil/10
Gilf11
Gilf12

100

03:47:39.306 UTC Fri Jan 2 1970

Enable GMC-Block
O
[ ]
O
[ ]
O
[ ]
O
[ ]
O
[ ]
O
[ ]
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Table 43 - End to End Transparent Mode Fields

Field Description
PTP Device Type Displays the PTP clock type of the switch, as determined by the Mode setting.
Number of PTP ports Displays the number of ports that are assigned to the PTP clock.
Local clock time Displays the time stamp of the local clock.
Device Time Source Displays the time source that is used by the switch.
Device Clock Time Displays the time on the switch, obtained from the time source.
Per Port Settings
Displays the port type and port number:
Port Name « Fa—Fast Ethernet
« Gi—Gigabit Ethernet
« Te—10 Gigabit Ethernet
Check the checkbox for each port on which to enable PTP. You can enable one or more switch ports.
Enable By default, PTP is enabled on all Fast Ethernet and Gigabit Ethernet ports.
For Stratix 8000/8300 switches, only the ports on the base switch module are PTP-capable. The switch expansion modules do not support
PTP. When at least one switch port is PTP-enabled, the End to End Transparent mode is selected by default.
This feature prevents certain interface ports from transitioning to a PTP Slave state to protect from rogue PTP devices on the edge of the
GMC-Block network. The feature provides configuration knobs to mark specific interfaces on the switch. The default configuration on the interface

should not have this feature enabled.

Configure Peer to Peer Transparent Mode

Figure 4 - Peer to Peer Transparent Mode

Mode Peer to Peer Transparent | =
| Submit
PTF Device Type: Peer to Peer transparent clock
Number of PTP ports: 12
Local clock time: 03:56:34 UTC Jan 2 1970
Device Time Source: No time source
Device Clock Time: 03:56:34.717 UTC Fri Jan 2 1970

Port Name Enable GMC-Block

Gil/1 O

Gil/2 O

Gil/3 O

Gil/4 O

Gil/5 O

Gil/6 O

Gilf7 O

Gil/8 O

Gilf9 O

Gilf10 @

Gilf11 O

Gi/12 O
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Table 44 - Peer to Peer Transparent Mode Fields

Field Description

PTP Device Type Displays the PTP clock type of the switch, as determined by the Mode setting.
Number of PTP ports Displays the number of ports that are assigned to the PTP clock.

Local clock time Displays the time stamp of the local clock.

Device Time Source Displays the time source that is used by the switch.

Device Clock Time Displays the time on the switch, obtained from the time source.

Per Port Settings

Displays the port type and port number:
« Fa—Fast Ethernet

« Gi—Gigabit Ethernet

« Te—10 Gigabit Ethernet

Check the checkbox for each port on which to enable PTP. You can enable one or more switch ports.

Enable By default, PTP is enabled on all Fast Ethernet and Gigabit Ethernet ports.

For Stratix 8000/8300 switches, only the ports on the base switch module are PTP-capable. The switch expansion modules do not support
PTP. When at least one switch port is PTP-enabled, the End to End Transparent mode is selected by default.

Port Name

Configure Forward Mode

Figure 5 - Forward Mode

Made | Forward v
| Submit
Device Time Source: user configuration
Device Clock Time: 02:24:48.032 UTC Tue Feb 2 2016
Table 45 - Forward Mode Fields
Field Description
Device Time Source Displays the time source that is used by the switch.
Device Clack Time Displays the time on the switch, obtained from the time source.
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Configure NTP-PTP Clock Mode

Figure 6 - NTP-PTP Clock Mode

NTP-PTP Clock | »
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Priority2 [128
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| (Default value is 59, Range: 0 - 63)
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Table 46 - NTP-PTP Clock Mode Fields

Field | Description
PTP Clock Settings
PTP Device Type Displays the PTP clock type of the switch, as determined by the Mode setting.
Number of PTP ports Displays the number of ports that are assigned to the PTP clock.
Displays a summary of the quality of the Grandmaster clock:
. « Class—Time and frequency traceability of the Grandmaster clock.
Clock Quality

« Accuracy—Expected accuracy of the Grandmaster clock when the Best Master Clock algorithm is in use.
« Offset (log variance)— Offset between the local clock and an ideal reference clock.

Steps Remaved

Displays the number of haps from the local clock to the Grandmaster clock.

Local clock time

Displays the time stamp of the local clock.

PTP Time Property
Current UTC offset valid Indicates whether the current Coordinated Universal Time (UTC) offset is valid.
Current UTC offset Displays the offset between the International Atomic Time (TAI) and UTC in seconds.
Time Source Displays the time source that is used by the Grandmaster clock.
Device Clock Details
Device Time Source Displays the time source that is used by the switch.
Device Clock Time Displays the time on the switch, obtained from the time source.
Per Port Settings
Displays the port type and port number:
Port Name « Fa—Fast Ethernet
« Gi—Gigabit Ethernet
« Te—10 Gigabit Ethernet
Displays the synchronization state on the switch port with the parent or Grandmaster clock:
« Initializing—The switch port is waiting while a parent or Grandmaster clock is selected.
« Listening—The switch port is waiting while a parent or Grandmaster clock is selected.
« Pre-master—The switch port is transitioning to change to Master state.
« Master—The switch is acting as a parent clock to the devices connected to that switch port.
State « Passive—The switch has detected a redundant path to a parent or Grandmaster clock. For example, two different switch ports claim the
same parent or Grandmaster clock. To help prevent a loop in the network, one of the ports changes to Passive state.
« Uncalibrated—The switch port cannot synchronize with the parent or Grandmaster clock.
« Slave—The switch port is connected to and synchronizes with the parent or Grandmaster clock.
« Faulty—Either PTP is not operating properly on that switch port or nothing is connected to the port.
« Disabled—PTP is not enabled on the switch port.
Check the checkbox for each port on which to enable PTP. You can enable one or more switch ports.
Enable By default, PTP is enabled on all Fast Ethernet and Gigabit Ethernet ports.

For Stratix 8000/8300 switches, only the ports on the base switch module are PTP-capable. The switch expansion modules do not support
PTP. When at least one switch port is PTP-enabled, the End to End Transparent mode is selected by default.

Delay Request Interval

Type the recommended to connected devices to send delay request messages when the switch port is in the master state.
Valid values:

« -1-half second

« 0-1second

« 1-2 seconds

o 2—4seconds

« 3-8 seconds

« 4—16 seconds

« 5-32 seconds

« 6—64 seconds
Default: 5 (32 seconds)

Announce Timeout

Type the number of announce intervals, which are specified as the logarithmic mean in seconds, that must pass without receipt of an
announce message from the parent or Grandmaster clock before the switch selects a new parent or Grandmaster clock.

Valid values: 2...10

Default: 3 (8 seconds)

Announce Interval

Type the time interval, which is specified as the logarithmic mean in seconds, for sending announce messages.
Valid values:

« 0-1second

« 1-2 seconds

« 2— 4 seconds

« 3—8seconds

« 4-16 seconds
Default: 1(2 seconds)
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Table 46 - NTP-PTP Clock Mode Fields (Continued)

Field Description

Type the time interval, which is specified as the logarithmic mean in seconds, to send synchronization messages.
Valid values:

« -1-half second

« 0-1second

« 1-2seconds

Default: 0 (1 second)

Type the maximum clock offset in nanoseconds before PTP attempts to reacquire synchronization.

Valid values: 50...500000000 ns

Sync Fault Limit Default: 500000 ns

IMPORTANT: In fully time aware systems, we recommend setting the default value to 10000 ns. In systems with mation applications, we
recommend setting the default value to 5000 ns.

To configure PTP on a VLAN of a trunk port, type the VLAN ID. Only PTP packets in the VLAN you specify are processed. PTP packets from
VLAN Id other VLANs are dropped. You can only enable PTP on one VLAN on a trunk port.

Valid values: 1...4094
The default is the native VLAN of the trunk port.

Sync Interval

Configure Time Synchronization via the Logix Designer Application

To configure time synchronization, follow these steps.

1. Inthe navigation pane, click Time Sync Configuration.
2. From the Clock Type pull-down menu, choose a mode.

The available modes vary based on the switch model.

3. To complete the remaining fields, refer to the figure and table that
corresponds to your mode.

Mode Page
Boundary 105
End to End 107
Forward 107
NTP-PTP Clock 108

Figure 7 - Boundary Mode

odule Properties: ~ .
# | Module Properties: MyEN2T (1783-HMSSTGIEG4CGN 2.001) =
-
- General | Time Sync Configuration a
Connection | 4
- Module Info
Clock T
- Switch Configuration B UEre [Bnundary i
Switch Status . . _
. Port Corfiguration Clock Identity: F4:54:33FF:FE:00:92:680 Grandmaster Selection Priarity 1 128 5
- PoE _
- Smartports and VLANs Grandmaster Selection Priority 2 128 =
Port Security
- Port Status Offset From Master.
-+ DHCF Fools
- DHCP Address Assignment Port Enable State Delay Announce Announce Sync Sync Fault -
Time Sync Configuration Reguest Timeout Interval Interval Limit
- Time Sync Information G!‘U‘W é Listening 5 3 1 0 483222784
- NAT Giliz i Faulty 3 1 0 =
SD Flash Sync Eils V] Faulty 3 1 0
- Save/Restore Gili4 V] Fautty 3 1 0 A
Gills W] Faulty 3 1 0
Gills [l Faulty 3 1 0
GiliT [F| Faulty 3 1 0
Gilig | Faulty 3 1 0
Gil/g [l Faulty 3 1 0
Giro | [ Faulty 3 1 0 -
Refresh Communication Set -
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Table 47 - Boundary Mode

Field

Description

Clock Identity

Displays a unique identifier for the clock.

Grandmaster Selection Priority 1

Type a value to override the default criteria (clock quality, clock class, and so on) for the best master clock selection. A lower value takes
precedence.

Valid values: 0...255

Default: 128

Grandmaster Selection Priority 2

Type a value to use as a tie-breaker between two devices that are otherwise equally matched in the default criteria. For example, you can give a
specific switch priority over other identical switches. A lower value takes precedence.

Valid values: 0...255

Default: 128

Offset from Master

Displays the time offset in nanoseconds between the slave and master clocks.

Port

Displays the port type and port number:
« Fa—Fast Ethernet

« Gi—Gigabit Ethernet

« Te—10 Gigabit Ethernet

Enable

Check the checkbox for each port on which to enable PTP. You can enable one or more switch ports.
By default, PTP is enabled on all Fast Ethernet and Gigabit Ethernet ports.
For Stratix 8000/8300 switches, only the ports on the base switch module are PTP-capable. The switch expansion modules do not support PTP.

State

Displays the synchronization state of the switch port with the parent or Grandmaster clock:

« Initializing—The switch port is waiting while a parent or Grandmaster clock is selected.

« Listening—The switch port is waiting while a parent or Grandmaster clock is selected.

« Pre-master—The switch port is transitioning to change to Master state.

« Master—The switch is acting as a parent clock to the devices connected to that switch port.

« Passive—The switch has detected a redundant path to a parent or Grandmaster clock. For example, two different switch ports claim the same
parent or Grandmaster clock. To help prevent a loop in the network, one of the ports changes to Passive state.
Uncalibrated—The switch port cannat synchronize with the parent or Grandmaster clock.

Slave—The switch port is connected to and synchronizes with the parent or Grandmaster clock.

Faulty—Either PTP is not operating properly on the switch port or nothing is connected to the port.
Disabled—PTP is not enabled on the switch port.

Delay Request

The logarithmic mean interval in seconds.
Type the recommended to connected devices to send delay request messages when the switch port is in the master state.
Valid values:

« -1-half second

« 0—1second

« 1-2 seconds

« 2-4 seconds

« 3-8 seconds

« 416 seconds

» 5-32 seconds

« 6—64 seconds
Default: 5 (32 seconds)

Announce Timeout

Type the number of announce intervals, which are specified as the logarithmic mean in seconds, that must pass without receipt of an announce
message from the parent or Grandmaster clock before the switch selects a new parent or Grandmaster clock.

Valid values: 2...10

Default: 3 (8 seconds)

Announce Interval

Type the time interval, which is specified as the logarithmic mean in seconds, for sending announce messages.
Valid values:

« 0-1second

« 1-2 seconds

« 2— kL seconds

« 3—8seconds

« 4-16 seconds

Default: 1(2 seconds)

Sync Interval

Type the time interval, which is specified as the logarithmic mean in seconds, to send synchronization messages.
Valid values:

« -1—half second

« 0-1second

« 1-2seconds

Default: 0 (1 second)

Type the maximum clock offset before PTP attempts to reacquire synchronization.
Valid values: 50...500000000 nanoseconds

Sync Fault Limit Default: 50000 nanoseconds
IMPORTANT: When changing PTP timing message settings, remember that the system does not operate properly unless all devices in the
system have the same values.
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Figure 8 - End-to-End Transparent Mode

7 Module Properties: MyENZT (1783-HMSBTGSEG4CGN 2.001) ==
Pl
General | Time syncc tion (d
-~ Connection T
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- Switch Status
- Port Configuration
PoE
- Smartports and VLANs
Port Security
- Port Status
-~ DHCP Pools
DHCP Address Assignment Port | Enable |
- Time Sync Configuration - =
- Time Sync Information Gith i
NAT Gilf2 ¥ =
- SD Flash Syne Gns | W
Save/Restore Giitt | 0| 8
G5 | [V
Gillg ]
enm | v
G| | [V
Gillg ]
e | 9] |~
RBifresh Commurication Set &
a v

Table 48 - End to End Transparent Mode Fields

Field Description

Displays the port type and port number:
« Fa—Fast Ethernet

Port « Gi—Gigabit Ethernet

« Te—10 Gigabit Ethernet

Check the checkbox for each port on which to enable PTP. You can enable one or more switch ports.
Enable By default, PTP is enabled on all Fast Ethernet and Gigabit Ethernet ports.

For Stratix 8000/8300 switches, only the ports on the base switch module are PTP-capable. The switch expansion modules do not support
PTP. When at least one switch port is PTP-enabled, the End to End Transparent mode is selected by default.

Figure 9 - Forward Mode

% Madule Properties: MyEN2T (1783-HMSSTGBEGICGN 2.001) [E=R[EER[===

"

- General | Time Sync Ci -ation [

Connection b
plmrsl Clock Type: [Fomward -

- Switch Corfiguration
Switch Status

- Port Configuration

.. PoE

- Smartports and VLANs
Port Security

-~ Port Status

-~ DHCP Pools
DHCP Address Assignment

- Time Sync Configuration

- Time Sync Information

- NAT

5D Flash Sync

-~ Save/Restore

Fiefresh Communication Set -
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Figure 10 - NTP-PTP Mode

7 | Module Properties: MyEM2T (1783-HMSSTGSEGACGN 2.001)
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Table 49 - NTP-PTP Mode Fields

Field

Description

Clock Identity

Displays a unique identifier for the clock.

Type a value to override the default criteria (clock quality, clock class, and so on) for the best master clock selection. A lower value takes

Grandmaster Selection precedence.
Priorityl Valid values: 0...255
Default: 128
Type a value to use as a tie-breaker between two devices that are otherwise equally matched in the default criteria. For example, you can
Grandmaster Selection give a specific switch priority over other identical switches. A lower value takes precedence.
Priority 2 Valid values: 0...255

Default: 128

Qffset from Master

Displays the time offset in nanoseconds between the slave and master clocks.

Port

Displays the port type and port number:
« Fa—Fast Ethernet

« Gi—Gigabit Ethernet

« Te—10 Gigabit Ethernet

Enable

Check the checkbox for each port on which to enable PTP. You can enable one or more switch ports.

By default, PTP is enabled on all Fast Ethernet and Gigabit Ethernet ports.

For Stratix 8000/8300 switches, only the ports on the base switch module are PTP-capable. The switch expansion modules do not support
PTP.

State

Displays the synchronization state on the switch port with the parent or Grandmaster clock:

Initializing—The switch port is waiting while a parent or Grandmaster clock is selected.

Listening—The switch port is waiting while a parent or Grandmaster clock is selected.

Pre-master—The switch port is transitioning to change to Master state.

Master—The switch is acting as a parent clock to the devices connected to that switch port.

Passive—The switch has detected a redundant path to a parent or Grandmaster clock. For example, two different switch ports claim the
same parent or Grandmaster clock. To help prevent a loop in the network, one of the ports changes to Passive state.
Uncalibrated—The switch port cannat synchronize with the parent or Grandmaster clock.

« Slave—The switch port is connected to and synchronizes with the parent or Grandmaster clock.

Faulty—Either PTP is not operating properly on that switch port or nothing is connected to the port.

Disabled—PTP is not enabled on the switch port.
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Table 49 - NTP-PTP Mode Fields (Continued)

Field

Description

Delay Request Interval

Type the recommended to connected devices to send delay request messages when the switch port is in the master state.
Valid values:

« -1—half second

« 0-1second

« 1-2 seconds

« 2—4 seconds

« 3-8 seconds

« 416 seconds

« 5—32 seconds

« 664 seconds
Default: 5 (32 seconds)

Announce Timeout

Type the number of announce intervals, which are specified as the logarithmic mean in seconds, that must pass without receipt of an
announce message from the parent or Grandmaster clock before the switch selects a new parent or Grandmaster clock.

Valid values: 2...10

Default: 3 (8 seconds)

Announce Interval

Type the time interval, which is specified as the logarithmic mean in seconds, for sending announce messages.
Valid values:

« 0-1second

« 1-2 seconds

« 2— 4 seconds

« 3—8seconds

« 4—16 seconds

Default: 1(2 seconds)

Sync Interval

Type the time interval, which is specified as the logarithmic mean in seconds, to send synchronization messages.
Valid values:

« -1—half second

«» 0-1second

« 1—2seconds

Default: 0 (1 second)

Sync Fault Limit

Type the maximum clock offset before PTP attempts to reacquire synchronization.

Valid values: 50...500000000 nanoseconds

Default: 50000 nanoseconds

IMPORTANT: When changing PTP timing message settings, remember that the system does not operate properly unless all devices in the
system have the same values.
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View Time Sync Information in the Logix Designer Application

In the navigation pane, click Time Sync Information.

The Time Sync Information view shows current information about the real-
time clocks in the network. The CIP™ Time Synchronization protocol provides
a standard mechanism to synchronize clocks across a network of

distributed devices.

The CIP Sync Time Synchronization feature supports both Boundary and
End-to-End Transparent mode. End to End Transparent mode synchronizes
all switch ports with the Grandmaster clock through the IEEE 1588 V 2 End to
End Transparent clock mechanism.

Figure 11 - Time Sync Information

5 Module Properties: MyEN2T (1783-HMSETGEEG4CGN 2.001) E=nEcE x|
-
- General | Time Sync Information
- Connection
- Module Info CIP Sync Time Synchranization: Enabled
Switch Corfiguration UTC System Time: 09/02/00 10:44:51 PM
- Switch Status
.- Port Configuration GrandMaster Clock Local Clock
- PakE D L Sync Status: Agynchronized
escription:
narpods LA Offset to Master. ng
- Port Security User Name: Managed_Switch... =«
-~ Port Status Physical Address F4-54-33-00-92-81 |2
-+ DHCP Pools Clock Type: End-to-End Trans.
DHCP Address Assignment
Profile Identity:
- Time Sync Corfiguration e Identty.
= Time Sync Information
- NAT Identity: F45433FFFE009280 Identity: F45433FFFEO09280
5D Fiash Sync Class: 248 Class 248
- Save./Restore Acouracy: 254 Accuracy: 254
Yariance: E5535 Wariance: B5535
Source: Intemal Oscillator Source: Intemal Oscilator
Priarity 1: 128
Priority 2: 128
Fiefresh Communication
“ [

Table 50 - Time Sync Information Fields

Field Description

CIP Sync Time Synchronization | Displays whether the Precision Time Protacol is enabled or disabled on the device.

UTC System Time Displays the current system time in units of microseconds.

Grandmaster Clock

Description Displays information to identify the Grandmaster clock, including the configured the clock type.

Identity Displays the unique identifier for the Grandmaster clock. The format depends on the netwark protocol.

Class Displays a measure of the quality of the Grandmaster clock. Values are defined from 0...255 with 0 as the best clock.

Indicates the expected absolute accuracy of the Grandmaster clock relative to CIP Sync time synchronization epoch (31 December, 1969
23:59:51.99918 UTC). The accuracy is specified as a graduated scale that starts at 25 ns and ends at greater than 10 seconds or
Accuracy unknown.

For example, a GPS time source has an accuracy of approximately 250 ns. A hand-set clock typically has an accuracy of less than 10
seconds. The lower the accuracy value, the better the clock.

Displays the measure of inherent stability properties of the Grandmaster clock. The value is in offset scaled log units. The lower the
variance, the better the clock.

Variance
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Table 50 - Time Sync Information Fields (Continued)

Field Description

Source

Atomic Clock
GPS
Terrestrial Radio

Displays the clock time source:

CIP Time Synchronization

NTP

HAND Set

QOther

Internal Oscillator

Priority 1 Displays the relative priority of the Grandmaster clock to other clocks in the system.
Priority 2 The value is between 0...255. The highest priority is 0.

Local Clock

Sync Status Displays whether the local clock is synchronized or unsynchronized with the Grandmaster clock.

Offset to Master Displays the offset value between the local clock and the master clock.

Displays the unique identifier for the local clock. The format depends on the network protocal.

Identity « The Ethernet protocol encodes the MAC ID into the identifier.

« The DeviceNet™ and ControlNet™ protocols encode the Vendor ID and serial number into the identifier.

Class Displays a measure of the quality of the local clock. Values are defined from 0...255 with 0 as the best clock.

Accuracy unknown.

Indicates the expected absolute accuracy of the local clock relative to CIP Sync time synchronization epoch (31 December, 1969
23:59:51.99918 UTC). The accuracy is specified as a graduated scale that starts at 25 ns and ends at greater than 10 seconds or

For example, a GPS time source has an accuracy of approximately 250 ns. A hand-set clock typically has an accuracy of less than 10
seconds. The lower the accuracy value, the better the clock.

Variance

Displays the measure of inherent stability properties of the local clock. The value is in offset scaled log units. The lower the variance, the
better the clock.

Source

Atomic Clock
GPS
Terrestrial Radio

Displays the clock time source:

CIP Time Synchronization

NTP

HAND Set

QOther

Internal Oscillator

Cryptographic 10S

With IOS release 15.2(5)EA.fc4 and later, the default firmware that ships from
manufacturing is the cryptographic I0S. The cryptographic I0S provides
increased network security by encrypting administrator traffic during SNMP
sessions. The cryptographic I0S supports all features of the standard I0S and
these protocols:

« Secure Shell (SSH) Protocol v2
« SNMPv3
« Https

With the cryptographic 1OS, https is the default protocol for accessing the
Device Manager. For instructions on accessing the Device Manager via secure
connection, see Access Device Manager on page 41.

If you upgrade an existing configuration from IOS 15.2(4)EA3 or earlier to IOS
15.2(5)EA.fc4 or later, the default switch settings are as follows:

« Ifyouupgrade the switch to the cryptographic IOS, Telnet remains
enabled, SSH remains disabled, but http becomes the default protocol for
Device Manager.

« Ifyouupgrade the switch to the non-cryptographic I0S, Telnet remains
enabled, SSH remains disabled, and https remains the default protocol
for Device Manager.
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Device Level Ring (DLR) Device Level Ring (DLR) is an EtherNet/IP protocol that is defined by the
T0p0|ogy Open DeviceNet Vendors’ Association (ODVA). DLR provides a means to
detect, manage, and recover from single faults in a ring-based network.

A DLR network includes the following types of ring nodes:

Node Description

A ring supervisor provides these functions:
« Manages traffic on the DLR network.

« Collects diagnostic information for the network.
A DLR network must have at least one node that is configured as a ring supervisor.

Ring participants provide these functions:

» Process data that is transmitted over the network.

« Pass on the data to the next node on the network.

« Report fault locations to the active ring supervisor.

When a fault occurs on the DLR network, ring participants reconfigure themselves
and relearn the network topology.

Redundant gateways are multiple switches that are connected to one DLR network
&eﬂfonni‘?)nt gateways and connected together through the rest of the network.
p Redundant gateways provide DLR network resiliency to the rest of the network.

Ring supervisor

Ring participants

Depending on their firmware capabilities, both devices and switches can
operate as supervisors or ring nodes on a DLR network. Only switches can
operate as redundant gateways.

For more information about DLR, see the EtherNet/IP Device Level Ring
Application Technique, publication ENET-AT007.
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DLR Requirements and Restrictions

You can configure Stratix 5400 switches and some models of Stratix 5700 and
ArmorStratix 5700 switches to participate in a DLR network. For a list of
switches that support DLR, see Software Features on page 16.

To be DLR capable, a Stratix 5400 switch must be configured for DLR feature
mode, see Feature Mode on page 147.

In a DLR network, you must configure at least one of the supervisor-capable
devices as the ring supervisor before physically connecting the ring. If you do
not, the DLR network does not work.

In a network configured for DLR DHCP, each switch in the ring must have a
statically assigned address. Switches in the ring cannot have addresses that are
assigned via DLR DHCP.

The DLR DHCP feature requires the DHCP participant list to be created. This
list is created when the DLR ring is closed with no faults. The DLR DHCP
participant list is maintained until power cycle of the switch. The DLR ring will
not provide IP addresses unless the participant list exists. Once the participant

list exists, IP addresses will be distributed even when there is a fault in the

ring.

DLR Features

The following table lists DLR features supported by Stratix switches. Examples
of DLR networks with these features and configuration considerations are
described in the EtherNet/IP Device Level Ring Application Technique,

publication ENET-AT007.

Feature Description Supported Switches
Redundant gateways are multiple switches that are connected to one
Redundant gatewavs DLR network and connected together through the rest of the network. | Stratix 5400, Stratix 5700, ArmorStratix 5700 switches that support
9 y Redundant gateways provide DLR network resiliency to the rest of the | DLR also support redundant gateways.
network.
A switch configured as a DLR ring supervisor can also act as a DHCP
server to assign designated IP addresses to ring participants.
Assignment of IP addresses is based on ring participant position. If a
OLR DHCP ring participant fails, a replacement device can be installed in the same | Stratix 5400, Stratix 5700, ArmorStratix 5700 switches that support
position in the ring and automatically receive the same IP address as | DLR also support DLR DHCP.
the replaced device. However, the DLR ring will not provide an IP
address unless the participant list exists. This list is created when the
DLR ring is closed with no faults.
Switches compatible with multiple rings support as many as three rings |Stratix 5400 switches support multiple rings.
Multiple rings per switch. The rings can share a VLAN, or each ring can be on it sown | Stratix 5700 and ArmorStratix 5700 switches support only one ring
VLAN. per switch.
DLR VLAN trunking DLR VLAN trunking allows switches with multiple VLANS to be connected | ¢-.1iy 5400, Stratix 5700, and ArmorStratix 5700 switches.

in a DLR network.
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DLR Port Choices

Table 51 and Table 52 show which ports you can configure for DLR:

«  Stratix 5700 and ArmorStratix 5700 switches support one ring and two
DLR-enabled ports per switch.

« Stratix 5400 switches support as many as three rings and six
DLR-enabled ports per switch.

We recommend that you use the Multiport Automation Device Smartport role
on ports you configure for DLR. See Smartports on page 259.

Table 51- DLR Port Choices for Stratix 5400 Switches

Ring 1 Ring 2 Ring 3
Switch Port1 Port 2 Port 1 Port 2 Port1 Port 2
1783-HMS4C4CON 15 2.6 3,7 48 7 8
1783-HMSBT4CGN 15 2.6 3,7 48 9 10
1783-HMS8S4CGN 1,5 2,6 3,7 4,8 9 10
1783-HMS4TAELCON 1.9 2,10 31 4,12 7 8
1783-HMS16T4CGN 15 2,6 3,7 48 9 10
1783-HMS4SBE4CON 159 2,6,10 3,70 4,812 1713 2,8, 14
1783-HMS8TG4LCGN
1783-HMS8TGLCGR 15 26 51 u8 J 0
1783-HMS8SG4CGN
1783-HMS8SG4CGR 18 26 51 “8 ) 0
1783-HMS4EGBCGN
1783-HMSAEGACOR 1539 2,610 371 4812 17,9 2,810
1783-HMS16TG4CGN

15 2,6 3,7 48 9 10
1783-HMS16TG4CGR
1783-HMSBTGBEGLCGN
1783-HMSBTGBEGLCGR 18 26 51 “8 ) 0
1783-HMS4SGSEGACGN
T783-HMSA4SGBEGACOR 153 2610 Al 48,12 17,13 2,814
Table 52 - DLR Port Choices for Stratix 5700 and ArmorStratix 5700 Switches
Switch Port
1783-BMS10CGP Fal/7 Fal/8 Gi 11 Gi1/2
1783-BMS10CGN Fal/7 Fa1/8 Gi 1N Gi1/2
1783-BMS12T4E206L  [Fa 1/15 Fa 1/16 Gi 1N Gi1/2
1783-BMS12T4E2C6P  [Fa 1/15 Fa 1/16 Gi 11 Gi1/2
1783-BMS12TLE2CGNK  [Fa 1/15 Fa 1/16 Gi 11 Gi1/2
1783-BMS20CL Fa 1/15 Fa 1/16 Fa 117 Fa118 Fa1/19 Fa1/20
1783-BMS20CA Fa1/15 Fa1/16 Fa /17 Fal18 Fa1/19 Fa1/20
1783-BMS20CGL Fal/15 Fa1/16 Gi 1N Gi1/2 Fa 117 Fa1/18
1783-BMS20CGP Fal/15 Fa1/16 Gi 1N Gi1/2 Fa1/17 Fa1/18
1783-BMS20CGN Fal/l5 Fa1/16 Gi 1/ Gi 112 Fa 117 Fa1/18
1783-BMS20CGPK Fa1/15 Fa 1/16 Gi 11 6i 172 Fa 117 Fa1/18
1783-ZMSLTLE2TGP Fal/7 Fal/8 Gi 11 Gi1/2
1783-ZMSST8E2TGP Fa 1/15 Fal16 Gi 11 Gi1/2
1783-ZMSLTLE2TON Fal/7 Fal/8 Gi 1N Gi1/2
1783-ZMSBEB2TGN Fa 1/15 Fa1/6 Gi 1N Gi1/2
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Configure DLR via Device Manager

From the Configure menu, choose DLR. On the Stratix 5400 switch, choose
which ring to configure:

« To configure the switch as a ring node or a ring supervisor, complete the

fields as described in Table 53 on page 116.

« To configure redundant gateways, complete the fields as described in
Table 53 on page 116.

« To configure DLR DHCP, complete the fields as described in Table 54 on
page 117.

Configure Ring Node, Ring Supervisor, and Redundant Gateways via Config DLR

Q network | DIR

DLR Ring D

Config DHCP

Mode: | Supervisor | ¥
Portl: GigabitEthernet1/1 | =

Port2: | GigabitEthemnet1/2 |~

Supervisor Settings

Role(Precedence): | Naone -

Beacon Interval: usec
Beacon Timeout:| 1960 uSec
DLR Vlan 1d:[0__|

| Reset To Default Values |

[J Enable Redundant Gateway

| Submit |

Enable Redundant Gateway
Redundant Gateway Settings

Role(Precedence):  None =

Advertise Interval:| 2000 uSec
Advertise Timeout:| 5000 uSec

Learning Update: [¥]

GigabitEthernet1/1
GigabitEthernet1/2
O GigabitEthernet1/3
O GigabitEthernet1/4
O GigabitEthernet1/5 B
O GigabitEthernet1/6
O GigabitEthernet1/7
O GigabitEthernet1/8
O GigabitEthernet1/9
(] GigabitEthernet1/10 -

Uplink Ports:

| Reset To Default Values

| Submit
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Table 53 - Config DLR Fields

Field Description
Chaoose one of these modes:
« Disabled—The DLR feature is disabled on the switch.
Mode « Node—The switch is a ring node.
« Supervisor—The switch is a ring supervisor.
Default: Disabled
Port Choose a ring port. By default, if the switch is the ring supervisor, port 1is node 1on the ring, and port 2 is blocked.
Port2 Choose a ring port.
Supervisor Settings
Chaose a role to assign to the ring supervisor that corresponds to a predefined precedence value. The switch transmits the precedence value in beacon
frames and uses it to determine the active ring supervisor when multiple supervisors are configured. A higher value means higher precedence. When two
DLR supervisors have the same precedence, the device with the numerically highest MAC ID becomes the active supervisor.
Valid values:
« None—0
Role (Precedence)

« Primary—255
« Backup 1-100
« Backup 2-90
« Backup 3—80
« Custom—Type a value from 0...255

Beacon Interval

Type an interval for the supervisor to transmit beacon frames.
Valid values: 200...100,000 ps
Default: 400 ps.

Type the amount of time that the ring nodes wait before timing out in the absence of received beacon messages.

Beacon Timeout Valid values: 200...500,000 ps

Default: 1960 ps

Type the VLAN ID for sending DLR protocol management frames.
DLR VLAN Id Valid values: 0...4095

Default: O (no VLAN ID is used)
Redundant Gateway Settings

Enable Redundant
Gateway

Check Enable Redundant Gateway to activate the configuration of Redundant Gateway Settings. The configuration fields are available only after you enable
the feature.
Default: Disabled

Role (Precedence)

Choose a role to assign to the redundant gateway that corresponds to a predefined precedence value. The switch transmits the precedence value is
advertise messages and is used to select the redundant gateway when multiple redundant gateways are configured. A higher value means higher
precedence. When two DLR redundant gateways have the same precedence, the device with the numerically highest MAC ID becomes the
redundant gateway.

Valid values:

« None—0

« Primary—255

« Backup 1-100

« Backup 2-90

« Backup 3—80

« Custom—Type a value from 0...255

Advertise Interval

Type the time interval for the gateway to transmit advertise messages.
Valid values: 200...100,000 ps
Default: 2000 ps

Type the duration of time for nodes to wait before timing out in the absence of received advertise messages.

Advertise Timeout | Valid values: 200...500,000 ps
Default: 5000 ps
Learning Update gg?aclt(ltlzﬁ?li]rllgdupdate to activate learning update messages.
Uplink Ports Check Uplink Ports for each uplink port on which to enable redundant gateway.
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Configure DLR DHCP via Config DHCP

@ nNetwork | DLR

DLR Ring ID
Config DLR

Ring DHCP Server Enable Role :  Backup -

Ring DHCP Snooping Status : | Ring Fault

Backup Intenval:
Active DLR DHCP Server IP 0.0.0.0

Number of Devices :

Enable CIP

¢ AddEntry ¢c AddRange ' Edit 3 Delete Move to

Index IP Address Hast Name Paal

Mo data available

Table 54 - Config DHCP Fields

Field

Description

Ring DHCP Server Enable

Check Ring DHCP Server Enable to activate the ring DHCP server on the DLR supervisor device.

Role

Choose a role to assign to the ring DHCP server.

Valid values:

« None—The server is inactive.

« Primary—The DLR supervisor functions as the active ring DHCP server.
« Backup—The DLR supervisor functions as the backup ring DHCP server.

Ring DHCP Snooping

Check Ring DHCP Snooping to restrict the broadcast of DHCP requests from going beyond the ring. Only devices in the ring receive address
assignments from the DHCP server.

DHCP snooping is enabled by default. If you are not using DLR DHCP, you must disable Ring DHCP snooping to use DHCP server functionality
outside of the ring.

Status

Displays the status of the ring.
Valid values:

« Normal

« Ring Fault

« Unexpected Loop Detected
« Partial Network Fault

« Rapid Fault/Restore Cycle

Number of Devices

Type the number of devices in the ring, including switches.

Backup Interval

Type the interval in seconds at which the backup ring DHCP server reads the reference table of the active ring DHCP server.
Valid values: 1...65535 seconds
Default: 60

Enable CIP

When the role of the ring DHCP server is Backup, check Enable CIP to enter the active ring DHCP server CIP IP address.

Active DLR DHCP Server IP

(Available only when Enable CIP is checked). Type the active ring DHCP server CIP IP address, which allows the backup ring DHCP server to sync
information with the active ring DHCP server.

To add a range of IP addresses to the DLR DHCP configuration table, click Add Range:
« Starting Index—Type a value that indicates the starting location of the ring devices in the range. Valid values: 2...255.
« Starting IP Address—Type the starting IP address for the range of entries.

Add Range « Number of Entries—Type the number of entries in the range.
« DHCP Pool—Chaose the name of the IP address pool to use for ring devices. This pool must be previously configured as described in Dynamic
Hast Configuration Protocol (BHCP) Persistence. DHCP persistence and DLR DHCP can coexist, but cannot share the same pool.
Edit To edit an existing entry, select the entry in the table and click Edit.
Delete To delete an entry, select the entry in the table and click Delete.

Add Individual IP Addresses

Add Entry

To add IP addresses individually to the DLR DHCP configuration table, click Add Entry. The Add Entry dialog box displays.

Index

Type a value that indicates the location of the ring device.
Valid values: 2 ...255.
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Table 54 - Config DHCP Fields (Continued)

Field Description

IP Address Type the IP address for the entry.

Host Name Type a host name to associate with the IP address for the entry.

DHCP Pool Choose the name of the IP address pool to use for ring devices. This pool must be previously configured as described in Dynamic Host

Configuration Protocol (DHCP) Persistence.

Add a Range of IP Addresses

Add Range

To add a range of IP addresses to the DLR DHCP configuration table, click Add Range. The Add Range dialog box displays.

Starting Index

Type a value that indicates the starting location of the ring devices in the range.
Valid values: 2 ...255.

Starting IP Address

Type the starting IP address for the range of entries.

Number of Entries

Type the number of entries in the range.

DHCP Pool

Choose the name of the IP address pool to use for ring devices. This pool must be previously configured as described in Dynamic Host
Configuration Protocol (DHCP) Persistence. DHCP persistence and DLR DHCP can coexist, but cannot share the same pool.

Grid Fields

Index

Indicates the ring member location.
Valid values: 2...255

IP Address

Indicates IP address of the ring member.

Host Name

Indicates host name that is assaciated with the IP address of the ring member.

Pool

Indicates the name of the pool of IP addresses available for DLR DHCP. The DHCP pool must be previously configured on the Global Settings tab on
the DCHP page. See Dynamic Host Configuration Pratocol (DHCP) Persistence.

18

Configure DLR via the Logix Designer Application

In the navigation pane, click DLR. You then choose which ring to configure.
Stratix 5700 and ArmorStratix 5700 switches support one ring. Stratix 5400
switches support three rings:

« To configure the switch as a ring node, complete the fields as described
in Table s5 on page 119.

« To configure the switch as a ring supervisor, click Ring 1, Ring 2, or Ring
3, and then complete the fields as described in Table 56 on page 120.

« To configure redundant gateways, expand Ring 1, Ring 2, or Ring 3, click
Redundant Gateway Configuration, and then complete the fields as
described in Table 57 on page 122.

« To configure DLR DHCP, expand Ring 1, Ring 2, or Ring 3, click DHCP,
and then complete the fields as described in Table 58 on page 123.

To view the status and parameters that are configured for a ring, or to view the
MAC and IP addresses of each device in the ring, see Monitor DLR Status via

the Logix Designer Application on page 314.
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Configure Ring Node via DLR View

& Module Properties: MyENZT (1783-BMS520CA 8.001) EI@
-~ General | Device Level Ring(DLR)
- Connection
- Module Info Ring 1
- Switch Corfiguration ng
- Switch Status Enable Ring 1 Metwork Topology: Ring
- Port Configuration -
- Smartports and VLANs Pot1:  |Fal1s = | Pot2  |FalflE - el Sl I P
- Port Thresholds Active Ring Supervisor.  192.168.1.32
- Port Security
- Port Status Supervisor Enabled: True DHCF Server Role: Frimary
T \nee B AN 01 Redundant G ateway Enabled: True DHCP Server Status: Table-Ring Size Mismatch

Ring 1

- Redundant Gateway Ci
- Statistics

i DHCP

. Members

- DHCP Pools

-- DHCP Address Assignment

- 50 Fash Sync

-- Save/Restore

Set L
4 1 F
Status: Running Cancel Apph Help
Table 55 - Device Level Ring (DLR) Fields
Field Description
Enable Ring 1/Enable Ring 2/Enable Ring 3 | Check to enable DLR on the ports that are specified in the associated Port 1and Port 2 fields for the ring.
Port 1 Chaose a ring port. The default value is None.
This field is unavailable if the Enable Ring checkbox is cleared.

Port 2 Choose a ring port. Port 1and Port 2 cannat be the same port. The default value is None.

This field is unavailable if the Enable Ring checkbox is cleared.
Displays whether the switch is a ring supervisor.

Valid values:

« True— The switch is a ring supervisor.

« False—The switch is a ring node.

Redundant Gateway Enabled Displays whether redundant gateways are enabled for the ring.
Displays whether the switch is operating in a DLR or linear network.
Valid values:

« Ring

« Linear

Displays the status of the network.
Valid values:

« Normal

Network Status « Ring Fault

« Unexpected Loop Detected

« Partial Network Fault

« Rapid Fault/Restore Cycle

Supervisor Enabled

Network Topology
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Table 55 - Device Level Ring (DLR) Fields (Continued)

Field

Description

Active Ring Supervisor

Displays the IP address of the active ring supervisor.

DHCP Server Role

Displays the role of the ring DHCP server.
Valid values:

« Disabled
« Primary
« Secondary
« Backup

DHCP Server Status

Displays the status of the DHCP server.
Valid values:

« Normal operation

« Table-ring size mismatch

« Table-ring order mismatch

« |P address conflict

Configure Ring Supervisor via DLR - Ring View

% | Module Properties: MyEN2T (1783-BMS20CA 8.001) =n E=R ="
- General | Device Level Ring(DLR)-Ring 1 |
Connection
- Module Info Network Topalogy: i ]
pology: Ring
- Switch Configuration " . | Advanced. . |
. Switch Status Network Status: MNormal
- Port Configuration Active Ring Supervisor: 192.168.1.32
- Smartports and VLANs Active Supervisar 15
. Port Threshalds Precedence:
- Port Security =
. Port Status Enable Supervisor Mode &
= D_evice Level Ring (DLR} Ring Faults Detected: 0 Reset Counter | «
= R:jng 1 Supervisor Status: Active
i-- Redundant Gateway Ci
tatistics Ring Fault
DHCP Last Active Node on Port 1:
bl Last Active Node on Port 2: 192.168.1.14
- DHCF Pools B
DHCP Address Assignment | Verify Fault Location | &
- 5D Hash Sync
- Save/Restore
Refresh Communication
] I [3
Status: Running | Cancel Help

Table 56 - Ring 1/Ring 2/Ring 3 Fields

Field

Description

Network Topology

Displays whether the switch is operating in a DLR or linear network.
Valid values:

« Ring
« Linear

Network Status

Displays the status of the network.
Valid values:

« Normal

« Ring Fault

« Unexpected Loop Detected
« Partial Network Fault

« Rapid Fault/Restore Cycle

Active Ring Supervisor

Displays the IP address of the active ring supervisor.

Active Supervisor Precedence

Displays the precedence that is assigned to the ring supervisor.
You assign the precedence value on the Advanced Network Configuration dialog box.

120
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Table 56 - Ring 1/Ring 2/Ring 3 Fields (Continued)

Field

Description

Enable Supervisor Mode

Check Enable Supervisor Mode to make the switch a ring supervisor. The configuration takes effect immediately.

Ring Faults Detected

Displays the number of faults that are currently detected in the ring.
When a DLR network is powered-up, the supervisor can detect ring faults as a result of powering up before other devices on the
network. You can use an MSG instruction to clear the faults.

Supervisor Status

Displays whether the switch is operating as the active ring supervisor or back-up ring supervisor.
Valid values:

« Active

« Backup

Last Active Node on Port 1

Displays the IP address of the last active node on DLR port 1.

Last Active Node on Port 2

Displays the IP address of the last active node on DLR port 2.

Advanced Network Configuration

Click Advanced. The Advanced Network Configuration dialog box appears. The configuration fields are available only after you

Advanced click Advanced.
Displays whether the switch is operating in a DLR or linear network.
Valid values:

Network Topology . Ring
« Linear

Active Ring Supervisor

Displays the IP address of the active ring supervisor.

Active Supervisor Precedence

Displays the precedence that is assigned to the active ring supervisor.

Displays the status of Supervisor mode. You can enable Supervisor mode on the Ring 1, Ring 2, or Ring 3 view.
Valid values:

Supervisor Mode « Enabled
« Disabled (default)
Type a precedence value to assign to the ring supervisor. When multiple supervisors are configured, the precedence value determines
the active ring supervisor. Only one supervisor can be active at one time. The precedence is transmitted in beacon frames.

Supervisor Precedence When two supervisors have the same precedence, the device with the numerically highest MAC ID becomes the active supervisor.

Valid values: 0...255
The default precedence is 0.
The highest precedence is 255.

Beacon Interval

Type an interval for the supervisor to transmit beacon frames.
Valid values: 200...100,000 ps
The default interval is 400 ps.

Beacon Timeout

Type the amount of time that the ring nodes wait before timing out in the absence of received beacon messages.
Valid values: 400...500,000 ps
The default timeout is 1960 ps.

Ring Protocol VLAN ID

Reserved for future use.
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Configure Redundant Gateway via DLR - Ring - Redundant Gateway Configuration View

7| Module Properties: MyEN2T (1783-BMS20CA 8.001) =n R ==
- General | Device Level Ring(DLR)-Ring 1-Redund Gi y Configuration
-~ Connection
- Module Info
- Switch Corfiguration Enable Redundant Gateway
- Switch Status
... Port Configuration Advertise Interval: 2000 ps
g:::_i?g:hz?jsvm“s Advertise Timeout: 5000 s
sy Precedence: o
- Port Status
- Device Level Ring (DLR} [¥]Enable Sending Learning Update Frame
= Ring 1
Gatensy pirkpors
- Statistics
i DHCP Uplink Port] Enable | =
i.. Members Faln Icl
-~ DHCF Pools Faliz (|
- DHCP Address Assignment Fali3 Il
. SD Flash Sync Falld ] =
- Save/Restore Falls [
Fall6 [E
Fali? [&]
Falle =
Falf 0
Fal/10 0
Fal/11 [E
Fal/i12 =] -
Sk bl
4| ([} b

Table 57 - Redundant Gateway Configuration Fields

Field Description

Check Enable Redundant Gateway to activate the configuration of redundant gateways. The configuration fields are available only after you
Enable Redundant Gateway |enable the feature.
Default: Disabled

Type the time interval for the gateway to transmit advertise messages.
Advertise Interval Valid values: 200...100,000 ps
Default: 2000 ps

Type the duration of time for nodes to wait before timing out in the absence of received advertise messages.
Advertise Timeout Valid values: 200...500,000 ps
Default: 5000 ps

Choose a role to assign to the redundant gateway that corresponds to a predefined precedence value. The switch transmits the precedence
value in advertise messages and is used to select the redundant gateway when multiple redundant gateways are configured. A higher
value means higher precedence. When two DLR redundant gateways have the same precedence, the device with the numerically highest
MAC ID becomes the redundant gateway.

Valid values:

Precedence + None—0

« Primary—255

« Backup 1-100

« Backup 2-90

« Backup 3—80

« Custom—Type a value from 0...255

Enable Sending Learning Check Enable Sending Learning Update Frame to activate learning update messages.
Update Frame Default: Enabled

Gateway Uplink Ports Check Enable for each uplink port on which to activate redundant gateway.
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Configure DHCP and DHCP Snooping via DLR - Ring - DHCP View

i | Module Properties: MyEN2T (1783-BMS20CA 8.001) =n ==
- General | Device Level Ring(DLR)-Ring 1-Dynamic Host Configuration Protocol (DHCP) |
- Connection
- Module Info Obtain IP settings automatically for DLR. devices using DHCP
Ad d...
- Switch Configuration
- Switch Status N
Intended Role of DLR. DHCP Server: Primary -
Port Corfiguration ;J
- Smartports and VLANs Number of Ring Members: 10 -
- Port Thresholds l—‘l
- Port Security
Port Status Configured 1P Addresses
=- D_euice Level Ring {DLR)
il A IP Address Hostname Lile? Edit Delete Add Ring Member. ..
Redundant Gateway Ci Member Pool
- Statistics 2 = fifit
3 i
- Members 4 T
- DHCP Pocls £ 11
- DHCP Address Assignment ] it
.. SD Fash Sync 7 i
- Save/Restore 8 i
9 i}
10 T
] 3
Refresh Communication Set £
4 I b
Status: Running Cancel Apply Help
Table 58 - DHCP Fields
Field Description

Obtain IP settings automatically for DLR

devices using DHCP

Check Obtain IP settings automatically for DLR devices using DHCP to enable the ring DHCP server on the supervisor device.

Intended Role of DHCP Server

Choose the role to assign to the DHCP server:
« Primary—The supervisor functions as the active ring DHCP server.
« Backup—The supervisor functions as the backup ring DHCP server.

Number of Ring Members

Choose the number of devices in the ring, including switches.

Ring Member Displays the order of devices in the ring when the switch is the ring supervisor. The switch is always ring member 1.
Displays the IP address of the ring member. The IP address is reserved for the selected port and is not available for normal DHCP
IP Address assignment. The IP address must be an address from the pool that is specified in DHCP IP address pool.
To assign IP addresses to ring members, see Add a Ring Member.
Hostname Displays the name for the host that is associated with the ring member.
DHCP Pool Displays the name of the DHCP IP address pool that is configured on the switch.
Add a Ring Member
Add Ring Member Click Add Ring Member. The Add Ring Member dialog box appears. The configuration fields are available only after you click Add
Ring Member.
DHCP Pool Choose the name of the IP address pool to use for ring devices. This pool must be previously configured as described in Configure

the DHCP IP Address Pool on page 129. DLR DHCP can coexist with DHCP Persistence, but cannot share the same pool.

Add a Single Ring Member into Table

To assign an IP address to a ring member, click Add a Single Ring Member into Table, and then complete these fields:

« Ring Member—Type a value between 2 ...255 to indicate the location of the ring device. The switch is always ring
member 1.

« Hostname—Type a host name to associate with the IP address for the ring member.
« |P Address—Type the IP address for the ring member.

Add Multiple Ring Members into Table

To assign IP addresses to multiple ring members, click Add Multiple Ring Members into Table, and then complete these fields:
« Ring Member...To—Type values between 2 ...255 to indicate the start and end locations of the ring members.
« IP Address...To—Type the start and end IP addresses for the ring members.

DLR DHCP Snooping
Advanced Click Advanced. The Advanced dialog box appears. The Enable DCHP Snooping checkbox is available only after you

click Advanced.

Check Enable DHCP Snooping. DHCP Snooping restricts the broadcast of DHCP requests from going beyond the ring. Only devices in
Enable DLR DCHP Snooping the ring receive address assignments from the DHCP server.

DHCP snooping is enabled by default. You must disable DHCP snooping to use DHCP server functionality outside of the ring.
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Configure a Switch as a Ring Supervisor and DHCP Server

For a detailed example of how to configure this type of network, see the
EtherNet/IP Device Level Ring Application Technique,
publication ENET-AT007.

Configure the primary ring server first, then configure the backup ring server.

IMPORTANT  In a network configured for DLR DHCP, each switch in the ring must
have a statically assigned address. Switches in the ring cannot have
addresses that are assigned via DLR DHCP.

Configure the Active Ring Supervisor/Primary Ring DHCP Server

Complete these instructions via Device Manager or the Logix Designer
application:

« Enable DHCP and DHCP snooping.

« Configure an IP address pool for ring devices.

« Configure the switch as a ring supervisor. Be sure to enable Supervisor
mode and set the role precedence to Primary.

« Configure DHCP. Be sure to enable the ring DHCP server, choose the
Primary role, specify the number of ring devices, and add entries to the
DHCP configuration table.

« Verify that the CIP VLAN is enabled on the switch and note the VLAN
ID. You can enable the CIP VLAN in Express Setup.

Configure the Backup Ring Supervisor/Backup Ring DHCP Server

Complete these instructions via Device Manager or the
Logix Designer application:

« Enable DHCP and DHCP snooping.

« Configure the switch as a backup ring supervisor—be sure to enable
DLR Supervisor mode with a role precedence of Backup 1.

« Configure DLR DHCP—be sure to enable the ring DHCP server and
choose the Backup role.

« Verify that the CIP VLAN is enabled on the switch. You can enable this
setting in the Advanced Settings under Express Setup.

After all actions are completed, connect cables in the ring and verify that all
ring devices are assigned the correct IP addresses.
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DLR VLAN Trunking Atrunk is a connection between switches that carries traffic from multiple
VLANs. DLR VLAN trunking allows switches with multiple VLANs to be
connected in a DLR network. As traffic passes from one switch to the next in a
ring, the traffic can either remain on the same VLAN or pass to different
VLANSs via routing. For examples and configuration considerations for DLR
VLAN Trunking, see the EtherNet/IP Device Level Ring Application Technique,
publication ENET-AT007.

Configure DLR VLAN Trunking via Device Manager

IMPORTANT  For best performance, Stratix 5400 switches are recommended.

To configure DLR VLAN Trunking via Device Manager:

1. Configure both DLR ports for your ring as identical trunk ports. For
more information about trunk port configuration, see Configure Port

Settings.

@ network | Port Settings
Physical Port Table

! Edit

Port Name  Description Port Status | Speed Duplex Media Type Operational Mode Access VLAN Administrative Mode

O ailj1 [ ] Auto-1000Mb/s  Auto-Full AUTO-SELECT 10/100...  Static access 790 Dynamic auto
O Gilf2 (o] Auto Auto AUTO-SELECT Not Pr...  Down 790 Access
O l (@] Auto Auto AUTO-SELECT Not Pr...  Down 790 Dynamic auto
® Gilj4 (e] Auto Auto AUTO-SELECT Not Pr...  Down Trunk
O Fa1/5 @] Auto Auto AUTO-SELECT Not Pr... Down 790 Dynamic auto
O Faife (@] Auto Auto AUTO-SELECT Not Pr...  Down 790 Dynamic auto
O Faif7 Q Auto Auto AUTO-SELECT Not Pr...  Down 790 Access
O Faifs (o] Auto Auto AUTO-SELECT Not Pr...  Down 790 Access

2. From the Configure menu, choose Port Settings from the Network
section. Choose the trunk port on which to specify allowed VLANs, and
then click Edit.

3. On the Edit Physical Port screen, Specify Allowed VLANs—the VLAN
traffic you want on the DLR network—and click OK.

IMPORTANT  The All VLANS option is not supported for DLR trunking.
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4. Enable DLR on the same trunk port. For more information,

see Configure DLR via Device Manager.

Edit Physical Port x
Port Name Gil/4 >
Description | | (Range: 1-200 Characters)
Administrative Enable
Speed Auto >
Duplex Auto ¥
Auto MDIX Enable
Media Type Auto ok
VLAN-0 Enable
Administrative Mode Trunk -
Access VLAN default-1 x
Allovied VLAN O All VLANs

(®) VLAN IDs

—>

(e'g'l 2F4}

Native VLAN WVLAND790-790 .

Dynamic Host Configuration
Protocol (DHCP) Persistence

m | Cancel

Every device in an IP-based network must have a unique IP address. DHCP
assigns IP address information from a pool of available addresses to newly
connected devices (DHCP clients) in the network. If a device leaves and then
rejoins the network, the device receives the next available IP address. This new
IP address is not necessarily the same address that it had before.

The switch can be set to operate as a DHCP server to provide DHCP
persistence. With DHCP persistence, you can assign a specific IP address to
each port to make sure that a device that is attached to a specific port receives
the same IP address. This feature works with only one device that is connected
to each port configured for DHCP persistence. The DHCP server also serves
addresses to BOOTP clients.

IMPORTANT  To make sure DHCP persistence works correctly, follow the
application rules.
If you have an application that includes a backup DHCP server in a

DLR network, other DHCP features (including DHCP persistence) are
not supported on the active DHCP server or the backup DHCP server.
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You can assign an IP address from the IP address pool to a specific switch port.
A device that is connected to that switch port always receives the address that
you assigned to the port regardless of its MAC ID.

DHCP persistence is useful in networks that you configure in advance, where
dependencies on the exact IP addresses of some devices exist. Use DHCP
persistence when the attached device has a specific role to play and when other
devices know its IP address. If the device is replaced, the replacement device is
assigned the same IP address, and the other devices in the network require no
reconfiguration.

When the DHCP persistence feature is enabled, the switch acts as a DHCP
server for other devices on the same subnet, including devices that are
connected to other switches. If the switch receives a DHCP request, it responds
with any unassigned IP addresses in its pool. To keep the switch from
responding when it receives a request, check the Reserve Only box on the
DHCP page.

When DHCP persistence is enabled and a DHCP request is made from a
connected device on that port, the switch assigns the IP address for that port.
It also broadcasts the DHCP request to the remainder of the network. If
another DHCP server with available addresses is on the network and receives
this request, it can try to respond. The response can override the initial IP
address the switch assigns depending on how the end device behaves (takes
first IP address response or the last). To keep the IP address from being
overridden, enable DHCP snooping on the appropriate VLAN. DHCP snooping
blocks the broadcast of this DHCP request so that no other server, including
another Stratix switch with DHCP persistence enabled, responds.

If you are using DHCP persistence, we recommend that you initially assign
static IP addresses to end devices. If an end device fails and is replaced, the
DHCP persistence feature assigns an IP address from the DHCP persistence
table. The device functions properly with this IP address, but we recommend
that you reassign a static IP address to the replaced devices.
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The following figure and table illustrate DHCP persistence behavior.

Table 59 - DHCP Persistence Behavior

Switch 1 Switch 2

FA1 - FA2 FA3  FA7 FA4  FAS FA6  FA8

Then

Switch 1has ports FAL...FA3 in its persistence table
Switch 2 has ports FA4, FA5, FAG, and FA8 in its persistence table
Reserve Only is not selected and DHCP snooping is off

A new device that is connected to switch 1FAT receives an IP address from the switch 1 persistence
table. A broadcast request is also sent across the network. Switch 2 responds if there is an
unassigned address in its pool. The response can override the assignment that is made by switch 1.

Switch Thas ports FA1...FAS in its persistence table
Switch 2 has ports FA4, FAS, FA6, and FA8 in its persistence table

Reserve Only is selected in bath switches and DHCP snooping is
off

A new device that is connected to switch 1FAT receives an IP address from the switch 1 persistence
table. A broadcast request is also sent across the network. Switch 2 does not respond to the request.
If the device is connected to FA7 of switch 1, it does not receive an IP address from the switch pool
because it is not defined in the persistence table. Also, unused addresses in the pool are blocked.

Switch 1 has ports FAL...FA3 in its persistence table
Switch 2 has ports FA4, FA5, FAB, and FA8 in its persistence table

Reserve Only is selected in switch 1and DHCP snooping is off, but
not switch 2 when DHCP snooping is off

A new device is connected to FAT receives an IP address from the persistence table. A broadcast
request is also sent across the network. Switch 2 does not respond to the request. In addition, a
device that is connected to FA4 receives an IP address from the switch 2 persistence table. A
broadcast request is sent out, and switch 1responds with an unused IP address from its pool. The
response can override the assigned port.

Switch Thas ports FA1...FA3 in its persistence table

Switch 2 has ports FA4, FA5, FAB, and FA8 in its persistence table
DHCP Snooping is selected

Reserved Only is checked

A new device that is connected to switch 1FAT receives an IP address from the Switch 1 persistence
table. A broadcast request is not sent across the network, so Switch 2 does not respond. If a device
is connected to FA7 of Switch 1, it does not receive an IP address from the switch pool because it is
not defined in the persistence table. Also, unused addresses in the pool are blocked.

Switch Thas ports FA1...FA3 in its persistence table

Switch 2 has ports FA4, FA5, FAB, and FA8 in its persistence table
DHCP Snooping is selected

Reserved Only is not checked

A new device that is connected to switch 1FAT receives an IP address from the Switch 1 persistence
table. A broadcast request is not sent across the network, therefore Switch 2 does not respond. If a
device is connected to FA7 (nat defined in the DHCP persistence table) of Switch 1, it receives an
unassigned IP address from the switch 1poal.

128

Configure DHCP Persistence via Device Manager

To configure DHCP persistence, complete this process.

1. Configure the DHCP server.
2. Configure the IP address pool.
3. Assign an IP address to a switch port.

Configure the DHCP Server.

1. From the Configure menu, choose DHCP.

@ network | DHCP

DHCP Persistence

Enable DHCP:
DHCP Snooping: [
| Submit
DHCP Pool Table
add  J/ Edit 3 Delete
Pool Name Network

No data available

Network Mask VLAN Reserved Only DHCP Snooping

2. Check the Enable DHCP checkbox.
3. To enable DHCP snooping, check the DHCP Snooping checkbox.
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DHCP snooping restricts the broadcast of DHCP requests beyond the
connected switch. As a result, devices receive address assignments from
only the connected switch. This option is available only on ports that are
assigned to a VLAN. To enable DHCP snooping on a specific VLAN, check
the DHCP Snooping checkbox for the specific VLAN in the DHCP pool
table.

4. Toreserve an address pool for only the devices that are specified in the

DHCP persistence table, check the Reserved Only checkbox in the DHCP
pool table.

DHCP requests from ports not in the persistence table or from another
switch are ignored. By default, this option is disabled and the Reserved
Only checkbox is cleared.

5. Click Submit.
Configure the DHCP IP Address Pool

Once DHCP is enabled, you can create the DHCP address pool.

IMPORTANT  If you are configuring DCHP for ring devices, to avoid switch failure
upon a switchover, do not create an IP address pool for the backup
ring DHCP server. The backup ring DHCP server receives IP
addresses from the active ring DHCP server.

1. From the Configure menu, choose DHCP.
2. Click Add.

O network | DHCP

DHCP Persistence

Enable pHCP: [
DHCP Snooping: O

[ submit |

DHCP Pool Table
7 Edit € Delete

Pool Name Network Network Mask VLAN Reserved Only DHCP Snooping

No datz available

3. Complete the fields and click OK.

DHCP Pool Name = |
DHCP Pool Netwark= | | Subnet Mask = | 255.255.255.0 7]
Default Router l:l Domain Name | |
DNS Server l:l CIP Instance | |
(®) Never Expires
(O User Defined  Days l:l HH:MM l:l l:l
0 ()
N ——————
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Field

Description

DHCP Pool Name

The name of the DHCP IP address pool that is configured on the switch. The name can have up to 31 alphanumeric characters. The
name cannot contain a ? or a tab. This field is required.
A DHCP IP address pool is a range (or pool) of available IP addresses that the switch can assign to connected devices.

DHCP Pool Network

The subnetwork IP address of the DHCP IP address pool. The format is a 32-bit numeric address that is written as four numbers that are
separated by periods. Each number can be from 0...255. This field is required.

Subnet Mask

The network address that identifies the subnetwork (subnet) of the DHCP IP address pool. Subnets segment the devices in a network
into smaller groups. The default is 255.255.255.0. This field is required.

Starting IP

The starting IP address that defines the range of addresses in the DHCP IP address poal. The format is a 32-bit numeric address that is
written as four numbers that are separated by periods. Each number can be from 0...255.

Be sure that none of the IP addresses that you assign are being used by another device in your network.

This field is required.

Ending IP

The ending IP address that defines the range of addresses in the DHCP IP address pool. The format is a 32-bit numeric address that is
written as four numbers that are separated by periods. Each number can be from 0...255.

Make sure that none of the IP address you assign are being used by other devices in your network.

This field is required.

Default Router

The default router IP address for the DHCP client that uses this server. The format is a 32-bit numeric address that is written as four
numbers that are separated by periods. Each number can be from 0... 255.

Domain Name The domain name for the DHCP client. The name can have up to 31 alphanumeric characters. The name cannot contain a ? or a tab.
DNS Server The IP addresses of the domain name system (DNS) IP servers available to a DHCP client. The format is a 32-bit numeric address that is
written as four numbers that are separated by periods. Each number can be from 0...255.
CIP Instance A number from 1...15 to identify the address pool.
The duration of the lease for an IP address that is assigned to a DHCP client. Click one of the following:
« Never Expires
[Lease Length] « User Defined

If you click User Defined, enter the duration of the lease in the numbers of days, hours, and minutes. This lease length is used for
all assignments.

Assign an IP Address to a Switch Port

To manage switch port IP addresses, click the DHCP Persistence tab.

& Network | DHCP

.,

Global Settings

Interface Pool Name 1P Address
| one 7 | |
Fal/2 MNone e bt
Fal/3 MNone
Fal/4 None
Fai/5 None
Fal/6 None
Table 60 - DHCP Persistence Fields
Field Description
Interface The number of the switch port, including port type (such as Fa for Fast Ethernet and Gi for Gigabit Ethernet), and the specific
port number. For example, Fal/1is Fast Ethernet port 1on the switch.
Pool Name The name of the DHCP IP address pool that is configured on the switch.
The IP address that is assigned to the switch port. The IP address that you assign is reserved for the selected port and is not
IP Address available for normal DHCP dynamic assignment. The IP address must be an address from the pool that is specified in the DHCP
Pool Name field.
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Configure DHCP Persistence via the Logix Designer Application

To configure DHCP persistence, complete this process.

1. Configure the DHCP server.
2. Configure the IP address pool.
3. Assign an IP address to a switch port.

Configure the DHCP Server

1. In the navigation pane, click DHCP Pools.

-

| Module Properties: MyEn2T (1783-BMS20CA 9.001) =@ =]
- General DHCP Pools
- Connection
- Module Info
. Fauk/Program Action [¥] Enable Dynamic Host Configuration Protocol (DHCF) &
- Switch Corfiguration
.. Switch Status [¥]Enable DHCP Snooping
- Port Corfiguration
- Smartports and VLANS
.. Port Thresholds Pool Name| Starting IP Ending IP Freassigned Addresses DHCI.Zy Delete| Edit Pn.nl
. Port Security Address Address Only Snooping| Pool | Properties
. Port Status Pooli 19216882 | 192.168.8.254 Yes No it
=- Device Level Ring (DLR) Pool2 1287.01 128702 No No it
é.Rm] Pool3 192.168.3.1 192.168.3.254 No No it
... Redundant Gateway C Poold 192.168.4.1 | 192.168.4.254 No No it
PoolS 192.168.5.1 192.168.5.254 No No it
Pool? 0.0.0.0 0.0.0.0 No No it
. Members
- DHCP Poals
- DHCP Address Assignment
- BtherChannels
- 50 Flash Sync
- Save/Restore
Refresh Communication Set G
PN F—m— )
Status: Running Apply Help

2. Check Enable Dynamic Host Configuration Protocol (DHCP).
3. To enable DHCP snooping, check Enable DHCP Snooping.

DHCP snooping restricts the broadcast of DHCP requests beyond the
connected switch. As a result, devices receive address assignments from
only the connected switch. This option is available only on ports that are
assigned to a VLAN. To enable DHCP snooping on a specific VLAN, check
the DHCP Snooping checkbox for the specific VLAN in the DHCP pool
table.
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Configure the DHCP IP Address Pool

Once DHCP is enabled, you can create the DHCP address pool.

1. In the navigation pane, click DHCP Pools.
2. Click New Pool.

B Module Properties: MyEn2T (1783-BMS20CA 9.001)

= [@=]

[1]:

—General

- Connection

- Module Info

- Fault/Program Action
- Switch Configuration
- Switch Status

- Port Corfiguration

- Smartports and VLANs
- Port Thresholds

- Port Securty

- Port Status

- D.evice Level Ring (DLR)

[=-Ring 1
Redundant Gateway Ci
Statistics

- DHCP Pools

- DHCP Address Assignment
- EtherChannels

- 5D Flash Sync

- Save/Restore

DHCP Pools

Enable Dynamic Host Configuration Protocol (DHCF) «

Enable DHCP Snooping

Pool Name| Starting IP Ending IP Preassigned Addresses DHCI_J Delete| Edit Pn_ul
Address Address Cnly Snooping| Pool | Properties

Pool1 192.168.8.2 | 192.168.8.254 es No it

Pool2 1287.0.1 1287.0.2 No No Tt

Pool3 192.168.3.1 192.168.3.254 No No it

Poold 192.168.4.1 | 192.168.4.254 No No it

Pool5 192.168.5.1 | 192.168.5.254 No No it

Pool? 0.0.0.0 0.0.0.0 No No it

e

Status: Running

Refresh Communication

Set
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3. Complete the fields and click Close.

-

[] Use Preassigned Addresses Only

Default Gateway
Enable DHCP Snooping for this Pool

Damait M ame

Leaze Length

@ Mever Expires

(71 Custamn
Daysz: Hrs: Minz:
DHCF Server
Primary DMS Address a o a Frimary WINS Address
Secondary DMS Address o o o Secondary WINS Address

Set i

Close ] [ Help l

Add/Edit DHCP Pool Definition 3
DHCF Pool Mame Starting IP Address
DHCF Pool Metwark o o o Ending IF Address
Subnet Mazk,

Table 61 - Add/Edit DCHP Pool Definition Fields

Field

Description

DHCP Pool Name

The name of the DHCP IP address pool that is configured on the switch.
A DHCP IP address pool is a range (or pool) of available IP addresses that the switch can assign to connected devices.

DHCP Pool Network

The subnetwork IP address of the DHCP IP address pool. The format is a 32-bit numeric address that is written as four
numbers that are separated by periods. Each number can be from 0...255. This field is required.

The network address that identifies the subnetwork (subnet) of the DHCP IP address pool. Subnets segment the devices in a

Subnet Mask network into smaller groups. The default is 255.255.255.0. This field is required.
The default gateway IP address for the DHCP client.

Default Gateway The format is a 32-bit numeric address that is written as four numbers separated by periods (for example, 265.255.255.255).
Each number can be from 0... 255.

Domain Name The domain name for the DHCP client.

Starting IP Address

The starting IP address that defines the range of addresses in the DHCP IP address pool. The format is a 32-bit numeric
address that is written as four numbers that are separated by periods. Each number can be from 0...255.

Be sure that none of the IP addresses that you assign are being used by another device in your network.

This field is required.

Ending IP Address

The ending IP address that defines the range of addresses in the DHCP IP address pool. The format is a 32-bit numeric
address that is written as four numbers that are separated by periods. Each number can be from 0...255.

Make sure that none of the IP address you assign are being used by other devices in your network.

This field is required.

Use Preassigned Addresses Only

If checked, IP addresses are assigned only when configured for specific ports on the DHCP Address Assignment or DLR DHCP
views.

Enable DHCP Snoaping for this Pool

If checked, devices only receive address assignments from the connected switch.

Never Expires

The duration of the lease for an IP address that is assigned to a DHCP client. Click one of the following:
« Never Expires

gLstcm If y[E)L:JStc(IJi?k Custom, enter the duration of the lease in the numbers of days, hours, and minutes. This lease length is used for
all assignments.

Primary DNS Address The IP addresses of the primary domain name system (DNS) IP servers available to a DHCP client.

Secondary DNS Address The IP addresses of the secondary domain name system (DNS) IP servers available to a DHCP client.

Primary WINS Address The IP address of the primary Microsoft NetBIOS name server (WINS server) available to a DHCP client.

Secondary WINS Address The IP address of the secondary Microsoft NetBIOS name server (WINS server) available to a DHCP client.
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Assign an IP Address to a Switch Port
In the navigation pane, click DHCP Address Assignment.

You can assign a specific IP address to each port, so that the device that is
attached to a given port receives the same IP address.

- Switch Configuration
- Switch Status
Port Corfiguration
- Smartports &% VLANs
- Port Thresholds
- Port Security
- Port Status
- Device Level Ring {DLR)
DHCP Poal Display

()

- Time Sync Configuration
- Time Sync Information
.. NAT

- 5D Hash Sync

- Save/Restore

Status: Running

2 | Module Properties: MyEN2T to_Inside (1783-BMSIOCGN 4.1) [ [ B ][mEsal
- (General
- Connection Reserve and preassign an IP address to a spedfic switch port, so thata
- Module Info device connected to that switch port always receives the same TP

address (Also referred to as DHCP Persistence)

Port Pool IP Address
GilH | Pool&
Gi1/2 | Pool&
Fa1/1|Pool&
Fa1/2 | Poola

Ll
L=l
L)
>
Fal/3|PoolA |»| . . .
Lol
Ll
L]
L]

Fa1/4 | Pool&
Fa1/5 | PoolA
Fa1/6 | Poold
Fal/7 | Pool&
Fal/8 | Poold |«

Refresh Communication Set -

Table 62 - DHCP Address Assignment Fields

Field

Description

Unit
(Stratix 8000/8300 switches)

Displays the unit on which the selected port resides:
+ 6 Port Base
+ 10 Port Base
« Expansion 1
« Expansion 2

Port

Displays the ports available for the configuration. The port number includes the port type (Fa for Fast Ethernet and Gi for Gigabit Ethernet), the
base or expansion module number (1, 2, or 3), and the port number:

« Gil/1is Gigabit Ethernet port 1on the base.

« Fal/lis Fast Ethernet port 1on the base.

« Fa2/1is Fast Ethernet port 1 on the first expansion module.

« Fad/is Fast Ethernet port T on the second expansion module.

Pool

Displays the pool names from the DHCP IP address pool that corresponds to the instances available in the switch.
If you delete all rows that contain pools on the DHCP Pool Display tab and click Refresh, the Pool field is blank.

IP Address

Displays the IP address that is assigned to the switch port. The format is a 32-bit numeric address that is written as four numbers that are
separated by periods (for example, 255.255.255.255). Each number can be from 0...255.

The IP address that you assign is reserved for the selected port and is not available for normal DHCP dynamic assignment. The IP address must
be an address from the pool that is specified in the DHCP Pool Name field.
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Enhanced Interior Gateway
Routing Protocol (EIGRP)

EIGRP is available on the following switches:

« Stratix 5400 with Layer 3 firmware
« Stratix 5410 with Layer 3 firmware
«  Stratix 8300 base units

EIGRP is a Cisco proprietary, distance-vector-routing protocol. Key
capabilities that distinguish EIGRP from other routing protocols include fast
convergence, support for variable-length subnet mask, support for partial
updates, and support for multiple network layer protocols.

A router that runs EIGRP stores all neighbor routing tables so that it can
quickly adapt to alternate routes. If no appropriate route exists, EIGRP queries
its neighbors to discover an alternate route. These queries propagate until an
alternate route is found. Its support for variable-length subnet masks permits
routes to be automatically summarized on a network number boundary. In
addition, EIGRP can be configured to summarize on any bit boundary at any
interface. EIGRP does not make periodic updates. Instead, it sends partial
updates only when the metric for a route changes. Propagation of partial
updates is automatically bounded so that only those routers that need the
information are updated.

Neighbor discovery is the process that the EIGRP router uses to learn
dynamically of other routers on directly attached networks. EIGRP routers
send out multicast hello packets to announce their presence on the network.
You can also define static neighbors, which receive unicast packets. When the
router receives a hello packet from a new neighbor, it sends its topology table
to the neighbor with an initialization bit set. When the neighbor receives the
topology update with the initialization bit set, the neighbor sends its topology
table back to the EIGRP router. Once this neighbor relationship is established,
routing updates are not exchanged unless there is a change in the network

topology.

EIGRP uses the Diffusing Update Algorithm (DUAL), which provides loop-free
operation at every instance throughout a route computation. DUAL allows all
devices that are involved in a topology change to synchronize simultaneously.
Routers that unaffected by topology changes are not involved

in re-computations.

To configure EIGRP, create an EIGRP instance and associate networks. EIGRP
sends updates to the interfaces in the specified networks. If you do not specify
an interface network, it is not advertised in any EIGRP update.
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Configure EIGRP via Device Manager

From the Configure menu, choose EIGRP.

o Routing Protoc

ols | EIGRP

[ | Networks Passive Interfaces Interface Redistribution Static Neighbor Summary Address
EIGRP Table
o= Add M Delete € Customize Default Settings
EIGRP ID Router ID
O | | |
[ Save | Cancel |
Table 63 - EIGRP Fields
Field | Description

EIRGP Instances—Add EIGRP

instances to the EIGRP table. To customize the default settings for an instance, see page 138.

EIGRP ID

Type the Autonomous System (AS) number of the EIGRP routing process.
Valid values: 1...65535.

Router ID

Type the IP address of the router that is assaciated with the EIGRP instance.

Networks—Add EIGRP networ

ks to the Network table.

EIGRP ID

Choose the Autonomous System (AS) number of the EIGRP routing process.

Network Address

Type the address of the network that is associated with an EIGRP routing process. EIGRP sends updates to the interfaces in the specified netwarks.

Wildcard Mask

Choose a wildcard mask. A wildcard mask indicates a subnetwork, bitwise complement of the subnet mask.

Passive Interfaces—Add passive interfaces to help prevent other routers on a local network from dynamically learning about routes.

EIGRP ID

Choose an EIGRP ID.

Suppress routing updating
on all interfaces

Check the checkbox to suppress routing update messages from being sent through all interfaces.

Interface

Chaoose a Layer 3 interface to suppress sending routing updates through.

Passive

Check Passive to suppress routing update messages from being sent through the corresponding interface.

Interface—Add EIGRAP interface instances.

EIGRPID Choose the Autonomous System (AS) number of the EIGRP routing process.
Interface Choose a Layer 3 interface that is associated with the EIGRP ID.
Type the hello interval for the EIGRP interface instance.
Hello Interval Valid values: 1...65535
Default: 60 seconds for low-speed nonbroadcast multiaccess (NBMA) networks and 5 seconds for all other networks
Type the hold time interval for an EIGRP routing process. The hello packet advertises the hold time. The hold time indicates to EIGRP neighbors the
Hold Time length of time for the neighbor to consider the router reachable.

Valid values: 1...65535 seconds
Default: 180 seconds for low-speed NBMA networks and 15 seconds for all other networks

Enable Split Horizon

Check the checkbox to enable split horizon on the interface. Split horizon controls the sending of EIGRP update and query packets. When split
horizon is enabled on an interface, update and query packets are not sent to destinations for which this interface is the next hop. Controlling update
and query packets in this manner reduces the possibility of routing loops.

By default, split horizon is enabled on all interfaces.

In general, we recommend that you do not change the default state of split horizon unless you are certain that your application requires the change
to advertise routes properly.

Type the delay value in tens of microseconds for the interface. The interface delay value to use in EIGRP distance calculations. Type the value in tens

Delay of microseconds for the interface.
Authentication
Check the checkbox to enable message digest algorithm 5 (MD5) authentication in EIGRP packets.

Enable MD5 Authentication EIGRP route authentication provides MD5 authentication of routing updates from the EIGRP routing protocol. The MD5 keyed digest in each EIGRP
packet helps prevent the introduction of unauthorized or false routing messages from unapproved sources. All EIGRP neighbors on interfaces that
are configured for EIGRP message authentication must be configured with the same authentication mode and key for adjacencies to be established.

Key Chain Name Choose an authentication key chain for EIGRP.
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Table 63 - EIGRP Fields (Continued)

Field | Description
MD5 Keys and IDs
Key Chain Name Type a name for the authentication key chain for EIGRP authentication.
MO Key ID Type an identification number for an authentication key on the key chain. The range of keys is from 0...2147483647. The key identification numbers
do not need to be consecutive.
MDS Key Type an authentication string that must be sent and received in the EIGRP packets being authenticated. The string can contain from 1...80 uppercase

and lowercase alphanumeric characters.

Redistribution—Redistribute
routing process. If connected

routes that are discovered by RIP and OSPF into the EIGRP routing process. You can also redistribute static and connected routes into the EIGRP
routes fall within the range of a network statement in the EIGRP configuration, you do not need to redistribute the routes.

EIGRP ID

Choose the Autonomous System (AS) number of the EIGRP routing process.

Protocol

Click the route type for redistribution into the EIGRP routing process:

« Static—Redistributes static routes into the EIGRP routing process.

« Connected—Redistributes connected routes into the EIGRP routing process.

« 0SPF—Redistributes routes from an OSPF routing process into the EIGRP routing process.
« RIP—Redistributes routes from an RIP routing process into the EIGRP routing process.

Match

(Optional). Match and set properties of routes that are imported from OSPF:
« Internal—Matches internal OSPF routes.

« External 1-Matches Type 1external routes.

« External 2—Matches Type 2 external routes.

« NSSA External 1-Matches Type 1NSSA routes.

« NSSA External 2—Matches Type 2 NSSA routes.

Bandwidth

Type the minimum bandwidth of the route in kilobits per second.
Valid values: 1...4294967295

Delay

Type the route delay in tens of microseconds.
Valid values: 1 or any positive number that is a multiple of 39.1 nanoseconds

Reliability

Type a number from 0 through 255 that represents likelihood of successful packet transmission.
Valid values: 0...255 in which 255 means 100 percent reliability; 0 means no reliability

Loading

Type a number that represents the effective bandwidth of the route.
Valid values: 1...255 in which 255 is 100 percent loading

MTU

Type the smallest allowed value for the maximum transmission unit (MTU) in bytes.
Valid values: 1...65535

Static Neighbor—EIGRP hello

packets are sent as multicast packets. If an EIGRP neighbor is located across a nonbroadcast network, such as a tunnel, you must manually define

that neighbor. When you manually define an EIGRP neighbor, hello packets are sent to that neighbor as unicast messages.

EIGRP ID Choose the Autonomous System (AS) number of the EIGRP routing process.
Neighbor Type the IP address of the neighbor.
Interface Chaose the interface through which the neighbor is available.

Summary Address—Define summary addresses in either of these scenarios:

« If you want to create summary addresses that do not occur at a network number boundary

« If you want to use summary addresses on a router with automatic route summarization disabled.

If any more specific routes are in the routing table, EIGRP advertises the summary address out the interface with a metric equal to the minimum of all more specific

routes.

EIGRP ID Choose the Autonomous System (AS) number of the EIGRP routing process.
Network Address Type the IP address of the summary address.

Net Mask Choose the network mask of the summary address.

Administrative Distance

Type the distance value of the summary address.
Default: 5
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To change the default settings after adding an EIGRP instance, on the EIGRP
Instances tab, click the button in the row to customize, and then click
Customize Default Settings.

IMPORTANT  Setting metrics is complex and is not recommended without
guidance from an experienced network designer.

Customize EIGRP Parameters b

EIGRP ID:

[ mute-Summary

* Administrative Distance

Internal Distance: External Distance:

» Default Metrics

Bandwidth: 100000 | sec Delay: 100 ms
Loading: % MTU: 1500
Reliabilty: 255 %

* Adjacency Changes

+| Log Meighbor Changes +| Log Meighbor Warnings
w Stub
[ Receive Only (If selected, other options will not be available)
[J Connected [[] Redistributed [] static [ Summary

ml Cancel |

Table 64 - Customize EIGRP Parameters

Field

Description

EIGRP ID

(Not editable). Displays the Autonomous System (AS) number of the EIGRP routing process.

Auto-Summary

Check the checkbox to allow the automatic summarization of subnet routes into network-level routes. This feature is disabled by default (the
software sends subprefix routing information across classful network boundaries). EIGRP summary routes are given an administrative distance
value of 5. You cannat configure this value.

Administrative Distance

Internal Distance

Type an administrative distance for EIGRP internal routes. Internal routes are routes that are learned from anather entity within the same
autonomous system.

Valid values: 1...255

Default: 90

External Distance

Type an administrative distance for EIGRP external routes. External routes are routes for which the best path is learned from a neighbor external to
the autonomous system.
Valid values: 1...255

Default: 170

Metrics

. Type the minimum bandwidth of the route in kilobits per second.
Bandwidth Valid values: 14294967295
Loadin Type a number that represents the effective bandwidth of the route.

9 Valid values: 1...255 in which 255 is 100 percent loading
Reliabilit Type a number that represents likelihood of successful packet transmission.

y Valid values: 0...255 in which 255 means100 percent reliability; 0 means no reliability
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Table 64 - Customize EIGRP Parameters (Continued)

Field Description
Dela Type a route delay in tens of microseconds.
y Valid values: 1or any positive number that is a multiple of 39.1 nanoseconds
MTU Type the smallest allowed value for the maximum transmission unit (MTU), in bytes.
Valid values: 1...65535
Adjacency Changes
. Enables the logging of syslog messages when a neighbor state changes.
Log Neighbor Changes Default: Disabled (no adjacency changes are logged)
. . Enables the logging of neighbor warning messages.
Log Neighbor Warnings Default: Disabled (no adjacency changes are logged)
Stub
Check the checkbox to restrict the router from sharing any of its routes with any other router in the EIGRP autonomous system. When you enable
Receive Only this parameter, you cannot specify any other Stub parameters because it helps prevent any type of route from being advertised.
Default: Disabled
Check the checkbox to permit EIGRP stub routing to send connected routes.
Connected If the connected routes are not covered by a network statement, they can be redistributed using the Redistributed parameter.
Default: Disabled
Check the checkbox to permit EIGRP stub routing to advertise other routing protocols and autonomous systems. If this parameter is not enabled,
Redistributed EIGRP does not advertise redistributed routes.
Default: Disabled
Check the checkbox to permit EIGRP stub routing to advertise static routes. If you do not select this option, EIGRP does not send any static routes,
Static including internal static routes that normally would be automatically redistributed. It is still necessary to redistribute static routes with the
Redistributed parameter.
Default: Disabled
Check the checkbox to permit EIGRP stub routing to advertise summary routes. You can manually create summary routes on the Summary Address
Summary page or automatically at a major network border router by enabling the Auto-Summary feature.
Default: Disabled
EtherChannels An EtherChannel, or port group, is a group of two or more Fast Ethernet or

Gigabit Ethernet switch ports that are bundled into a logical link. The group
creates a higher bandwidth link between two switches. For example, four
10/100 switch ports can be assigned to an EtherChannel to provide full-duplex
bandwidth of up to 80oo Mb/s. If one of the ports in the EtherChannel becomes
unavailable, traffic is carried over the remaining ports within the
EtherChannel.

All ports in an EtherChannel must have the same characteristics:

« Allare applied with the Smartports IE Switch port role and belong to the
same VLAN.

« Allare either 10/100 ports, or all are 10/100/1000 ports. You cannot group
a mix of 10/100 and 10/100/1000 ports in an EtherChannel.

« Allare enabled. A disabled port in an EtherChannel is treated as a link
failure, and its traffic is transferred to one of the remaining ports in the
EtherChannel.

IMPORTANT Do not enable Layer 3 addresses on the physical EtherChannel
interfaces.
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Table 65 shows the maximum number of EtherChannels available per switch.
Each EtherChannel can consist of up to eight compatible, configured Ethernet
ports.

Table 65 - EtherChannels by Switch

Switch EtherChannels, max
Stratix 5400 10
Stratix 5410 10
Stratix 57000 6
ArmorStratix 5700 6
Stratix 8000/8300 6

(1) EtherChannels are available only on switches with Full firmware.

Figure 12 shows two EtherChannels. Two full-duplex 10/100/1000-Mbps ports
on Switches A and C create an EtherChannel with a bandwidth of up to 4 Gbps
between both switches. Similarly, two full-duplex 10/100 ports on Switches B
and D create an EtherChannel with a bandwidth of up to 400 Mbps between
both switches.

If one of the ports in the EtherChannel becomes unavailable, traffic is sent
through the remaining ports within the EtherChannel.

Servers g g

—J"_"\_\ é-_“-_“-“"“" T SWItChA y

Figure 12 - EtherChannel Example

\ Swich

Network i
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Table 66 - EtherChannel Modes

Table 66 describes the modes that you can assign to an EtherChannel:

Description

Static

All ports join the EtherChannel, without negotiations. This mode can be useful if the remote device does not
support the pratocols that other modes require. The switches at both ends of the link must be configured in Static
mode.

Port Aggregation Control Protocol (PAgP)

A Cisco-proprietary protocol. The port responds to requests to create EtherChannels but does not initiate such
negotiations. This silent made is recommended when a port is connected to a device, such as a file server or a
packet analyzer that is unlikely to send PAgP packets. A port in the PAgP mode can form an EtherChannel with
another port in the PAgP Desirable mode.

Port Aggregation Control Protacol (PAgP) (non-silent)

This mode is the same as PAgP mode but is recommended when the port is connected to a device that is expected
to be active in the initiation of EtherChannels. A port in PAgP mode can form an EtherChannel with another port in
the PAgP Desirable mode.

Port Aggregation Control Protocol (PAgP) Desirable

This mode enables PAgP. The port initiates negatiations to form EtherChannels by sending PAgP packets to other
ports. This silent mode is recommended when a port is connected to a device, such as a file server or a packet
analyzer that is unlikely to send PAgP packets. A port in the Desirable mode can form an EtherChannel with
another port that is in PAgP or PAgP Desirable mode.

Port Aggregation Control Protocol (PAgP) Desirable
(non-silent)

This mode is the same as PAgP Desirable mode but is recommended when the port is connected to a device that
initiates EtherChannels.

Link Aggregation Control Protocol (LACP) (active)

This mode enables LACP unconditionally. The port sends LACP packets to other ports to initiate negotiations to
create EtherChannels. A port in active LACP mode can form an EtherChannel with another port that is in active or

passive LACP mode. The ports must be configured for full-duplex.

Link Aggregation Control Protocol (LACP) (passive)

This mode enables LACP only if an LACP device is detected at the ather end of the link. The port responds to
requests to create EtherChannels but does not initiate such negotiations. The ports must be configured for full-

duplex.

Configure both ends of the EtherChannel in the same mode:

When you configure one end of an EtherChannel in PAgP or LACP mode,
the system negotiates with the other end of the channel to determine the
ports to become active. Incompatible ports are suspended. Instead of a
suspended state, the local port is put into an independent state and
continues to carry data traffic as any other single link. The port
configuration does not change, but the port does not participate in the
EtherChannel.

When you configure an EtherChannel in Static mode, no negotiations
take place. The switch forces all compatible ports to become active in the
EtherChannel. The other end of the channel (on the other switch) must
be configured in the Static mode also; otherwise, packet loss can occur.

If a link within an EtherChannel fails, traffic that was previously carried over
that failed link moves to the remaining links within the EtherChannel. If traps
are enabled on the switch, a trap is sent for a failure that identifies the switch,
the EtherChannel, and the failed link. Inbound broadcast and multicast
packets on one link in an EtherChannel are blocked from returning on any
other link of the EtherChannel.
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Configure EtherChannels via Device Manager

From the Configure menu, choose EtherChannels.

o Metwork | EtherChannels

EtherChannel Table

J Edit M Delete  # Modify Channel Settings

Channel Group Number < | Channel Mode Ports Port Status
O 3 Static Fa1/3, Fal/6 Layer2 Down
O s Static Fal/2 , Fal/4 Layer2 Down

Table 67 - EtherChannel Fields

Field

Description

Channel Group Number

A number to identify the EtherChannel. See Table 65 for the maximum number of EtherChannels available per switch.

Channel Mode

Determines how ports become active. With all modes except Static, negotiations occur to determine which ports become active. Incompatible ports
are put into an independent state and continue to carry data traffic, but do not participate in the EtherChannel.

IMPORTANT: Be sure that all ports in an EtherChannel are configured with the same speed and duplex mode.

See Table 66 for a description of EtherChannel modes.

Ports The ports that can participate in the EtherChannel.
Port Status The status of the group.
142
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Youc

an add, edit, or delete an EtherChannel:

To add an EtherChannel, click Add. Complete the fields that are
described in Table 68 and click OK.

To edit an EtherChannel, click the radio button next to the EtherChannel
and click Edit. Complete the fields that are described in Table 68 and
click OK.

To modify EtherChannel settings, such as speed, duplex mode, and
VLAN assignments, click the radio button next to the EtherChannel and
click Modify Channel Settings. Complete the fields that are described in
Table 69 and click OK.

To delete an EtherChannel, click the radio button next to the
EtherChannel and click Delete.

Channel Group Mumber |

Channel Mode Static A

O Gita it
O Gz
O Giyyz
O Git/4
O Fayjs
O Falfs
O Fa1j7
O Faifs
O Fa1/o
Port List U Fa1/10
O Fa1j11
O Fa1/12
[ Fa1/13
[ Fa1/14
O Fa1/15
O Fa1/16
O Fa1/17
[ Fa1/18

O ra1/19
[ gad 90

m

| Cancel |

Table 68 - Add/Edit EtherChannel Dialog Box

Field

Description

Channel

Group Number Type a number to identify the EtherChannel.

Channel

Mode Choose a mode to assign to the EtherChannel.
For a description of each mode, see Table 66 on page 141.

Port List

Check the checkbox next to each port to assign to the EtherChannel.
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Modify Channel Settings o
Channel Name Po3
Description | | (Range: 1-200 Characters)
Administrative Enable
Speed Auto v
Duplex Auto v
Administrative Mode | Dynamic Auto A
Access VLAN default-1 -
Allowed VLAN (= All VLANS

() VLAN IDs (e.g., 2,4)
Mative VLAM default-1 -

| Cancel

Table 69 - Modify Channel Settings Dialog Box

Field Description
Channel Name Displays the name that is assigned to the channel.
Description Type a description of the channel.
Administrative Check Enable to make the channel active. Clear Enable to make the channel inactive.
S Choose the operating speed of the channel. If the connected device can negotiate the link speed with the channel, choose Auto (autonegotiation).
peed .
Default: Auto
Choose the duplex mode of the channel:
- Auto—(Autonegotiation). The connected device can negotiate the duplex mode with the channel. If the channel is nat connected or has not completed
Duplex negotiation, the status is Auto.

Half— (Half-duplex mode). The connected device must alternate sending or receiving data.
Full— (Full-duplex mode). Both devices can send data simultaneously.

Default: Auto

Administrative Mode

Choose one of the following administrative modes:

Access—The channel is in permanent nontrunking mode and negotiates to convert the neighboring link into a nontrunk link even if the neighboring
interface is a trunk interface. If you choose this option, also choose an Access VLAN. An access port belongs to and carries the traffic of only one
VLAN (unless it is configured as a voice VLAN port).

Trunk—The channel is in permanent trunking mode and negotiates to convert the neighboring link into a trunk link even if the neighboring interface is
not a trunk interface. If you choose this option, also choose whether to allow All VLANSs or specified VLAN IDs.

Dynamic Auto—The channel converts the link to a trunk link if the neighboring interface is set to trunk or desirable mode. This mode is the default
setting. If you choose this option, specify an Access VLAN to use when the link is in access mode. Also specify whether to allow All VLANS or specified
VLAN IDs when the link is in trunk mode.

Dynamic Desirable—If the neighboring interface is set to Trunk, Dynamic Desirable, or Auto mode, the channel converts the link to a trunk link. If you
choose this option, specify an Access VLAN to use when the link is in access mode. Also choose whether to allow All VLANs or specified VLAN IDs when
the link is in Trunk mode.

Routed—The channel acts like a port on a router but does not have to be connected to a router. A routed port is not associated with a particular VLAN,
as is an access port. A routed port behaves like a reqular router interface, except that it does not support VLAN subinterfaces. Routed ports can be
configured with a Layer 3 routing protocol. A routed port is a Layer 3 interface only and does not support Layer 2 protocols, such as DTP and STP.
Routed ports are supported only on switches that run the IP base or IP services image.

Default: Dynamic Auto

Access VLAN Choose the VLAN that the channel belongs to and carries traffic for when the channel is configured as or is acting as a nontrunking interface.
Choose the VLANs for which this channel handles traffic when the channel is configured as or is dynamically acting as a trunking interface:
Allowed VLAN « To allow traffic on all available VLANS, click All VLANS.
« To limit traffic to specific VLANs, click VLAN IDs and enter the VLAN numbers.
Native VLAN Choose the VLAN that transports untagged packets.
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Configure EtherChannels via the Logix Designer Application
In the navigation pane, click EtherChannels.

You can add, edit, and delete EtherChannel members.

| Module Properties: MyEN2T (1783-HMS4C4CGN 3.001)

General
- Connection
- Module Info
Switch Configuration
Switch Status
- Port Corfiguration
~- Smartports and VLANs
Port Thresholds
- Port Security
- Port Status
- Device Level Ring (DLR)
: Ring 1

Statistics
Members
Ring 2

Statistics
+- Members
= Ring 3
i Redundant Gateway Gt
- Statistics
L Members
- DHCP Pool Display
- DHCP Address Assignment
Time Sync Corfiguration
- Time Sync Information
- EtherChannels
- NAT
5D Flash Sync
- Save/Restore

i Redundant Gateway T

Redundant Gateway Ci

| Etherch

EtherChannel

Wode Wembers | Status | Delete Edit Add...

Port Aggregation Control Protocol (PAgp) Gittd Inu
- Port responds to requests to create Etherchannel but does not initiate negotiations Falig e L

Befresh Communication Set =

Table 70 - EtherChannels Fields

Field Description
EtherChannel A number to identify the EtherChannel. See Table 65 for the maximum number of EtherChannels available per switch.
Determines how ports become active. With all modes except Static, negatiations occur to determine which ports become active.
Mode Incompatible ports are put into an independent state and continue to carry data traffic, but do not participate in the EtherChannel.
IMPORTANT: Make sure that all ports in an EtherChannel are configured with the same speed and duplex mode.
See Table 66 for a description of EtherChannel modes.
Members The ports that can participate in the EtherChannel.
Status The status of the group.

Add an EtherChannel

1. On the EtherChannels view, click Add.
2. Choose a number to assign to the EtherChannel.
Click a mode to assign to the EtherChannel.

See Table 66 for a description of each mode.
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4. Inthe use for EtherChannel column, check the checkbox next to each
port to participate in the EtherChannel.

5. Click Close.
B9 Add EtherChannel R e |

EtherChannel:

Channel Mode:

(@ Link Aggregation Control Protocol (Active)
Enables LACP uncoditionally

() Port Aggregation Contrel Protocal (PAgp)
Port responds to requests to create Etherchannel but does not initiate negotiations

() Port Aggregation Control Protocol (non-silent)
When connected to device that is expected to be active in initiating Etherchannels

() Port Aggregation Control Protocol Desirable
Active negotiation state

() Port Aggregation Control Protocol Desirable (non-silent)

When connected to device that is expected to be active in initiating Etherchannels

() Link Aggregation Control Protocol (Passive)
Enables LACF only when LACP device detected

(©) Static
All ports join the EtherChaninel, without negotiations

Port Members

»

Use for

Port | etnerchannet| [

m

Gilf
Gilf2
Gilf3
Gill4
i Gil/5s
Gills
Gill7
Gilfa

Cloze ] [ Help ]
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Feature Mode Feature mode is available on Stratix 5400 switches. Feature mode provides
efficient allocation of resources on the switch to support the operation of
multiple, time-sensitive features. There are two modes, each with a profile
customized for certain features, as shown in Table 71. The switch is configured
to use DLR as the default mode. In a running system, if you deactivate the
current active Feature mode, the default mode is applied.

Table 71 - Feature Modes

Features Enabled

DLR (default)

« PTP
o NAT
« DLR
« PRP

HSR

 PTP
« NAT
« PRP
« HSR

IMPORTANT  Before changing the Feature mode, we recommend removing any

configurations that are related to the current active Feature mode
because those configurations are not valid for the new mode.

To apply a feature mode, follow these steps.

1. From the Admin menu, choose Feature Mode.
2. From the pull-down menu, choose a mode and click Submit.

o Device Management | Feature Mode

Feature Mode Version 0.4B

Select a Feature application profile: DLR \d

Status:

3. When prompted to restart the switch, click OK.

Attention

You are about to change the Feature Mode. After changing the
profile, device will reload, Click OK to continue or click Cancel to exit

| Cancel |

The Status area of the page displays the status of the mode change and
reload operation. After the restart, the status message prompts you to log
out and log in again for the new mode to take effect.
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Global Navigation
Satellite System (GNSS) IMPORTANT _ GNSS is supported only on Stratix 5410 series B switches with I0S

release 15.2(6)EQa and later.

To use the GNSS software feature on the switch, you must obtain an
external GPS antenna from a third-party manufacturer.

The built-in GNSS receiver enabl